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This is a report of an audit of Facebeo&land (FH) carried out by the Office of the Data
Protection Commissioner of Ireland in the period Octebecember 2011. It builds on work
carried out by other regulators, notably the Canadian Privacy Commessiiie US Federal Trade
Commission and the Nordic and German Data Protection Authorities. It includes consideration of

I ydzYOSN) 2F ALISOATAO A&dadzSa NI AASR A yver€d® YL |
CFO0S0221¢ 3IANRIzLIZ ( Kdincthahddy & dikbenof indRigualsizy S NJ

The audit was conducted with the full cooperation ofcEB It found a positive approach and
commitment on the part of FBto respecting the privacy rights of its users. Arising from the audit,

FBl has alreadyz Y YA GG SR (2 SAGKSNI AYLX SYSyidz 2N G2 O
LIN OGA OS¢ AYLNROGSYSyia NBO2YYSYRSR o6& (KS | dzR
in July 2012.

The audit was conducted by reference to the provisions of the Patdection Acts, 1988 and
HnnoX gKAOK 3IAGS SFTFFSOO G2 GKS 9dzNRPLISHY ! yAz2Yy
GF1Sy 2F 3JdzARIFIYyOS A&d&dzSR o%® Th&adit eanDfallowedNtieh Ot S
standard audit methodology used by ti@ffice’.

Facebook is a platform for users to engage in social interactions of various &indking
O2YYSyila o6alLladacdd 2y OFNAR2dza AadadzsSaz aSOtaGAay
personal material. It has some 800 million users, spread throughout tiieegFRI is the entity

with which users based outside the United States and Canada have a contractual relationship. FB
Aada GKS aGRIFGF O2y iNREtfSNE Ay NBaLSOG 2F GKS LIS

l'a | aRF G  -IOhasytal dedpytwShNie Sobligiins set out in the law. The report
adzyYF NAaSa (KS | dzRAG (-ISgives @ffect 1O 2y eabidpdiricigles &f data/ K :
LINEGSOGAZ2Y fFogY GKIFGO LISNER2YIFf RFEGF akKz2dZ R o6S
comprehensive inform#on on how personal data will be used by-EFBhat the personal data
processed by FBshould not be excessive; that personal data should be held securely and deleted
when no longer required for a legitimate purpose; and that each individual shouldthaweght

to access all personal data held byIFBibject to limited exemptions.

In addition to examining FB Q&4 LIN} O0 A OS&a dzy RSNJ aidl yRINR RI Gl
examined in detail the data protection aspects of some specific aspe@BlofQa 2 LISNI (A 2y
Fa Ad0Qa dzaS 2F FILOAlLET NBO23AYyAlGA2Yy GSOKy-md 238
0GKS C. WIA1SQ odzidizyovs (K& td oS yIRILY GO B3R
operating on the FB platform.

In examining FB Qa LINJ OGAOSa FyR LRtAOASAT AG o1 a yS(
distinct areas. The first is the extent to which it provides users with appropriate controls over the
sharing of their information with other users and ammation on the use of such controls

AYyOf dzZRAY3I Ay NBfFGA2Y (2 aLISOAFTAO TSI GdzNBa &«

! http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2009/wp163_en.pdf
2 http://www.dataprotection.ie/documents/enforcement/AuditResource. pdf
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users whose personal data might be captured byl.FBarious recommendations have been made
T2NJ a0Said ovéenBinkh@ dréa. A Y LINJ

The second main area where we examinedLF&@& LIN> OGA OS& |yR LRt AOAS
which FBl uses personal data of users to target advertising to ther. fiBvides a service that is

free to the user. Its business mddes based on charging advertisers to deliver advertisements
GKAOK IINBX GIFINASGSR 2y GKS aLISOAFAO AYyGSNBaila
by the user when s/he signs up to-FBnd agrees to the Statement of Rights and Responghbiliti

and the related Data Use Policy.

I 188 F20dza 2F G(KS ldzRAG 61 &a GKS SEGSyd G2 ¢
meeting the requirements of fair collection and processing under the Data Protection Acts. While
acknowledging that this ia matter of judgment; ultimately by Irish and European Cougshe
ISYSNIf O2yOfdzaizy ¢l a GKFG GFNABSGAY3I FROSNIA
WLINBFAESQ AYF2NNIGAZ2Y (GKS@ LINBOARS 2ensdn, o1 a
AYF2NXIEGA2Y LRAAGADSE @ LINPOARSR o0& dz2aSNBE (KNP
LI NI 2F GKS o6Faixod aRSIf ¢ Slythd Ngtimacy of sueh ugesiiim S Sy
all cases, predicated on users being made fulliare, through transparent notices, that their
personal data would be used in this manner to target advertisements to them. And any further
use of personal data should only be possible on the basis of clear user consent. Various
recommendations have alsdS Sy YIRS F2NJ 3SySNIt aoSad LINI O,

The privacy governance structure within-F®&as also examinedThe comprehensive settlement
reached by the Federal Trade Commission (FTC) with Facebook and announced on 29 November
2011 should ensure that Facebook waltlopt a rigorous approach to privacy and data protection
issues for the next 20 year§he focus of the audit was on the possible changes needed to
strengthen the capacity of FBto ensure compliance with the specific reqaments of Irish and

EU data protection law.

Progress on implementing the specific recommendations contained in the Report will be reviewed

A

AY WdzZ @ HAMHO CKAAa gAff 0S LINH 2F GKS hFFAO

The Office would like toktF Y1 5F @S hQwSAftfte 2F ! yAGSNERAGE [
assistance in examining a range of technical issues that arose in the audit. We would also like to
thank the other regulators whose work we relied on, as detailed in various pattseofeport.

The responsibility for the content of the Report lies solely with us. On a personal note | wish to
thank the other staff members in our Office who worked to very tight deadlines in the conduct

and completion of this Report.

The recommendatios in the Report do not carry an implication thatER & OdzNNB y i LINI
not in compliance with Irish data protection law. Neither do they represent formal decisions of

the Commissioner on the complaints submitted to ham the Audit was led by mender the
Commissioner's authority.

Gary Davis
Deputy Commissioner
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ISSUE CONCLUSION/BEST | FBI RESPONSE TARGET
PRACTICE IMPLEMENTATION
RECOMMENDATION DATE
Privacy & Data Use FBI must work FBI will work with the| End Q1 2012 and
Policy towards: Office to achieve the | routinely thereafter
Complexity & 1 simpler objectives of simpler
accessibility oftiser explanations of | explanations of its
controls its privacy Data Use Policy,
policies identify a mechanism
1 easier to provide users with

accessibility ano
prominence of
these policies
during
registration and
subsequently

1 an enhanced
ability for users
to make their
own informed
choices based
on the available
information

a basis to exercise
meaningful choice
over how their
personal data is used
easier accessibility
and prominace of
these policies during
and subsequent to
registration, including
making use of test
groups of users and
non-users as
appropriate.

The relative size of the
links to the privacy
policy and statement of
rights and
responsibilities on the
second page of the sig
up process must be
aligned with the other
information presented
on that page.

Agreed. Furthermore
FBI has agreed to
take the additional
step of moving the
links to the Data Use
Policy and other
policy documents, as
well as the Help
Cente, to the left side
2F UKS dza §
homepagePresently
the use of Credits is
required only for
games that monetise
through virtual goods.

EndFebruary 2012

Advertising
Use of user data

There are limits to the
extent to which user
generated personal
data can be used for
targeted advertising.

Facebook must be

FBI will clarifyits data
use policy to ensure
full transparency.

By the end of Q1
2012




transparent with users
as to how they are
targeted by advertisers

FBI does not use data
collected via social
plugrins for the
purpose of targeted
advertising

FBI is taking steps to
limit data collection
from social plugins, is
restricting accessot
such data and is
moving to delete such
data according to a
retention schedule
where collected.

Immediately and
routinely thereafter
(with the exception
of retention for
legal hold
obligations)

FBI should move the
option to exercise
control over socibads
to the privacy settings
from account settings
to improve their
accessibility. It should
also improve user
knowledge of the
ability to block or
control ads that they
do not wish to see
again

Agreed.

By the end of Q1
2012.

If, FBI in future,
consicers providing
AYRA@GARdzZ f
pictures and names to
third parties for
advertising purposes,
users would have to
provide their consent.

FBI will enter into
discussions with this
Office in advance of
any plans to introduce
such functionality.

n/a

Thecurrent policy of
retaining adclick data
indefinitely is
unacceptable.

FBI will move
immediately to a 2
year retention period
which will be kept
under review with a
view to further
reduction.

Review in July 2012

Access Requests

If identifiable personh
data is held in relation
to a user or noruser, it
must be provided in

response to an access

FBI will fully comply
with the right of
access to personal
data, as outlined

in the schedule

In line with the
schedule in relation
to availability from
0§KS dza SNID
their activity log and




request within 40 days
in the absence of a
statutory exemption

containedwithin the
Access Section of the
Report. It has
additionally
committed to a key
transparency principle
that users are entitled
to have easy and
effective access to
their personal
information.

the download tool.
Data will be added
to the various tools
in phases, beginning
in January 2012.

Retention of data

The information
provided to users in
relation to what
happens to deleted or
removed contat, such
as friend requests
received, pokes,
removed groups and
tags, and deleted postg
and messages should
be improved.

FBI will comply with
this recommendation
in an updated Data
use Policy.

By the end of Q1
2012.

F'ASNDa aK?2
provided with an ability
to delete friend
requests, pokes, tags,
posts and messages
and be able to in so far
as is reasonably
possible delete on a pe
item basis.

FBI will phase in such
transparency and
control to users on a
regular bas.

FBI has agreed to
begin working on
the project during
Q1 of 2012. FBhas
committed to
showing
demonstrable
progress by our July
2012 review. This
time-scale takes
account of the size
of the engineering
task.

Users must be provide
with a meando
exercise more control
over their addition to
Groups

FBI has agreed that i
will no longer be
possible for a user to
be recorded as being
a member of a group
gAUK2dzi K
consent. A user who
receives an invitation
to join a group will
not be reorded as

being a member until

By the end of Q1
2012.




s/he visits the group
and will be given an
easy method of
leaving the group

Personal data collected
must be deleted when
the purpose for which
it was collected has
ceased

FBI will comply with
requirements in
relation to retention
where the company
no longer has a need
for the data in
relation to the
purposes for which it
was provided or
received. Specifically
it will:

1. For people who are
not Facebook users g
who are Facebook
users in a logged out
state, FB will take
two steps with
respect to the data
that it receives and
records through socia
plugins within10 days
after such a person
visits a website that
contains a social
plugin. First, FB will
remove from social
plugin impression log
the last octet of the IP
address when this
information is

logged. Second, FB
will delete from social
plugin impression logs
the browser cookie
set when a person
visitsFacebook.com
2. For all people
regardless of browser
state (logged in,
logged out, or non
Facebook users), HB
will delete the
information it

Immediate and
ongoing,subject to
any legal holds
placed on the data
by civil litigation or
law enforcement
The continuing
justification for
these periods will be
kept under
continuous
assessment and wil
be specifically re
assessed in our July
2012 review.



http://facebook.com/

receives and records
through social plugin
impressions within 90
days after a person
visits a website that
includes a social

plugin.

3. anonymise all
search data on the
site within six months

4. anonymise all ad
click data after 2 year

5. significantly
shorten the retention
period for login
information to a
period which was
agreed with this

Office
There is not currently | FBI will provide Bythe end of Q1
sufficient information | additional 2012.

in the Data Use Policy
to educate users that
login activity from
different browsers
across different
machines and devices
recorded.

information in a
revised Data Use
Policy

We have confirmed
that data entered on ar
incomplete registration
is deleted after 30 days

Data held in relation to
inactive or deactivated
accounts must be
subject to a retention

policy

FBI will workwith
this Office to idenfy
an acceptable
retention period

July 2012.

Cookies/Social Plutns

We are satisfied that
no use is made of data
collected via the
loading of Facebook
social plugns on

websites for profiling




purposes of either
USers or NOrUSers.

It is notappropriate for
Facebook to hold data
collected from social
plugrins other than for
a very short period and
for very limited
purposes

Impression data
received from social
plugins will be

anonymised within 10

days for loggeabut
and norrusers and
deleted wthin 90
days, and for logged
in users, the data wil

be aggregated and/or

anonymised in 90
days.

Immediately and to
be verified by this
Office subject to any
legal holds placed
on the data by civil
litigation

Third Party Apps

The complexity for a
user tofully understand
in a meaningful way
what it means to grant
permission to an
application to access
their information must
be addressed. Users
must be sufficiently
empowered via
appropriate
information and tools
to make a fully
informed decision
when grariing access
to their information to
third party applications

FBI has recently
changed its granular
data permissions
dialog box for apps,
which was expected
to be fully available
on all applications in
February 2012, to
allow for contextual
control over the

audience that will see
GKS dza SNDR 3§

Facebook.

EndFebruary 2012
and assessed again
in July 2012

It must be made easier
for users to understand
that their activation
and use of an app will
be visible to their
friends as a default
setting

FBI has recently
changed its granular
data permissions
dialog box for apps
where users can

choose the audience
0al dzZRASYy OS

for their app activity
directly in the dialog
box.

Assessed again in
July 2012

The privacy policy link
to the third party app

should be given more
prominence within the

application permissiong

¢KSNE Aa
I LILE € Ay 1]
dialog box, which
permits users to
notify FBI of any

End February 2012
and ongoing

1C



screen and users
should be advised to
read it before they add
an app. This should bg
supplemented with a
means for a member tg
report a concern in this
regard via the
permissions seen.

issues regarding the
app, including a
missing or non
working privacy policy
link. In addition, FB
will further educate
users on the
iImportance of reading
app privacy policies
and is positively
disposed to increasin
the size of the link in
the dialog box and
will report back to thig
Office.

As the link to the
privacy policy of the
app developer is the
critical foundation for
an informed consent,
FBI should deploy a
tool that will check
whether privacy policy
links are live.

FBI will implement
this recommendation
and is urgently
examininghow to
introduce this feature
from a technical
feasibility perspective

FBL Qa LINE 3
implementing this
recommendation
will be explicitly
examined on our
review visit in July
2012.

We verified that it was
not possible for an
application to access
personal data over and
above that to which an
individual gives their
consent or enabled by
the relevant settings.

We verified that when
a friend of a user
installing an app has
chosen to restrict what
such apps can access
about them that this
cannotbe overridden
by the app. However, it
should be made easier|
for users to make
informed choices abou
what apps installed by
friends can access
personal data about

them. The easiest way

FBI will positively
examine alternative
placements for the
app privacy controls
so that users have
more control over
these settings

FBI1 will report back
on this point to this
Officein advance of
July 2012.

11



at present to manage
this is to turn off all

I LLJa gAt |
privagy settings but this
also prevents the user
from using apps
themselves.

We have identified that
the authorisation token
granted to an
application could be
transferred between
applications to
potentially allow a
second application to
access information
which the user had not
granted by way of the
token granted to the
first application. While
this is a limited risk we
recommend that FB
bring forward a
solution that addresses
the concerns outlined.
In the meantime, at a
minimum we expect
FBI to advise
application developers
of their own
responsilility to take
appropriate steps to
ensure the security of
the authorisation
tokens provided by it.

FBI will provide more
messaging to
developers
highlighting its policy
regarding sharing of
authorization tokens.
In addition, FB will
commit to investigée
technical solutions to
reduce risk of abuse.

End of January 201
in relation to
notification to apps
developers.
Immediate
assessment of issue
identified with
outcome/solution
presented by end of

Q1.

We do not consider
that reliance on
developer adhesnce
to best practice or
stated policy in certain
cases is sufficient to
ensure security of user
data. We do note
however the proactive
monitoring and action
against apps which

breach platform

FBI has proactive
auditing and
automated tools
designed not just to
detect abuse by
developers, but to
prevent it in the first
place and the findings
of the audit will be
used to further refine
the tools.

Progress review in
July 2012.

12



policies. However, this
is not considered
sufficient by thiOffice
to assure users of the
security of their data
once they have third
party apps enabled.
We expect FBto take
additional steps to
prevent applications
from accessing user
information other than
where the user has
granted an appropriate
permission.

Disclosures tdl hird
Parties

The current Single
Point of Contact
arrangements with law
enforcement
authorities when
making requests for
user data should be
further strengthened
by a requirement for al
such requests to be
signedoff or validated
by a designated officer
of a senior rank and for
this to be recordable in
the request. We also
recommend that the
standard form used
require all requesting
entities to fully
complete the section a
to why the requested
user data is sought so
as to ensure that FB
when respondingan
form a good faith belief
that such provision of
data is necessary as
required by its privacy
policy. FH should also
re-examine its privacy
policy to ensure that

FBI is implementing
these
recommendations.

To be commenced
by Facebook in
January 2012 and
reviewed in July
2012.

13




the current information
provided is consistent
with its actual
approach in this area.

Facial Recognition/Tag
Suggest

FBI should have
handled the
implementation of this
feature in a more
appropriate manner
and we recommended
that it take additional
steps from a best
practice perspective to
ensure the consent
collected from users fo
this feature can be
relied upon

FBI will providean
additional form of
notification for Tag
Suggest.It will
appear at the top of
the page whera user
logs in. If the user
interacts with it by
selecting either
option presented
then it will disappear
for the user. If the
user does not interact
with it then it will
appear twice more for
a total of 3 displays o
the next successive
log-ins. Before
making a selection
more detail about
how the feature
works will appear
behind a Learn More
link and will also be
shown if a user clicks
Adjust Your Settings.

FBI will discuss with
this Office any plans
to extend tag suggest
to allow suggestions
beyondconfirmed
Friends in advance o
doing so.

First week January
2012 at the latest

We have confirmed
that the function used
to delete the user's
facial profile is invoked
when the user disables
"tag suggestions".

Security

Many policies and

procedures that are in

FBI will continue to

document policies

Newly documented
policies and

14




operation are not
formally documented.
This should be
remedied.

and procedures as
required to maintain
consistency in securit
practices.

procedures to be
reviewed in July
2012.

We are satisfied that
FBI does have in place
an appropriate
framework to ensure
that all access to user
data is on a need to
know basis. However,
we recommended that
FBI expand its
monitoring to ensure
that there can be no
employee abuse
through inappropriate
password resets of a
dza SNRa I 00

FBI will integrate user
password resets by
employees into our
monitoring tools

EndJanuary 2012

We were concerned
that the tools in place
for ensuring that staff
were authorised to only,
access user data on a
strictly necessary basis
were not as role
specific as we would
have wished.

FBI is implementing a
new access
provisioning tool that
will allow for more
fine-grained control of
access to user data.

We willthoroughly
review the
application and
usage of the new
token based tool in
July 2012.

We are satisfied that
there is no realistic
security threat to a
user photo from their
upload to Akamai. We
are also satisfied that
there is no realistic
threat to a celeted
image

15




We believe that curreni
arrangements
adequately mitigate
the risk of largescale
harvesting of Facebool
dza SNJ R 0 |
daONJ) LAYy 3¢
allowing the service to
be effectively provided
to legitimate users.

Deletion of Accounts

There must be a robus
process in place to
irrevocably delete user
accounts and data
upon request within 40
days of receipt of the
request (not applicable
to backup data within
this period.)

FBI had already
devoted a substantial
amount of
engineering resurces
to progressing
account deletion to
an acceptable level
and is committed to
working towards the
objectives outlined by
this Office.

Review in July 2012

Friend Finder

We are satisfied that,
aside from storage of
synchronised data for
its users, FBmakes no
additional use of
telephone numbers or
other contact details
uploaded as part of the
synchronisation feature
unless the user choose
to supply email
addresses for friend
finder purposes.

We recommend that
users be made aware
that where they clbose
to synch their contact
information from a
mobile device, those
contact details are
transmitted in plain
text and are therefore
not secure during
transmission. This is
not an issue within

Cl 0S6221 Qa

It is not more risky to
send data in plain tex
via the
synchronization
process than doing s
by sending email
using an internet
email provider, which
providers do not
provide disclosures o
security risks. FB
will have furtrer

dialogue in order to

End of Q1 2012.

1€



users should
nevertheless be made
aware when choosing
this option.

work towards
reviewing alternatives
for reducing risk and
addressing them
through education or
changes in the
product.

We established that the
action of disabling
synchronisation doe
not appear to delete
any of hie synchroniseq
data. This requires &
additional step via the

GNBY20S RI
within the app. We
recommend that it

should be clear to user
that disabling synchin
is not sufficient to
remove any previousl
synched data.

It should be obvious
to users that their
synchronized data i
still there after they
disable synching bu
FBIl will add text to
that effect within the

app.

End of Q1 2012.

We were concerned
that the facility
whereby businesses
could upload up to
5,000 contact email
addresses foPage
contact purposes
created a possibility of
the sending of
unsolicited email
invites by those
businesses in
contravention of the
ePrivacy law with an
associated potential
liability for FBI. We
recommended a
number of steps to be
taken to address tis
risk

FBI in response
immediately
geoblocked the major
EU domains so that
messages from Page
cannot be sent to the
vast majority of EU
users or norusers. It
will further improve
the information and
warnings made
available to
businesses using this
fadlity.

End of Q1 2012.

We confirmed that
passwords provided by
users for the upload of

contact lists for friend

17




finding purposes are
held securely and
destroyed

Taqging

There does not appear
to be a compelling cast
as to why a member
cannot decide to
prevent tagging of
them once they fully
understand the
potential loss of contro
and prior notification
that comes with it.

FBI will examine the
broader implications
of this
recommendation and
will engage further on
this issue in the July
2012 review

Inadvance of July
2012

Posting on Other
Profiles

We recommend that
FBI introduce
increased functionality
to allow a poster to be
informed prior to
posting how broad an
audience will be able tg
view their post and thal
they be notified should
the settings o that
profile be subsequently
changed to make a pog
that was initially
restricted available to 3
broader audience. We
recommend the
sending of a
notification to the
poster of any such
change with an ability
to immediately delete
their post if they are
unhappy.

FBI will examine the
broader implications
of the suggested
approaches and
having done so will
engage further on this
issue in the July 2012
review.

In advance of July
2012

Facebook Credits

We are satisfied that
FBI does act as a data
controller in the
provision of the
Facebook Credits
service However, we
would consider that it
is not fully apparent to
users using the service
that FBI is acting as a

data controller and that

FBI will be adding
information to this
effect in the Data Use
Policy and it is
launching a privacy
policy for its
payments systems in
approximately six
months.

End of Q1 2012.

18




information generated
in the context of their
use of Facebook Credi
is linked to their
account. ltis
recommended that the
Data Use Policy be
significantly expanded
to make clear the
actual personal data
use taking place in the
context of Facebook
Credits.

Pseudonymous Profiles

We consider that B
has advanced
sufficient justification
for child protection and
other reasons for their
policy of refusing
pseudonymous access
to its services

Abuse Reporting

We are satisfied that
FBI has appropriate
and accessible means
in plae for users and
non-uses to report
abuse on the site. We
are also satisfied from
our examination of the
User Operations area
that FBI is committed
to ensuring it meets its
obligations in this

respect.
Compliance We found that the FBI has Complete
Management/ compliance implemented these
Governance requirements for the | recommendations

conduct of direct
marketing by electronig
communications mean
had not been fully
understood by certain
FBI staff members
engaged in marketing.
We recommend that
documented

procedures be

and supplied the
relevant
documentation
produced and training
given to this Office.

19




developed to ensure
that data proection
considerations are
taken fully into account
when direct marketing
is undertaken either by
or on behalf of FB and
that appropriate
training be given to
staff and contractors.

This Office requires
that Irish data
protection law and by
extension European
data protection laws beg
fully addressed when
FBI rollsout a new
product to its users.
We recommend
therefore that FBI take
additional measures in
the first half of 2012 to
put in place a more
comprehensive
mechanism, resourced
as appropriate, for
ensuring that the
introduction of new
products or uses of
user data take full
account of Irish data
protection law

FBI already fully
considers and
analyzes applicable
laws, including Irish
and EU laws, prior to
product rollouts, but
will implement this
recommendation and
consult with this
Office during the
process of improving
and enhancing its
existing mechanism
for ensuring that the
introduction of new
products or new uses
of user data take full
account of Irish data
protection law.

We will fully assess
the improvements
made in this regard
in July 2012 and wil
expect that by that
time FBI will have
in placethe
procedures,
practices and the
capacityto
comprehensively
meet its obligations
in this area.

2C
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Social Networking is a phenomenon by any standards. It is now taken for granted as a means of
communication, expression and interaction by nearly 800 million people. Yet it only commenced
in a real way as recently as 2004. In many respects it is therefot surprising that social
network providers, regulators and most importantly individuals have encountered difficulty in
ensuring that privacy is fullgddressed byocial networks.Equally, it is accepted by all that close
attention must be paid tesocial networks, and, in this case-FBecause of the opportunity for so

much sharing of content and information including by minors and the possibility that users will not
fully understand how to control the visibility and transfer of such content afwrination.

While the EU Data Protection Directhand the Irish Data Protection Aétwhich transposed the
Directive in Ireland could not have reasonably foreseen the development of such technology, the
technology neutral nature of the provisions do pie a sound basis on which to assess social
networking and specificaliy this context FBQa O2 YL Al yOS gA 0K GKS 1 4

An important point to make at the outset is that the Office of the Data Protection Commissioner is
satisfied that it hagurisdiction over the personal data processing activitiedBfi based onit

being established in IrelandHelpfully this position is fully accepted Bl which maintains the
position that it wishes to comply with Irish data protection law and by esiimm European data
protection law based on its establishment in Irelandlhe position of the Data Protection
Commissioner should not however be interpreted as asserting sole jurisdiction over the activities
of Facebook in the EU.

Facebook establishetsiEuropea headquarters in Dublin in 2008The role and position &l in

relation to users outside of the USA and Canada was significantly enhanced in September 2010
gKSy CI 0So022104 { Gl G4§SYSy (i° wasfamendled Kolidesignay Bh wS &
contractualrelationship for such users to be wifBl and not Facebookic. Since 200&e Office

of the Data Protection Commissioner has maintained regular and ongoing contactF®ith
Contacts have ranged from being briefed byl kB advance ofertain product developments and
launches, to being notified of selected changes to policies or terms and conditions which could
potentially have privacy implications for Facebaders. In September 2010 in recognition of the
necessity to raise awareness relation to the requirements of EU Data Protection law, the
Commissioner visited Facebook Inc HQ in Palo Alto, California and met with the company CEO and
other senior executives with roles and responsibilities which could be influential in this Alea,.

as is the norm for all organisations based in Ireland who seek guidance from the Offlcea&B
provided with advice anduidance by the Office on mattethat might give rise to compliance
issues under Irish and EU data protection law. In additibhe Office of the Data Protection
Commissioner corresponded with HFin relation to any formal complaints received framers

based outside the USA and Canadé also noted following the change in the Statement of Rights

and Responsibilities that ctns and data protection authorities of a humber of EEA member
states have brought Facebook related issues to our attention for resolution with FB

3 Link to text of 95/46/EC
4 Link to Law Reform Commission consolidation
5 Link to Statement of Rights and Responsibilities
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http://www.dataprotection.ie/viewdoc.asp?docid=89
http://www.lawreform.ie/_fileupload/Restatement/First%20Programme%20of%20Restatement/EN_ACT_1988_0025.PDF
http://www.facebook.com/note.php?note_id=183538190300

As a natural progression to these frequent contacts and given the increased importancd of FB
within the Facebook group of companjethe Office of the Data Protection Commissioner
indicated to FB at the beginning of 2011 its intention to carry out a general audit of its data
protection practices, under the powers conferred by Section 10 (1A) of theRbataction Acts.

In August 2011, an Austridsased aducacy group- @ dzNR 1LJS @S NE dzéabmi@dd Q& 6 2 2 |
detailed complaints to the Office in relation to various aspects ol FBa LINA @I O& LJ:
LIN OGAOSad Ly {SLISYOSNI nammI W9dzNR LIS @S NEdza
There is a brief overview summany the complaints iPAppendix 2 As the investigation of these
complaints would likely have involved addressing many of the issues that would arise in the audit,
the Office decided to run the two processes in parallel, i.e. conduct the audit and the initial
assessment of theomplaints within the same timeframe. We also received three complaints
from the Norwegian Consumer Coufaithich dealt with third party applications, the Facebook
privacy policy and a question of jurisdictioh.summary of these complamts also attawed at
Appendix 2 The complaints which were well researched provided a specific evidence based focus
to the audit in a number of areas.

As referenced in the subject matter piece on access in the report, the complaint submitted by
G 9 dzNB LIS G relatiod® B @@&es§ genedatgd significant interest which resulted ih FB
receiving in excess of 40,000 subject access requests within a matter of Wwaeken turn led to

this Office receiving approx. 600 access request complaints.

In accordance with ormal practice, the complaintseceived from Europe-Facebook and the
Norwegian Consumer Councitere referred to FBI with a request that all complaints be
responded to prior to the commencement of the audfEBl complied with this request,
comprehensiely responding to the initial complaints and the additional complaints within the
timelines set on each occasion.

la 2dzif AYSR Ay AGa& Wshitlid thetpid@ide Qe J0fige of thzfatd w S
Protection Commissioner to treat audit reg® as confidential documents. They are therefore not
published, though the audited organisation is free to do so. Exceptionally on this occasion in
advance of the audit, FBand the Office agreed that the final report would be published in full at

the conclusion of the process.

In the conduct of this audit we also sought, in so far as is possible, to take account of
investigations carried out byther privacy regulators in Canad#)e Nordic Countries ad
Germany who had also recently examined aspexftd-acebook’'s privacy and data protection
practices. The report also takes into account the ArticleV28rking PartyOpinion 5/2009 on
Online Social Networkifigvith the recommendations made drawing upon the valuable work in
that Opinion Finally, theTechnology Sufsroup of the Article 29 Working Party produced a
compendium of issues of concern to members which greatly assisted the conduct of the audit.

The Office would like to thank the UQIntre for Cybersecurity & Cybercrime Investigation part
of the UCD School of Computer Science and Informafiish following a request from this Office

® Link to complaint of Norwegian Consumer Council
7 http://www.dataprotection.ie/documents/enforcement/AuditResource. pdf
8 http://ec.europa.euljustice/policies/privacy/docs/wpdocs/2009/wp163_en.pdf
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http://www.europe-v-facebook.org/
https://forbrukerportalen.no/filearchive/ncc_complaint_facebook_zynga_1_.pdf
http://www.dataprotection.ie/documents/enforcement/AuditResource.pdf
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp163_en.pdf

provided, onaprobomd I aA a4 |y SELISNASYOSR aidl¥F YSYo6SN
O2yRdzOU 2F GKA& | dzZRAG FNRY linpul &nOdssistanre fvas bS NB& L
enormous benefit throughout the conduct of the @ite element of the audit and the subsequent
detailed analysis of the information received and gbufrom FBL R dzZNA Yy 3 (G KS | dzRA (i
Technical Report and Analysisidze found at Appendix 1 of this report.
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2.1 Introduction

The onsite element of the audit took place over six days2®October, 1618 November and 14
December 2011. The stated purpose of the audit was to exafBi® a O2 Y LI ihe y OS
principlesset out in the Data Protection Acts and in the EU Data Protection Direatidata
controller established within this jurisdictiorAn issue which has arisen in the complaints, which
are assessed throughout this repors, the extent of the data protection responsibility which-IFB

has as a social network provider for the content posted by individual members. Under Irish law
where an individual uses Facebook for purely social and personal purposes to interact with friends
etc they are considered to be doing so in a private capacity with no consequent individual data
controller responsibility. This stalled domestic exemption means for instance that there are no
fair processing obligations that arise for an individualrusben posting information about other
individuals on their Facebook page. The Article 29 Working Pguityion 5/2009 on online social
networkingalsorecognised this distinctionThe Opinion also specifies circumstances whertie
activities of a userof a Social Network ServigsN$ I NS y 23 O20SNBR o8&
SESYLIiA2yQd LT |y {b{ dASNI I O0G&a 2y o6SKI{F 27
platform to advance commercial, political or charitable goals, trengtion does not apty.

It is clear in the light of the Opinion, that #Bcontinues to have a number of separate
responsibilities which are examined throughout this report.

A broad outline of the focus for the audit was provided tolfBadvanceln addition, it had been
indicated that the audit would be conducted taking account of the eight principles of data
protection, namely:

Fair obtaining and processing of personal data

Ensuring data is kept for one or more specified, explicit and lawful purposes
Disclosure further processing / transfer of data to a Third Country

Ensuring the data processed is adequate, relevant and not excessive
Ensuring the data processed is accurate, complete antbjate

Data Retention: ensuring personal data is kept for no lonigan necessary
Safety & Security of Data

Access to personal data upoequest

gegeegeeee

Full cooperation was received from FBduring the audit. All access sought to data and
information was provided. FBalso provided full and ongoing access to all r@h\staff in Dublin

via the incoming Director of Operations in Dublin, Ms. Sonia Flynn who was present throughout
the audit to assist in its conduct. Additionally-F8ranged for senior staff members with relevant
experience from Facebook Inc to attendlhese included Joe Sullivan, Chief Security Officer;
Arturo Bejar, Director, Engineering; Michael Podobnik, Manager, Information Security; Scott
Renfro, Software Engineer, Security Engineering; and Travis Bright, Product Manager, Site Integrity
and Suppd Engineering.

2.2 Overview of Structure and Functions

The initial two days of the audit focused on gathering a full understanding of the structure of
Facebook and in particul&Bl and the data held in relation to userdn addition to Ireland and
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the USA,Facebook hasnternational offices inSingapore and Hyderabads well asto local
Facebook officecatedacross the globe.

The focus on the structure of HBand the data it holds arises in part from the increased
responsibility assigned tBBI since September 2010 for all users outside of the USA and Canada.
For our Office, the focus is on establishing that there is a substantive presence in Dublin which
does have a responsibility for the user data of Facebook members.

FBI provided the Inspection Team with a copy o¥&® RSt O2 y (i NJat® firan§fef &ntl (i f S R
t NEOS&aaiy3a | 3NBAed dnél Facebabkslitc SnyivhiERI Limited was referred

to as the data exporter and Facebook Inc the data imporfBre Temwas also provideavith a

copy of adata hosting services agreemenétween FBI Limited and Facebook Iras theservice

provider. Relevant suprocessing agreements with Facebdaklia & acebookSingaporgthese

Offices perform essentially user opeiats functions in their regionsyere also examined. All the
relevant contracts which were effective from September 2010 were considered to be in order.

FB-1 has some 400staff working out of its Dublin office A detailed overview of the functions
performed by FB is included at Appendix 3. An overview of the role and functions of the
Facebook Offices throughout Europe is attached at Appendi®uting the audit we sought and
received copies of appropriate data processing contracts entered intBBiyas data controller
and Facebook UK, Sweden, Italy, Germany, France and the Netherlands

FBI staff operate across the following teams:

Developer Relations

Site Reliability Operations
User Operations

Risk Operations

Network Operations
Database Operations
Legal

Law Enforcement Response
Public Policy

Payment Operations
Platform Operations
Online Sales Operations
Inside Sales Operations
Advertising Operations
Marketing

Finance

Learning & Development
Human Resources
Saffing

Real Estate & Facilities
Physical Security

gegeegeeegeeeeeeeeeeceecece
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In line with normal practice for an audig number of areaswere selected for a detailed
examination The specific areas were not provided tolHB advance of the audit but were chosen

on the days in question. Certain of the detailed examinations conducted are outlined in the
relevant subject matter areas and where there was no specific subject mitters they are
detailed individually below.

2.3 Site Reliability, Network Operations and Database Operations

All three of these areas are staffed by a common support team of Operations Engineers who
LINE BARS FTNRBYG fAYS YI yI Df¥dwiinetwosk Bnd Yaaaselsystédn C | O
infrastructure. Systems are monitored by the-FBperations Engineers who cover two roster

shifts with a mirror team of counterparts in Palo Alto covering the other two roster shifts, with a

one hour overlap betweeteams allocated to each shift swayver. Datais accessedn remote

servers via an encrypted channélll of these servers are currently situated in data centres in the
United States.Recently plans were annount¢o builda new data centre in Sweden.

2.4 User Operations

FBI described User Operations as being one of the largest tearBsiblin. The stated goal of this
multi-lingual team igo promote a safe environment for users gnforcingC I O S 6 RagalUSea
Policy and Statement of Rights and Resgbilities. The User Operations Division responds to
alleged breaches of terms of service, as well as user feedback and suggestions about the product.
Such breaches could include intellectual property breaches, hacked accounts, inappropriate
content, fakeprofiles, private impersonation of individuals and cyibeitlying.

A physicalnspecton was undertaken o$everal work stations in User Operations to assess the
nature of the tasks being performed and view the level of personal data being proce3bked.
User Operations Team usedwo integrated tools¢ Content Review Tool (CRT) and Ticket
Processing System (TRShhat are used toreview content which could be infringing Facebook
Terms of Useassess all reports received and to correspond with the iddals who had reported
the issues.

The Intellectual Property Team deals wabout 60trademark and d&amation claims per day. We
examined the TRSIt was noted that the Irish Team handled all queries and complaints from
Ireland and the UK as well agy complaints received in German, Spanish, Italian, French, Dutch or
Turkish. For all other languages, #Bndicated that the correspondence would be translated in
Dublin by a native speaker, then reviewed by experienced Intellectual Property rep®&lomlto

and Austin, TX. The Palo Alto and Austin IP reps, working in tandem with the User Operations
Dublin language reps, take action on the claim until successful resolution.

The Inspection Team viewed apyright complaint from a user in Germamhere one user
alleged thata photographof himself which he indicated was his intellectual propenigs being

used without his permission by another user. In a case like this, following an examination of the
report, the Team member may decide to simply remdke photograph so that thesermay no
longer use/publish the photograph.

The Team then visited another area in User Operations where fake profiles, private

impersonations and complaints alleging cyerlying are investigated by HB Several thousash
reportsare receiveceach day from users. Cybbullying reports are dealt with within 48 hoursf.
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any reports are received with reference to potential suicide, these reports are prioritised
immediately. FB also stated that it uses a proactive momitay tool which seeks to identify issues
around child abuse.The Team noted the large amount data on each screen regarding the
individual being investigated, including the amount of friends they had amassed over time and
how many of these friends haest friend invitesn comparison tanvites issued by the individual.
Many of thefieldswere presented in percentages and visually depicted using graphics similar to
pie charts. The data protection issues arising are dealt with in the subject matteepiea the

right of access to personal data and retention.

The Inspection Team also visited the team dealing with fake accounts. Complaints or reports may
take the form of one user morting that another user of ag€ebook account is false or not a real
person. An email may be sent to the alleged fake user asking them to provide some proof of
identity. It was outlined thatsomereports are not genuine it may be a case of one person
simply disliking another and making a complaint. However, it was indidtat if FBI collected

the proof that the account was fake, the account would be removed, althotEBt offers the
removed account holdesin opportunity toappeal.

We also examined a number of privacy related queries. One was from a French user gwhio sou
0KS NBY2@Ff 2F KSNJ RSOSIFaSR TFFiKSNRa | 002 dzy
memorialising (which is a status that-Fmiill place an account if it is verifiably notified that an
account holder has passed away). This request was acted upantbacrequester was in a
position to supply verification of the death of her father. However) BBl confirm in line with its
standard policy that it could not provide any information on the account itself.

Another case related to a French user whotlas Mother of a 14 year old in France sought the

RSt SGA2Y 2F KSNJ RFdzZZKGSNRA | O02dzyd Fa akKS gl 3
the account. It was explained to the mother that-F&uld not delete the account on her request

and she was mvided with extensive information on how to engage with her daughter in relation

to her concerns.

Also examined was a complaint from a female user in Germany in relation to a fake account
allegedly posted by a former boyfriend. The account in questionali@ady removed by the time

the complaint was received. The complainant sought IP address and other contact details for the
poster of the fake profile but again Hpointed out that such information could only be provided

by legitimate legal means sh as a court order or via a relevant law enforcement authority relying
upon a relevant legal basis. We noted from an examination of the various complaints that where
supporting documentation was sought to verify identity that it was immediately deleseplaat of

the workflow once identity was proven.

2.5Legal DivisiolCompliance

FBL Q& [ S3lat present@dals Amaigly with compliance and contracts, working with
CIF0So6221Qa 3ft20lft SYy3aaAySSNAy3d F+tyR €S3lrt aal ¥
products and policies are developed in accordance with applicable European and Irish regulations,
includng data protection laws.

An examination was conducted of the input of-FB product development and risk assessment.
This is now an issue which FB Inc is required under the terms of the settlement reached with the
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FTC to devote particular attention dimesources. While the settlement reached is with FB Inc it
applies under its terms to FBalso. As outlined later in this report it is the position of this Office
that FBI ensure it is adequately resourced to be in a position to meet its data protecti
responsibilities.

2.6 Public Policy Division

The Public Policy Division works with legislators and regulators to explain Facebook policies and to
resolve complaints. The Division also handles media queries in relation to new Facebook
developments ad data subject access requests. It is currently developing aEpaopean team

drawn from locally based Facebook offices across Europe in ordgrateedbackon policy issues

to FBI. These employeebased in local offices do not haaecess to Faceb&amember data

2.7 Sales Operations

Online Sales Operations handle the managemertdyertising accounts which are mainly created
through the seHlserve advertising tool available on the Facebook webshenumber of issues
which arose during discussieiwith these Teams are dealt with in the subject matter areas on
advertising and retention.

Inside Sales Operatiorsso handle the management o&dvertising accounts with associated
interaction with local offices (Facebook France, Facebook Gernegyand is responsible for
bringing new business to Facebook thgh generating new sales leads. The data protection
compliance of the process in place at the time of the audit is separately assessed in this report.

2.8 Real Estate
This Division managdise Europe and Middle Easte(EMEA) regioneal estate portfolio
providing support for the various officéscated throughout the region

2.9 Physical Security
This Division provides physical security support to all teams and offices in therE{&h
including access controls and security procedures and policies.

2.10Finance
The Finance Division has a staff of 16 and manages the majority of business needstmbalbk
offices outside North America.

Activities include order to cash functions; assing customer credit worthiness, reviewing|F&l
Insertion Orders for revenue compliance, all billing, vendor management, monthly financial
reporting, compliance and payroll.

LG o61a y20SR GKIFG FTy20KSNJ 2F Cingf with@& salbshagih a A 2
user centric teams on strategy, prioritization, system enhancements, performance reporting, sales
O2YLISyal A2y LINPINFXYa YR NB&az2dz2NOS LI FyyAy3Iéo

It was confirmed that the Division has access to certain classes of member data fardorw

planning purposes. This access was examined in further detail during the audit and was found to
be controlled and proportionate.
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2.11Human Resourcésearning & Development

The Human Resources Division manages all staff in the EMEA Region. Payaolhded from
Dublin with some local service providers contracted as data processors to issymyips.The
precise relationship between HBand the local offices throughout the EU was examined. It was
clarified that each local Office acts as thmmoyer of the employees based there and therefore
acts as a data controller at least in relation to employee data.

Staff orientation for all staff in the EMEA Region is undertaken ih FBis Divisioralsoprovides
learning and developmeritaining/opportunities to all staffin the EMEA regian

All new recruits receive training on confidentiality and security as part of their orientation as well
as signing an employee confidentiality agreement. The Team was provided with a copy of the
slides on contlentiality and privacy as presented to new recruits. In addjtes part of employee
ongoing learning and development, employees must complete an online training module on
confidentiality and privacy every year. FBtated that all employees must comfeethis annual
induction within a month of it being issued and that the material itself is under constant review
and amended in light of any changes to policy or where it is appropriate to refresh content.

FBI provided the Team with a number of documeng$ating to staff training and confidentiality:

Confidentiality, Respect and Ethics at Facebook
Safety Training for Users Operation Team
Complete confidentiality training

FBI employment agreement

FBI Potential Employee Nodisclosure Agreement
Facebookilemporary Worker Orientation

= =4 4 48 -8 9

The Office of the Data Protection Commissioner carried out a review of the documents which
provide detailed information to staff on subjects such as how to deal with requests for user data,
suicide and pornography reports,pi@ O& aSGiAy3az O2yFARSYOGAIf Al
policy, system access controls and data security. Temporary staff receive security training as part
of their work orientation which cover email and laptop security and security of confidentia
documents.

The Inspection Team discussed the content of the documentation with iRBdetail. Where
appropriatein the course of these discussions, the Team made recommendations as to content,
which FBl accepted. Prior to the completion of the audiBI informed the Office that these
recommendations have already been implemented and provided an updated copy of the relevant
training documentation.
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3. 1 Privacy Policy / Data Use Policy

3.1.1 Introduction

The ability of individuals to provide a meaningful consent to organisationthe use of their
personal data is the subject of continuous debate and discussion. It was also recently addressed
by the Article 29 Working Party in Opinid5/2011 on the Definition of Conséht This has
outlined all the factors necessary to make consent valid. Of course it has also indicated that
consent is not the onlpasisfor the legitimisationof processing of personal data.

Obtaining- or assessingmeaningful consent is particularly challenging in the online environment.

In the online environment, a user is often seeking to access a service as quickly as possible, and
the presentation of lengthy privacy policies or terms and conditions which ieishgreed to

before proceeding may not create an effective means of capturing consent. This is even more
difficult in situations where consent is collected via a tiny screen on a mobile device.

In the case of a social network, a user provides conspahuegistering to the service. While the
challenges outlined above are present, there is nevertheless an opportunity for a person to read
the information provided prior to providing his or her personal data. Facebook, via its two page
signup page outhed below, collects basic information and states to the user that by clicking sign
up they are indicating they have read and agree to the Privacy Policy and the terms of use which is
more commonly known as the Statement of Rights and Responsibilities.

Theissues around the capture of meaningful consent in this space are even further amplified
when the consent is required from a minor. It can be assumed going forward that in more mature
markets, at least, a large proportion of new users to Facebook wilnim@rs joining a social
network service for the first time. While Facebook does have additional protections for the data
of minors which are outlined in Appendix 6 and an educational security centre for minors
accessible ahttps://www.facebook.com/safety/groups/teens/there is no distinction in the sign

up process as outlined below.

® http://ec.europa.euljustice/daeotection/article?9/documentation/opinien
recommendation/files/2011/wp187_en.pdf
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https://www.facebook.com/safety/groups/teens/
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp187_en.pdf
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3.1.2 Registering for an Account

Email Password

facebook

Facebook helps you connect and share with

the people in your life.
2
2 4 \
P § < 0] ~ é_é
9 L s
e
A A 3 §

IS .

Sign Up
It's free and always wil be.

First Name: |

Last Name:

Your email |
address:

Reenter email |
address:

New Password:
Iam: | Select Gender: E

Birthday: pay: [||| Month:  []|| vear:[+]

Why do I need to provide my date of birth?

Create a Page for a celebrity, band or business.

Password

Facebook helps you connect and share with

the people in your life.
X
.ﬁ_\. ;& e ﬂ _}l,
=
0 2
2 _
- 4 3 § 2

Sign Up
It's free and always wil be.

Security check
Enter both words below, separated by a space.
Can'tread the words below? Try different words or an audio CAPTCHA.

Redempto,
SN
Text in the box: What's this?
o TN

By clicking Sign Up, you are indicating that you have read and agree to the Terms of Use
and Privacy Policy.

After registering, a new user is presented with a screert #raourages them to provide their
contacts list to find friends on Facebook. This can be skipped. The new user is then presented
with a screen (as below) to provide additional profile information. At present this could be termed
as reasonably basic ormation and it is obviously of importance that this screen is not extended

to seek additional information at this point before a new user has any opportunity to comprehend
the use that will be made of such information. The screen can be skipped but litecaxpected

that most users when presented with fields of information to complete will do so.



acebook Search -
Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Fill out your Profile Info

This Information will help you find your friends on Facebook,

High Schook
College /University:

Employer:

Once this screen is complete a new user is encouraged to upload a profile picture. It can also be
skipped if desired. It will be notable that no specifitormation is included on this screen as to
the use of the profile picture.

Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Set your profile picture

Upload a Photo
From your computer

OR

Take a Photo

With your webcam

4 Back Skip Save & Continue

Thus by the above process a person becomes a Facebook me@beourseat the point of sign
up a person could not reasonably be expected to fully understand or comprehbatit means
in practice to have consented to the use of their data in this way.

It is notable that when the sigap process is complete, the user is at no point encouraged to
access their privacy settings and therefore the default settings apply. défaailt settings are
outlined in the following screens. An issue which needs to be addressed in this area however is
that there is a distinction to be drawn between the settings which are essentially about the user
exercising control over how their infomtion is presented and available to others that use
Facebook and the settings which determine how Facebook can use that information. While the
Data Use Policy addresses the use made of the data by friends and that made by apps for
commercial purposes sefstely, the lines between both might not be easily understood by users.
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Search your email for friends already on Facebook

Your Emailk

Email Passwaord:

B Facebook won't atore your pasaword,

E uUpload a profile picture

Upload a Photo
From your computar

OR

1+ Chat

3.1.3Settings

The default setting for status updates and posts which do not have an inline privacy control are
public. FH has stated its view that the content that does notvkaan inline privacy setting is
limited.

@ Public w . _]

Control Your Default Privacy

This setting will apply to status updates and photos you post to your profile from a Facebook app that
doesn't have the Inline audience selector, like Facebook for Blackberry.

A a8 ]

Public Friends Custom
[ & (g

The default settings for connections are also at the maximum for availability with the exception of
gK2 Oly Lkad 2y | dzaSNRa gl ftfxs gKAOK A& &S

How You CGonnect

Wha can look up yaur prafile by name or cantact infa? | @ Everyone - |

Wehion can send you Frisnd requssts? | A Everyone - |

who can send you Facebook messages? | @ Everyone - |

Who can post an your \Wall? | A Friends ~ |

Whio can see Wall posts by athers on your profile? (Note: | st Friends of Friends + |
Storles sbout lkes, friendships, and some other types of wall
content aren't included in these sattings, )

Learn more m

33



The default Tags review settings could besidared even more open and if maintained by a user,
afford the user almost no control over such tags as they relate to therlL 8Bt @A Sg¢ A a
have control over their tags even if the default setting is not changed by being able-tegun
themseles and opt to preapprove tags before they appear on their profiles.

How Tags Work

Profile Review of posts friends tag you in before they go on your oFf
profile (note; tags may stil appear elsewhere on Faceboal)

Tag Review of tags that Friends want to add ta yaur posts OFF

Maximum Profile Wisibility of posts vou're tagged in once they're | M4 Friends of Frien

on your profile
Tag Suggestions when friends upload phatos that look ke you

Friends Can Check You Into Places using the mobile Places app

Third Party Apps are dealt with separately in this Report. It is notable however that the default
settings when apps are turned on is that a friend can allow an app that they sign up to access by
default almost all relevant information about a user. hetThird Party Apps section we have
outlined a concern about the accessibility and functionality of the tools available to users to
prevent apps loaded by friends from accessing their information.

How people bring your info to apps they use

Peaple on Facebook who can see wour info can bring it with them when they use apps. This makes their
expetience better and more social, Use the settings below to control the categories of information that
peaple can bring with them when they use apps, games and websites,

¥ Bic ¥ My videos

¥ Birthday ¥ My links

¥ Family and relationships ¥ My notes

T Interestedin ¥ Hometown

I” Religious and political views [¥ Current city

¥ My website [¥ Education and work

¥ If I'm online [¥ Activities, interests, things I like

¥ My status updates [¥ My app activity
¥ ™y photos

If vou don't want apps and websites to access other cateqaries of infarmation {ike vour friend list, gender
ot info you've made public), wou can kurn of F all Platform apps, But remember, vou will not be able to use

any games oF apps yourself,
Save Changes

A feature introduced by Facebook some time ago istvidhanown as instant personalisation. This

is a feature that provides what is termed basic user information to certain websites that Facebook
has entered into a partnership with when a loggeduser visits such sites. The list of such sites is
outlined below. Again it will be noted that the enabling of instant personalisation is turned on by
default. FBI indicated, however, that this service has numerous data protection features built into
it and that this feature is in limited use.
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Choose Your Privacy Settings . Instant Personalization

1 Back to Apps

Instant Personalization We've partnered with a few websites to provide you with great, personalized experiences the
moment you arrive, such as immediately playing the music you like or displaying friends' reviews,
To tailor your experience, these partners only access public information (like your name and
profile picture) and ather information you've made public.

When you first arrive at the following sites, you'l see a notification message and an option to turn off the
personalized experience:

= fing - Social Search

® Pandora - Personalized Music

® TripAdvisor - Social Travel

= ‘Yelp - Friends' Local Reviews

m Rotten Tomatoes - Friends' Movie Reviews
m Clicker - Personalized TV Recommendations
m Scribd - Soclal Reading
= Docs - Document Collaboration

To turn off instant personalization on all partrer sites, uncheck the box below,

[¥ Enable instant personalization on partner websites,

1% Chat

The public se&h of basic profile information including photo if uploaded is also enabled by
default.

Choose Your Privacy Settings . Public Search

1 Back to Apps

Public search Public search controls whether people who enter your name in a search engine will see a preview of your Facebook
profile. Because some search engines cache information, some of your profile information may be available for a
period of time after you turn public search off. See preview

[# Enable public search

It is therefore not surprising that the issue of consent as conveyed by the Privacy Policy and the
Statement of Rights and Responsibilities were the subject ofptaints received and which were
therefore assessed in the audit.

3.1.5 Complaints Received

Norwegian Consumer Council

The complaint highlights a number of changes made by Facebook to privacy settings functionality.

In one instance in December 2009, the uBal considers that the new privacy settings
NEO2YYSYRSR o0& ClFOSo06221 ¢2daAZ R Fftt26 OSNIIAY
WNBfAIA2dza OASsaQ G2 oS @At ofS G2 | 6ARSNJ
GKS ySg LINIDI @& OB RRANYFHA G nnd LINR G O OKI y3ISas
communicated the new settings to users, were a substantial focus of the recent FTC complaint and
settlement with Facebook.

The Council also takes issue with another change, statiaiy fibrmerly, it was possible for a user
to block all third party applications with a simple click, but now they had to be removed
individually. FB noted that the singlelick opt out was returned a year ago.

In Complaint 8¢ Consent and Privacy Policuropev-Faceboolkcontended that Facebook bases
the processing of all personal data on the consent of the user to its Privacy Policy. The complaint
set out two broad issueto be addressed in relation to the Privacy Policy, the first in relation to

35


http://europe-v-facebook.org/Complaint_08_ConsentPrivacyPolicy.pdf

the access to and content of the policy and the second in relation to cong@mtaccessibilitthe

O2YLX I Aylyld O2y(GSYyRSR GKIFG ClFOSozfaKQafdNAIWVOR
LINE ARSR |40 GKS o02Gd02Y 2F GKS dz&aSNDa Cl 0So622]
limited information. There is a link within this document to the actual Privacy Policy.

FBI did not share the complainants view idatéon to the accessibility of the Data Use Policy since

the Data Use Policy is accessible frortualyS S NE LI 3S 2F Cl O0So221X SE
page. Moreover, its visibility will be soon increased. A link will be added ¢eftthand sie of the
newsfeed page for every user.-F8so considered that it has gone to great lengths to ensure that

it is available and easy to understand by users. The new Data Use Policy launSkptember

2011 provides a clear view of the type of data abéld, the privacy settings that users are
encouraged to use to control their data, the information thathared with other websites and
applications how the data is used in the mext of the advertising services and also included a
specific section about minors. The Data Use Policy is constantly amended to ensure that it captures
FBL Qractices and provides users with the most accurate, precise and clear information.

Role of FBI and the User:ithe complainant stated that the user is not provided with any clear
information on who is the data controller (Facebook Ireland or Facebook Inc.) and that, if the
identity of the data controller is unclear to the data subject, then tretadsubject cannot be
considered to have provided his consent to the processing of his data.

FBI stated that there is no confusion in relation to the identity of the data controller, stating that
any norrUS or Canadian user can see the following information:

The website under www.facebook.com and the services on these pages are being offered to
you by: Facebook Ireland Limited, Hanover Rea@h;{&nover Quay, Dublin 2 Ireland

However, FB is willing to provide clearer information to its users. Therefore, it has decided
to add in the Data Use Politlye contact details of FBanda clarificaion aboutwhereFBI
isthe data controller

Extent of Privacy Informationthe complainant was dissatisfied that, in order to get a grasp of
CFrO0So0221Qa LINAGIFOe LR{tAOASaAY | dzaSNJ Ydzad RSI
specific provisionsifficult to locate.

FBI indicated that it updated its Data Use Policy in 8eyider 2011 to make it more uskrendly.

Contradictions:the complainant highlightedontradictions he has identified within the Privacy

Policy. He states that the contratimns identified run to 6 pages and has provided some sample

issues in the complaint in relation to the deletion of data, for example, ¥ & 2dz | NE dzy 02
GAOK aAKIFNARY3I &2dzNJ LINE F AWhie elsevheré idAddSpblicyehe pitsntd K 2 dzf R
the factthatd 9 @Sy | FUSNJ 82dz NBY20S AYyTF2NXNIGAZ2Y FTNRY
2F OGKIG AYF2NXYIFGAZ2Y Y& NBYFAY @OASglofS StasSsg

FBI disagreed with the complainant that the Data Use Policy contains contradictions. In the
abovenoted example, in particular, HRliscloses to users that information shared on Facebook
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can be reshared, and, in the second quoted part of the polidyB8td & S& G KI 0 2y SQa L.
may be shared so if the user feels uncomfortable with that, he or she should delete it.

Vague Provisionsthe complainant highlighted a number of provisions in the Privacy Policy which
he considers tde vague and generah nature, for examplegWe use the information we collect
G2 GNEB (2 LINBPOARS I a4l FS> STFAOASY(HZ FyR Odzad

FBI disagreed that provisions in the Data Use Policy are vague and general. General statements in
the Policy are followed by mospecific statements, along with explanation and/or examples.

Unambiguous Consentthe complainant highlighteda number of issues with the process of
consenting to the Privacy Policy including the use of small text and lack of a check box to be ticked.

FBI provided a number of legal arguments in supporit®¥iew that Facebook is not required to
provide a specific oph and stated that users, through their continued use of Facebook services,
GO2ylAydzZ ftfte YIFIYyATFSad |y 2xyktroRBAIzR dzd& SREME KNS & ¢
users are clearly informed in the Data Use Policy that Facebook may obtain personal information
as a result of all interactions they have on Facebook. In addition, users are fully informed of the
purposes of the data poessing, including the customisation of the services offered and the
LINPGSOGA2Y 2F 20KSNJ dZaSNARY a2S YIr& dzasS GKS A\
GKS aSNWAOSAE FYyR FSIFddzaNBa ¢S LINRPOARS (8fed2dz «
YR &SOdzNBE oé

Freely Given Consenthis aspect of the complaint is in relation to the lead position Facebook has
in the social networking business at present and that there should be a high bar in terms of privacy
terms and conditions given Faceb@®® L2 aA GA 2y Ay GKS YIFINJSGLX I OS

Specific Consentthe complainant contended that there is no specific consent being provided by
users for the use of their personal data.

FBL RA&lF3INBSR GAGK GKS O2YLX FAYlIYyGQa FaaSNUA2
provided by the user agreeing to tizata Uset 2 f A O& | YR { KN@oompuse aif KS d
Facebookincluding the opportunity to review and comment upon awisions to the Policy (and
possibly vote on them) prior to the Policy going into effect

Informed Consentthe complainant considered that the purpose for which personal data is being
processed is not being properly explained.

FBI did not sharethez YLJX | Ayl yiQa ©@ASg GKIG GKS LINRPOSaaA:
explained. The Data Use Policy describes the type of data collected, the privacy settings that users
are encouraged to use to control their data, the information thahered with other websites and
applicationsand how the data is used in the context of the advertising service. The information is
provided in a clear and understandable format. That saidels@ak is always willing to improve

the format of its Data Use Policy to lead the efforts of the industry with regard to privacy
education.

37


https://www.facebook.com/about/privacy/your-info-on-other
https://www.facebook.com/about/privacy/your-info-on-other

Consent obtained by deception or misinterpretationhis related to how Facebook used personal

data and the compla@ant highlighted a number of examples where he considered Facebook to be
providing false or misleading information, for example, the fact that users are told they can
remove posts, pokes, etc, but that they are not, in fact, being deleted but being hetekin
background. He also complains that some functions, such as deleting your account, are hidden
from view. These aspects of the complaint are dealt with separately in the Repesi.
categorically denied that it engaged in any deception, although3Iefd T SR (Kl G &G NBY
have been interpreted by users to mean that the data was deleted.

The issue of consent is also addresse@amplaint 16¢ Opt Outfrom dEuropev-Facebook ®his
complaint covers a number of areas relating to the set up of a new Facebook account. The first
issue raised by the complainant is that there is no specific consent when signing up to Facebook.
The complainant argued that Facebook collects a rangelavd (import of email addresses,
education information, photograph, etc.) from the new user before that user is provided with an
opportunity to change his security settings and that a link to privacy information is only provided
once the sign up process complete (the link is available on the second page as demonstrated
above).

FBI in response to a query from this Office indicated that the account is not set up until the
potential user has successfully transmitted a Captcha phrase (this is a code saugtany
websites to counter malicious automated computer processes from gaining access to
services),which is not done until the potential user has seen the links to the Data Use Policy and the
Statement of Rights and Responsibilities:1 BBo indicatd that if an individual does not complete

the registration process, the registration form data is deleted.

The complainant also contended that the default security settings themselves are too liberal in
nature in that the initial user content may be seby most people and can be indexed by search
engines. Finally, the complainant considered that the settings pages and links provided discourage
the new user from applying certain security settings and points out that some important settings
cannotbeeditR 2y | dzZ&ASNDR&a Yl Ay LI 3ISSE F2N SEFYLX ST |
engines.

FBI contended that it does receive the specific consent of Facebook users. In relation to the
collection of data when signing up for an account, Facebook sthtdt is not possible for a user

to adjust their security settings prior to the account being created, but highlighted that once it is
created, the user can make whatever amendments he wishdsalg8 highlighted that only name,
email and date of bift are required to create an accounany other information is optional.

FBL adFGSR GKIFG GKS O2YLX IFTAYylIyGiQa O2yGSydadAazy
FLILX @Ay 3 OSNIUIFAY aSOdzNAGe aSGtddAy3aa | yBecuitKl i a
centre and Data Use Policy encourages users to practice judgment when sharing content and data
on the site. FB considered that the content of its privacy settings are presented in logical order
and that detailed explanations of the settings ateo provided.

Complaint 18¢ Obligations as Processd N2 Y G-9CINBIHT22ESYRSR G KIF G C
operation as a processor is at variance with both Irish DatéeBtion legislation and Directive
95/46/EC. The complainant states that Facebook and its users can only process data legally if
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Facebook clearly defines, in relation to each piece of data held, who is the data controller and who
is the data processor. FEhissue is dealt with in the introduction to this Report by reference to
what is termed the household or domestic exemption and the responsibilities of a business for
instance when using the site.

Complaint 22¢ New PolicyT N2 Y  a-9-@iN® $.&52latddéto what are stated as recent
OKIFIy3aSa YIRS G2 CI0So0221Qa tNAGIO& t2ftA0ed
understand the changes in conjunction with the previous poéind that users have not had any
opportunity to consent to the changes made. In light of the recent comprehensive FTC settlement
with Facebook in thus area, the question of consent in relation to the new Privacy Policy will not

be considered in this repb

3.1.6 Analysis

This Report has demonstrated that Facebook by its very nature is a complex and multifaceted
online experience that has enjoyed remarkable success by virtue of the number of members and
active users in a very short period. It is seen as an essential fp#re soutine of at least 800
million users who log on every month. Any assessment of the privacy policy and consent must
have due regard to these realities. However, the role of this Office is to assess matters from a
purely data protection perspective.

In the assessment of this Office the operation of the privacy controls available to users within
Facebook are complex. This is despite efforts by Facebook to simplify the settings in order to
make them more easily understandable and usable. As aoalysis in this Section and other
sections demonstrate there are a multitude of different controls that must be accessed by the
user to express their preference in relation to the use of their personal data. In addition to the
controls available from th@rivacy settings, there are separate and distinct controls for Apps, for
Ads and for Security. In order to fully understand the use of their information and the options
available to them a user must read the full Privacy Policy, the Statement of Rigtts an
Responsibilities, the advertising policy, information on the use of social plugins, information on
Facebook Credits etc. It is clearly impractical to expect the average user, never mind, a thirteen
year old joining the site for the first time to digeahd understand this information and make
informed choices. The difficulty in this area is further exacerbated by the fact that the choices
which a person should make when joining or thereafter once they have begun to understand the
social nature of Facelo& are not in any real way presented to them in a manner in which they can
fully understand and exercise real choice.

The problem of effective choice and control of a user is made more problematic by the default
settings which Facebook has chosen for the user. Many of the default settings for adults (though
not for minors) are set at what might be considered the moserith possible. Facebook in this
respect is obviously entitled to assert that social networking by its very nature is social and there is
no point joining that experience if the person does not wish to interact with othéefsis is
accepted but the combation of liberal default settings anthe lack of auniform method to
present privacy choices to users is not reflecting the appropriate balance in this spaBé.
indicated that it believes it has made great improvements in providing users better lconéo

their privacy settings by moving most of the settings inline. This means that users with every new
post or comment or upload casee the audience with whom they are sharing at the precise
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moment that information is most relevant archoose precisglthe audience they want rather
than having to refer back to a setting page.

A specific example outlined above related to the upload of a profile photo when joining. At no
point in that process is it clarified to the user that by uploading their phbtsill be by default
publicly searchable until they change the setting and that furthermore their profile photo once
uploaded will be used in a range of scenarios including advertising purposes to their friends with
varying levels of control. HBouldlegitimately say in response that it would be abundantly clear

to a user from using the site that their profile photo would be used in this way but it clearly would
not be in any way clear to a new user.

Another issue which was legitimately highlightediiK S O2 YLIX | Ay 4-& @88 ¥2 11§ dzil
that the relative size of the links to the privacy policy and statement of rights and responsibilities

on the second page of the sign up process were much smaller than the remaining information on
the page. Wehave accordingly recommended to FBhat this matter be addressed and it has
agreed to do so.

However, the concern of this Office is not focused on specific issues such as these but rather the
bigger picture around appropriately informing, in a meanimgfiay, a new or current user and

then providing easy to use and accessible tools to users. In this respect it is notable that if a user
or new user does not add a certain number of friends or provided certain details in thesign
process that they areanstantly reminded to do so on their profile page or upon-ileg There are

no such reminders or prompts about the desirability of selecting privacy settings that the user is
comfortable with or adjusting them over time in light of their experience or sehthey are in

their lives at a particular time.

From the privacy perspective therefore it would be a far better position for users if there were no
default settings upon sigap. A user then would beasked via a process what their broad
preferencesare with settings that reflect such broad preferences and a consequent ability for the
user to refine those settings all of which should be available from one plabes Office has no
difficulty with FBI expressing its position as to what it believes a pershould select to gain the
greatest experience from the site but we do not accept that the current approach is reflecting the
appropriate balance for Facebook users. By extension it is clearly the case that the process also
needs to be adjusted for cuwent users to take account of this approacfhis Office therefore
recommends that FBundertake a thorough revaluation of the process by which it empowers its
users both new and current to make meaningful choices about how they contraldbeof their
personal information. This Office does not wish to be prescriptive at this point as to the eventual
route chosen but expects HBto take full account of the suggestions outlined above. This is
clearly an issue which will form part of an @myg engagerant with FBI and which will be
thoroughly reviewed in Julg012

Although FB indicated that not only has it endeavoured to make its Data Use Policy as simple to

read and understand as possible, and offers a notice, comment, and voting period on material
changes to its policies,is committed to reaching an agreemenith this Office on a solution that

will satisfy the concerns expressed in relation to enhancing user awareness and control over their
privacy settingsThe agreed shared objective in this respect is to ensure that users are provided
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with ample opportuniy to expressin a fully informed mannertheir choices as to how their
information is used and shared on the site.

However, again it is important to draw a distinction between the controls available to users to
decide to whom (only me, friends, friend$ fsiends, public etc) and how their information is
available when they take certain actions on the site and the use made of data by Facebook. As we
stated at the outset of this Report, we do not believe that data protection law can be interpreted

to plae an obligation on Facebook to provide a free service to users without some base line
serving of ads based on user information. To a pthatextent of FB use of basic user data for

ad targeting purposes could arguably be legitimised by either cormelegitimate interests.The

guestion that arises in this regard is exactly how much information is enough for Facebook in this

I NB I & la 2dzif AYSR Ay (GKS aSOdAzy 2y | ROSNIA
serving of ads based on theausf sensitive data as defined under EU law. In practice, however, it
does seem that it is possible to use such information as contained in a profile. In this respect, it is
not inappropriate for FB to claim legitimate interests for the processing aobfile, interest and
WEA1SQ AYTF2NNVIGA2Y SYGSNBR 060& | dzaSNJ AT Al g°¢
robust basis for such processing. Regardless, there needs to be full information on such use and as
outlined in the Advertising Sectiove consider that additional information is required.

This Office is aware from our audit that Facebook already carries out user testing using a third
party company to test how users and nasers react to new products etc.We would
recommend therefore, that a valuable insight could be gained byIRB/ testing any approach to

be developed with both users and narsers. FB agrees that it will continue to do such testing
and will take account of the outcome of this audit in this regard.
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ISSUE

CONCLUSION/BEST PRACT,
RECOMMENDATION

FBlI RESPONSE

TARGET
IMPLEMENTATIOI
DATE

Privacy & Data Use

FBI| must work towards:

FBI will work with

End Q1 2012 and

Policy 1 simpler explanations of| the Office to achieve routinely
Complexity & its privacy policies the objectives of thereafter
accessibility of user 1 easier accessibility and simder explanations
controls prominence of these | of its Data Use
policies during Policy, identify a
registration and mechanism to
subsequently provide users with a
f an enhanced ability for| basis to exercise
users to make their meaningful choice
own informed choices | over how their
based on the available | personal data is
information used, easier
accessibility and
prominence of these
policies during and
subsequent to
registration,
indluding making
use of testgroups of
users and noxusers
as appropriate.
The relative size of the links tq¢ Agreed. EndFebruary 2012

the privacy policy and
statement of rights and
responsibilities on the second
page of the sign up process
must be aligned with the othel
information presented on that

page.

Furthermore, FB
has agreed to take
the additional step
of moving the links
to the Data Use
Policy and other
policy documents,
as well as the Help
Center, to the left
aARS 27F
homepage.
Presently the use of
Credits is required
only for games that
monetise through

virtual goods.
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3.2 Advertising

It is not a secret that the means of funding the operation of Facebook as a free platform for
members to engage in social networking is via various forms of advertising from third parties to
those members. What is perhajess clear is what preciseserinformation is used by Facebook to
make its advertising proposition attractive to advertisers. Therefore in this audit we sought to
clarify this position and where appropriate seek enhanced information and control for reenas

to certain information which can and cannot be used for targeted advertising purposes.

As stated in the previous section on the Privacy Poligg,important tomake clearat the outset

that this Office does not consider that it is possiblengsilata protection requirements as a$is

to require FB to deliver a free service from which members can have the right tcoopt
completely from the means of funding it. However, there is an absolute necessity that members
be fully aware of what infonation generated in their use of the service will be used for
advertising purposes thereby allowing them to exercise choice. Equadlgonsider thatrish data
protection law imposeseasonable limits as to what information generated by a member should
be considered as usable for advertising purpodes RSNJ CI 0S6221Qa F2NX 27F

3.2.1.AdvertisingOperations

Advertising Operations is a divisioh BBl with a staff of 33. The Advertising OperatidDisision
manages advertising campaigns on behalfF&#l. To assess the level of use BAcebook
membeid datafor advertising purposes the Officeet with relevant team members.

FBI offers two basic advertising models to its advertising customé@&msmium Ads and
Marketplace Ads.

t NEBYAdzY ! Ra FINB | Ra GKAOK | LIISINI dzyAljdzSte 2y
100% of the homepage space available for advertising (see scredredbof). FBI confirmed that

only a limited number oft Y yI 3SR Of ASydaé¢ IINB I6fS (2 LzNJ
clients are handled directlpy the Inside Sales team based in Dublin or the Direct Sales team
based in the European local offices. An advertiser cannot purchase a premium ad using e onlin
tools available on Facebook aate £t up bythe Facebooladvertising operatiorteam only.

Marketplace Ads are ads which appear to the right hand sidelldfaceboolkpages except for
profile pages Up to 6 of these ads may appear on a page (see sshe¢ below). All clients may
purchase marketplace ad®ricing for such ads are set via automatic auction. Potential advertisers
bid either forthe price they are willing to pay every time their ad is clicked-f@Eclick model) or
they bid what theywill pay every time a set number of impressions are displayed (1,000
impressions model).
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Where do Premium & Marketplace Ads Appear?

Premitim

Sponsored Create an Ad

Toy Story 3 x
Buzz, Woody and the

Toy gang are back in this
summer's great

STYORY escape! In UK cinemas
> 3 now in Disney Digital
3D and IMAX 3D.

[l How excited are you to see Toy Story 3?
O Excited

O Very excited

O Buzzing!

Kent Schoen, Helen Min, Amy Weller and 9
other friends voted on this poll.

If a user clicks on an ad in Facebook they are either taken through to the page created by the
advertiser on Facebook itself or alternatively, the user magaken to an external website.

Users will generally encounténree basic types of advertising on Facebook:

a) Personalised\dverts

b) Adverts + social context

c) Sponsored Stories
Details2 ¥ &4 dzOK FF ROSNIA&aAY3I A& LINR DA RSRthe\Bata WseS a |
Policy®.

CSIFUdzNBR /2yiSyid O2yaraida 2F CIF0OS06221Qa LINRY
scope of thisaudit.

(a) Personalised Adverts
In its Data Use Poli¢yaceboolprovidesthe followingdescription of its personalised agltising:

When an advertiser creates an ad on Facebook, they are given the opportunity to choose
their audience by location, demographics, likes, keywords, and any other information we
receive or can tell about you and other users. For exampledaartiser can choose to
target 18 to 35 yeanld women who live in the United States and like basketball.

The Data Use Policy goes on to note:

19 http://www.facebook.com/about/privacy/advertising
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Sometimes we allow advertisers to target a category of user, like a "moviegoer" oifia "sci
fan." We do thé by bundling characteristics that we believe are related to the category. For
example, if a person "likes" the "Star Trek" Page and mentions "Star Wars" when they
check into a movie theatre, we may conclude that this person is likely to bé &asaci

A significant focus was placed on examinihg bundling characteristics process for advertising
targeting purposesThe disclosure above does not mention the use of user messages or chat to
target ads, and~Bl confirmedthat the content featured in usenessages or chat was not used for

that purpose. Rather, ad targeting is based on actions as described in the above disclosure, such as
GKS LI 3S&a 2y ClFOSo6221 OGKIFG | dzaSNJ KIFa af A1SRd
updates or posts to whl to be machine read to target ads based on that content, these keywords
obtained in that manner are not retaineBBI has undertaken to revert to this Office in the event

that it proposes to extend the items of data to be considered for more granufgetiag of the

user.

During the course of the discussions on advertisingl pividedinformation on a trial use of

certain limited keywords within wall posts and statuspdates for aetargeting purposes. For
example, FB stated that if a user mentigdR I OF NJ Ay I &dF Gdz&a dzLRI G S
related to cars, FBmight target ads to the user at a potential car buy@s it was apparent to FB

| from initial consideration that this useaused some unease on the paftthis Office, it offeed

to suspend the "trial" of this service until such tiras the matter could be discussed in more

detail following the conclusion ofthe audit processThiswas agreed and this issue will be
revisited inJanuary.

The Data Use Polimontains a screenshefisually demonstratingart of the ad creation process.

Personalized ads
We do not share any of your information with advertizers (unless, of colrse, you give us permission).
When an advertiser creates an ad on Facebook, they are given the opportunity to choose their audience by location,

demographics, lkes, keyvwords, and any other information we recaive or can tall about you and other users, For example, an
advertiser can choose to target 18 to 35 year-old wormen who live in the United States and ke basketbal,

2. Targeting

United States 1,896,840 pecple

United

Basketball

Suggested Likes & Interests
Duke Basketball Greece National Basketbal | Team
Chris Paul Glary Road

It also invites the Facebook useos

QX
w»
w»
[N
A
w»

GENE GKAA G(G22f @&2dNBSET (2
they see athttps://www.facebook.com/ads/createtd ¢

2yS 27

1 https://www.facebook.com/about/privacy/advertising#personalizedads
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2, Targeting

Location Estimated Reac
Cauntry United States 1,896,840 people
 who live In the United
© tverywhere States
© by State/Province * b s of 18 and
Oy city 22

w male
* who kke basketball
Demographics

Age 18 =) 35 =
L) Require exact age match

Sex DAl OMen @ women

Likes & Interests

Basketball

Suggested Likes & Interests

) Duke Basketball [ Greece National Basketball Team
C chris Paul CJ clory Roas
) He Got Game NBA Basketbal

Connections on Facebook

Connections

Target users who are connected to;

Try this tool yourself to see one of the ways advertisers target ads and what information they see.

If the advertiser chooses to run the ad (also known as placing the order), we serve the ad to people who meet
the criteria the advertiser selected, but we do not tell the advertiser who any of those people are. So, for
example, if a person clicks on the ad, the advertiser might infer that the person is an 18-to-35-year-old
woman who lives in the US and likes basketball. But we would not tell the advertiser who that person is.

After the ad runs, we provide advertisers with reports on how their ads performed. For example we give
advertisers reports telling them how many users saw or clicked on their ads.

This link brings the user the Ad Creation tool:

1. Design Your Ad Select Existing Creative  Design Your Ad FAG

Destination: | External URL - |

URL: Suggest an Ad

Title:

25 characters left

Body:

135 characters left

e —

Preview:
Example Ad Title

our body text will go
here,

Continue

Here, users can try out the tool and create their own ads, thereby seeing how advertisers can
target ads.

FBI has indicated thathe following screens represent the full screens on which an advertiser
LIJzZNOKF aAy 3 FTROSNIA&AAY3I (GKNRddzZAK ClF OSo6221Qa
preferences for targeting purposes:

2y
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@ Advertise on Facebook Account: | #56821200 (Erica Test Account, EUR)

1. Design your advert

Destination

URL

Title

Body

Image

Preview

2. Targeting

Location

|

Select Existing Creative Design your advert FAQ

I External URL ;I I 7

i example.com

! Example title ! k2]
12 charactars lefi

| Example ad text "

4

120 charactars luft

=

Remove uploaded image.

Example title
S Example ad text

Advert targeting FAQ

Country: |7 | jreland »

L] Everywhere
o By City (2]

Demographics

Age:

S|

™ Require exact age match |
Gender: |7 O Al O Mon ® women

Interests

Precise Interests; |7 [§Shopping » | AShopping mall « ’ +

d likes & |

™ #Shopping mall () #Charity shop

(] #Retailing () OFlea market

) #Shopping cart ] #Varlety store

Switch to broad category targeting (7]

Connections on Facebook

Friends of Connections targeting for Sponsored Storles and Page Post Ads is automatically set to reach the people who are eligible
to see the story In their News Feed, based on the Story Type selected. See the Help Centre for more information,

Connections: |7 @ Anyone
O Ad
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Estimated reach (71
49. 140 peaple

who live in treland

oxactly butween the ages of
18 and 30 inclusive

who are female

who like #Shopping o
#Shopping mall



Advanced demographics

Interested In: ® Al ) Men O Women
Relationship: ™ Al ) Single _| Engaged
[} In a relationship ! Marrled
Languages: English (UK)
Education & work
Education: (O] O University Graduate
O At University
() At Secondary School
Workplaces: Enter a company. oraanisation or other worl
[=] Hide advanced targeting options
3. Campalgns, pricing and scheduling Advert campaigns and pricing FAQ
Campaign & budget
Campaign name: | Test Campaign -]

Budget (EUR): €10.00 dally budget
Create a new campaign

Schedule

Campaign schedule; 23/08/201107:33 - Ongoing

Pricing

() Pay for Impressions (CPM)
@ Ppay for Clicks (CPC)

Max bid (EUR). How much are y
0.10 Suggested bid: 0.07 - 0.15 EUR

Note: Tax Is not Included In the bids, budgets and other amounts shown.

Use suggested bid (simple mode)

A
CPYIRIT 8 | Review advert |

cebook Advertising Guidelines. | u

Jres the Facebook Statem

u willing to pay per click? (min 0.01 EUR

k v tractine ely wath | abook Ire

t of Rights and Responsibllities u

As outlined abovetiis important that Facdeook is transparent with users as tww it uses
information provided by users to target advertisementi terms of the other categories listed in

0KS W! REABNIBK ANSEHQ 6KAOK YI &

y2i

0S delli@dr orii 2

LIK A f 2 & 2 LIK weCareware thdt wHei an thdividual is creating or editing their profile the

T2((26Ay3

aONBSY

oAt t
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W Philosophy
J2 arts and Entertainment

Sports

Wey 2 i SR GKIFG (KSR TYLIKAGI2GR0LKR1Q YN S MR)contalP F A f ¢
an area where a user can enter their religious or political beliefs

The definition of sensitive data in Irish data protection law is:
WASYAAGADS LISNEAZ2YIE R GFQ YSEya LISNBR2YIFf RFEGL

(a) the racial or ethnic origin, the politiogpinions or the religious or philosophical
beliefs of the data subject,

(b) whether the data subject is a member of a trade union,
(c) the physical or mental health or condition or sexual life of the data subject,
(d) the commission or alleged commigsiof any offence by the data subject, or

(e) any proceedings for an offence committed or alleged to have been comniifteithe data
subject, the disposal of such proceedings or the sentence ofaumy in such proceedings;

Taking into account the reassurances provided in the Advertising Guidelines versus what appears
to be possibleye would recommend thatat a minimum there is a requirement for a change in
policy and practice in this arealFBl undertakes to clarify itpolicy in this respect, which is to
allow targeting on the basis of keywords entered by the advertiser but not allow targeting based
upon the described categories of sensitive data.

660 WI RAQ 6AGK {20ALt [/ 2yiSE(

Wl RAQ 6AGK {2 O0A I Hwhérethg dcasipf usess refjayding diffeddiPproucts or
advertisements are linked to the user in ads to their friends aecébook.

The Data Use Policy describes stch hih@ following terms:
Facebook Ads are sometimes paired with soa@lons your friends have taken. For

example an ad for a sushi restaurant may be paired with a news story that one of your
FNASYRA fA71Sa GKFEG . NBadldz2NIyidQa Cl 0So6221 L
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As an example, ffane, &acebook S Y 6 S NJ Of Aa@ushi restatirant vieloxst Page and her
FNASYRE sAft &S5S8 A ysushikitgA NhgyRBeads Thén@dy also\wd sgréed t A | ¢
an ad forassushiO A U &he rightyof their newsfeedhowing that Jane liked it.

If a user isnot logged into Bcebook but instead comesOaNP & & | LINBR RdzOG 2 NJ |
website outside of Facebook and the website hase@ebook social plugn on it, the user can click

2y GKAAa FyR 0SS 1 1 S WFacebosk\Bgaz@ttere they havekti®e onddr@irikydm® i Q &
Ot A0l 2y @KW® ai/OBSd K& dzilzhey Nil e bisked tosigny tasehoak] S ¢
or log in if they are a member. The following two screens demonstrate this scenario heifirst

screen containing thelFOS 6 2 2 | dH @homelpage 8f yhe Football Assation of Ireland.

Ticket Centre

Gary Speed R.LP

Raheny surge to top of WNL

FAI announce EURO 2012 ticketing information

¥ ¥4 IT Carlow and UCD through to the CUFL Quarter Finals

Paisley scoops final SWAV/Airtricity prize of the campaign

Ireland's semi-final hopes dented by 6-1 defeat

RO FAIl Football
Foundation Programmue

S
.

po 2 A

EFAEURO2012

ATICKETING
~INFORMATION

UEFA EURO 2012
Ticketing Info

Are you interested in football? '

Are you 18 years or older?
LATEST NEWS

[ £ AO01 Ay 3 2 \ftopekiife ofHde@n abajaketlfe user to theextscreen below
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http://www.facebook.com/pages/Football-Association-of-Ireland-Official/23929

Ermail

Keep me logged in Fargot your password?

Create a Page
Sign up for Facebook to conmect with Football Association of Ireland (OFficial).

Already a Member? Log In

Want to like or comment
on this page?

Sign Up JRsEn

To interact with Football Association
& o Wall Football Association of L., * Everyone {Top Posts) = of Ireland (Official) you need o sign
@] Photes ) up for Facebook first,
61 ks share: B3 post @ photo m
[ Events Wwirite something. .. ,
It's Free and anyone can i Iread
3 Laws of the Game member? Log in
| Football Association of Ireland (Dfficial)
About
The governing bady For football in by UEFA EURO 2012 ticket information for Irish supporters
the Republic of Ireland The draw For UEFA ELURG 2012 wil take place on December 2nd in Kiev, Ukraine,
The Republic of Ireland are 4th seeds and the draw will determine our entry into
one of Faur groups, A, B, C or D
6,145
like this [ uike + camment

3.2.3Information collected from sites with Social Pltigs

An issue which arose for substantial public comment initlaediate period before the audit was
information which Facebook was allegedly receiving either intentionally or unintentionally in
relation to individuals who visited the some 2 million websites that contain Facebook Likeglug

The process outlinedhithe section above relates to the use of information when a user actively

Gf A1Sa¢ a2YSUOKAYy3D COSo0221 It agserGsigNaNuBbhsitet & N
with a social plugn. How much data it receives depends on whether the persandvar visited
Facebook.com. There is a detailed analysis of Cookie usage elsewhere in this report and the
technical considerations are at Section 6 of the Technical Analysis Report at Appendix 1.

As outlined in the Technical Analysis Report, this Officgatisfied that while certain data which
O2dZ R 0SS dzaSR G2 o0dzZAfR ¢KIG 66S KI @Susér W&y (S
received by Facebook, we did not find that any actual use of this nature was made of such data
and as outlined elsewhere ithis report, FB is now taking active steps to delete any such
information very quickly after it is received, subject to legal hold requirements The receipt of such
data is in most cases attributable to the way the internet works with different contenwebsites
delivered by different content providers. A Facebook social plugin embedded in a website is
RSt AOSNBR o0& ClFOS0221 RANBOGfe (2 GKS dzaSNDa
YSFya 2F RStEAGSNER (KS Lt FFRRNBaa 2F GKS dzaSND

For the purposes of this section on advertising;l Fias satisfied this Office that no advertising
related queries are served to the impression data collected from socialipdugn websites either

by way of IP address or Datr cookie information. Howeas might be anticipatedf a loggedin

dzZa SNJ Of A01a 2y | Gt A1 S¢ odziiz2ys I O2yySOiA
profile/Timeline and, in that regardiecomes part of the data that can be used to target ads.

We have separately satisfied ourselves by way of testing that browsing activity to sites with social

plugins regardless of whether the user is loggedr out does not cause any change in the ads
served to users.
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In terms of user choice théData Use Policy™ IV How Advertising worksunder ads+ social
context states

If you do not want to appear in stories paired with Facebook Ads, you can opt out using our
edit social adsetting

Clickinghrough the linkedit social adérings the useto the following screen

o Gereral Facebook Ads

Ads shown by third parties

Facebook doss lg @ third par ly applicatio ad networks the right: to use your name of picture in ads, IF we allow this in the Future, the setting you
choose will determing how your information .-.w..-.|.

o lal context ¢ II I| ity I ding in ads, the |I Facebaok ¢ \|I \ 5, Although social pluging enable you ta have a social
axp a third party site, Facebook does not share your information with the third party sites | |,|IH\JH;—-,|n|'||‘\|l||J\I\',.|v—'1|\||||||||—-|nn\| oclal
plugins,
Edit third party ad settings
¢ " nfo
there Ads and friends
Everyone wants bo know what their friends ke, That's why we palr ads and friends—an sasy way to find products and services you're interested in, based

Here are the facts;
"

e alongside actions you have taken, such as liking a Page

[ 1 ac
wl nat from your photo albumes

y GSN¥a 2F (GKS 201 G4A 2y edcduntaek Efficultss IBcating the®dd A | |
socialad<Tacility from the user homepage. Itis availaldey RS NJ al OO02dzy i aSdGdAy=

oW! 002dzy i aStidAay3aQ Aa | YSydz AGSY 2FFSNBR |
to users who right click over thédmetMenu Tahin top righthand corrr.]

We recommend that the ability for users to exercise control over this feature is integrated into a
dza SNRa LINAGIF Oe aSdaAay3aa la 2LI1aSR 42 o0SAy3 L
of use of the privacy settings separatelifBl hasagreed to move these settings in line with its

other privacy settings

I t A0l Ay 3 WSRA @n cpthrdAWLIF AINR &YE  RaA2ECLAE | H.&xd@ G A

y a
RNRLIR2gY fAa02¢d6& ¥eéeWRENSE geREDN (e WY éouldfbdA Sy R &
changed ta¥y 2 a8 peltise following screen.

ﬂ)\u
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http://www.facebook.com/settings?tab=ads
http://www.facebook.com/settings?tab=ads

This setting only applies to ads that we pair with news about soclal actions, So, independent of this setting, you may still see soclal actions in other
or paired with messages from Facebook, You can learn more about how social ads, Sponsored Stories, and messages

ocial actions with ads for | Only my friends v

Only my friends
[ save chonges (2 I - im—

However, editing social ads and resetting4y/2y 8 gt &8 LINSOSYGiSR | dza SND
liking a product, from being paired with an ad for that product created by the advertiserseA

Y@ adAtt LIISENIAY | WwWalLkRyazNBR ai2NEBEZQ oKAO
associated with the brand image rather than an ad created by the advertiser.

(c) Sponsored Stories
The Data Use Policy provides:

Many of thethings you do on Facebook (like "liking" a Page) are posted to your Wall and
shared in News Feed. But there's a lot to read in News Feed. That's why we allow people to
"sponsor" your stories to make sure your friends see them. For example, if you R8VP to
event hosted by a local restaurant, that restaurant may want to make sure your friends see
it so they can come too. If they do sponsor a story, that story will appear in the same place
adverts usually do under the heading "Sponsored Stories" or someinaiiar. Only people

that could originally see the story can see the sponsored story, and no personal information
about you (or your friends) is shared with the sponsor.

This kind of story may appear in the marketplace ads section of the site or magrapghe news
AUNBlIY 2F (KEdzoE SHDRB Y ZRNESRERaG2NARSa dziAftAasS
Office is concerned at such use of an image photo without an ability for the user to exercise a
OK2AO0So® LG Aa&a I OO0 sadtdi(ibtRey akel oile) ib alrelzdySadlble thINdr F A f
friends and that Facebook obtains consent for this use in section 10 of its Statement of Rights and
Responsibilities, but this further use is not satisfactorily explained in the Data Use Policy. This
Cffice therefore recommends that appropriate language be added to the Data Use Policy, which
FBI has agreed to do.

3.2.4Adsdisplayedby third partieswithin applications

It is only possible for third parties to serve ads directlyusers within applicdions on Facebook
(see screen below)Developers cannot offer, however, social ads or sponsored stories within their
applications. These ads are only served by Facebook.
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It is noted that as pedl K &lit $Bcial ad®
alternative settingby 2 . 2y S Q

&% General
Security

I;I Matifications

8 anps

E Mabile

E pavments

Ijj Facebook Ads

You can also visit your privacy
preferences or edit your prafile
to control whio sees the info
there,

7~ oA

5 StheiRS/TAadz (i oy E( AFNTBAR 50

Facebook Ads

Ads shown by third parties

Facebook does not give third party applications or ad networks the right to use vour name or pickure in ads. IF we allow this in the Future, the setting you
choose will determine how your information is used,

Wou may see social context on third party sites, including in ads, through Facebook social plugins, Although social plugins enable you ko have a social
experience on a third party site, Facebook does not share your information with the third party sites hosting the sodal plugins, Learn mare about social
plugins.

Edit third party ad settings

Ads and friends

Eweryone wants b know what their friends like. That's why we pair ads and friends—an easy way to find products and services you're interested in, based
on what your friends share and like. Learn more about social ads.

Here are the facts:
® Social ads show an advertiser's message alongside actions you have kaken, such as liking a Page
® our privacy settings apply to social ads
m We don't sell your information to advertisers
m Only confirmed Friends can see your actions alongside an ad
n If 5 phato is used, it is your profile phato and nat from your phota albums

Edit social ads setting

Upon changing the default ¢y 2 cénjir@adon of the change was signalled

3.2.5Ad targeting below 20 users

The Officehad some concern thaFacebook advertising could be used as a meantatget a
specific individual through the very specific selection of user criteViee are satisfied, following
the audit that FB has put adequate safeguards in place to prevent this from occurring.

Until recently Facebook prevented advertisers from creating ads and sponsored stories with an
estimated reach of less than 20 usersdowever, since the audit commenced Facebook ha
modified the way this system operates and advertisers targeting smalieaces are no longer
prevented from creating an ad when the audience estimate is less than 20. However,itherdy
delivered when the audience reaches more than 20.

3.2.6Information Available to Advertisers

A frequent issue that arises in public comment is the level of user information that is made
available to advertisers.

FBI clearly stated that it does not share user information with advertisers without user
LISNXY¥AZaA2Yy D CFOSoz2dasf Qa 5FdF !asS t2fao0e

We do not share any of your information with advertisers (unless, of course, you give us
permission).
Cl 0S62210Q4a ! ROGNdeuridaam and @zivdeySt Ay S a

Ad creative may not contain user data received or derived from

12 http://www.facebook.com/ad_guidelines.php
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http://www.facebook.com/ad_guidelines.php

Facebook, even if@ser consents to such use.

User data received or derived from Facebook, including information collected from an ad or derived
from targeting criteria, may not be used off of Facebook without users' prior express consent (and
only to User data received derived from Facebook, including information collected from an ad or
derived from targeting criteria, may not be used off of Facebook without users' prior express
consent (and only to the extent such use isn't otherwise prohibited under appfcéibles).

Any permissible data collection or use of user data must be consistent with Facebook's privacy
policy and the privacy policy of the landing page and advertised site.

From a review of the advertising practices described abtivis Office is satisfied that Facebook
does notprovideuser data in breach of its Data Use Policy.

This Office has a concern, however, about the possibility of passive transmission of data such as an
IP address when an advertiser has deployed a digl{Wweb beacon) and to meet these concerns
recommends increased transparency, as well as monitoring and enforcement of its policy
regarding click tags, which fBas agreed to do. This matter is outlined in further detail below.

We do note, however, tht Facebook appears to reserve the right to, tire future, allow
I ROSNIAAaSNER (G2 YIS dzasS 2F | dzaSNXDa Lzt AOf &

The Ads Shown by third partiesection of the Account Settings provide that:

Facebook does not give third padpplications or ad networks the right to use your name
or picture in ads. If we allow this in the future, the setting you choose will determine how
your information is used

This Officeconsidersthat if, inthe ¥ dzii dZNS X A Y RA @A Rdzl { &e® areJdPogd A f S
provided to third parties for advertising purposes, useruld have to provide their consenfBI

in line with its standard approach has indicated that it will enter into discussions witlffice in
advance of any plans to introducectufunctionality

As noted above, we are satisfied that-FBas established an advertising model which allows for
targeting advertising without th@rovisionof user databy it. This Office was aware, however, of
the possibility that user data could Ktinonetheless, be shared with advertisers, as part of, for
example, dispute resolution processes.

To investigate this possibility we met with and interviewed the various teams who manage and
promote advertising within FB We also examined the vari®uools and systems available to
staff members. We sought a detailed description and list of the various systems available to staff
members throughout Europe and sought and received copies of the contractual provisions in place
between FBI and each of thd=acebook entities established in Europe to manage access to any
such personal data arising.
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We commenced our analysis by examining the means by whid¢hnE&acts with advertiseraVe

noted that while FB does provide its advertising customers witbtailed information about the
effectiveness of their campaigns, it does so in an aggregated and anonymised .fofsain
example one ad campaign examined was targeted at all users ageg#t1li8 8 major countries.
Detailed information is available to thedvertiser in relation to the number of times the ad was
served, the click through rate etc per country. On a country level, information is broken down into
region Sq for instance, information is available in France Adsace, Aquitaine, Auvergne ebut

not at any lower level of detail. Information is also provided on the number of persons aged 13
17, 1824 and 25-34 that accessed the ad and the breakdown between males and females. It is not

possible to identify any individual from this level of déta®\ sample ad campaign report is
contained below.

Ad campaign report

[ Adverts and pages

Data for 03/11/2011 is through 02:53 Pacific time only. ‘

Certain statistics, such as unique impressions / clicks, are not available using custom or lifetime time aggregation.
Account

Michaél Hirbec +

View advertising report Export report (.csv) || Generate another report || Schedule this report

{9 Campaigns & adverts
# pages Report type Summarise by me Summary ate range
</ Reports Advertising performance  Campaign Custom ) Ufetime
Scheduled reports
Settings.
&5 siling 22,828,461 e 22,836cc 9,094 convecion: 0.100% e €2,271.15:.. €0.10c €0.100c

& Bulk uploader Date Campaign ? Impressions 7 | Social Social | Clicks ? | Social CTR? | Social
range 7 ’ ? clicks 7

ocial CPC? | CPM ? | Spent ? | Connections 7
ge cTR?

n 3 - Targeting Couple 376,860 o 0.00% 271 0 0.072% 0.000% 025 018 6860 0

Lifetime  Campaign 2 - Targeting Female 601,891 o74 016% 519 0 0086% 0000% 021 018 11128 0
uK
Ufetime  Campaign 1 - Targeting Male 2,175,131 71,286 328 885 41 0041% 00s8% 0.4 006 11991 89

5,113,950 1,073,059 20.98% 4718 842 0.082% 0.078%  0.06 0.05 28000 1571

3,386,953 14,062 0.41% 1217 4 0036% 0028% 029 010 35225 O

Lifetime  Ciblage France - Hommes - 1,030,770 10,963 1.08% 250 7 0.024% 0064% 031 008 7804 78
Créaz?

Dispute Resolution

It is clear that occasionally a difference of opinion will emergevben an advertiser and FBas
to the number of impressions of an ad or the number of attalicks that took place. In this
respect we wished to confirm that IP address information is not provided to advertisers in such

circumstances. This was confirmed BRI viaan analysis of the process for dealing with such
disputes.

3.2.7Retention ofAd click Information

It was clarified that ad click information containing IP address information is retained indefinitely,
primarily for tax and accounting purposes, legal holds on such data, and improviaggating.

The Office advised HBthat a policy to hold user ad click data indefinitely was completely
unacceptable and that FBneeded to draw up a retention policy as a matter of priority for all data
held by FB relating to the ads clicked by a useFhis matter is dealt with in the Reteat Section.

FBI has agreed that it will anonyne¥’® ad-click data after a tweyear period Furthermore, FB

BBy fanon ylmeas formdliEkBnd search data, FIBwill replace user IDs (UIDs) in logs using a hashing
function;for browser cookies (DATR) and IP address;IREill remove contents of the browser cookie from the log
file and drop the last octet of the IP address
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states that the tweyear period is necessary 1) to resolve disputes with advertisers, 2) tauhono
user requests (for example, when a user inthsahat he or she does not want to see a particular
ad, or an ad from a particular advertiser), and 3) to improve the overall quality and relevance of
ads shown to its usersThis is a significant improvement but this Office will keep this matter under
active review as we continue to have some doubt about the justification for this period.

3.2.8 ThirdParty Cookies

The Facebook Data Use Policy envisages the possibility that third party cookies may be dropped on
dza SNE Q YI OKA Y Sa Fageb@ | 'DaRaASN>olicyt, Sectoy IN-dHaw Advertising
works' states

Advertisers sometimes place cookies on your computer in order to make their ads more
effective. Learn more akittp://www.networkadvertising.org/managing/opt_out.asp

As part of the Audit, we investigated the types of cookies dropped via Facebook ads and the
safeguards in placeCl 0S6221 Qa ! ROSNI A & Ay 3 usbrakitadedived fyo® a  LINJ
ads sered on Facebookincluding data derived from cookief®y any purposeff of Facebook>

There are two sets of tags, click tags and view tags, which are permitted in connection with
running ads on Facebook. These tags permit the placement of cookiesmn &N a BBNR 64 S
explained that all advertisers may use click tags:| iRBicated that click tags send information to

the advertiser when the user clicks on the ad and contain a random id for the user (not their
Facebook user id). A more limitedbset of advertisers may use view tags. View tags send
information to the advertiser when a user views the ad.

LY FRRAGAZ2Y G2 CI 0S06221Qa ! ROSNIUAAAYI DdAzA RSt A
ads served on Facebook for any purpagber than for measurement, since January 2011,
Facebook has implemented a new policy that requires advertisers (or their vendors) that use view
tags to be certified by FB FBI is in the process of instituting this requirement for all such
advertisers(or their vendors). FBI noted that this is an industigading practice as most
publishers do not impose these restrictions on tpadty ad servers.To meet these new
requirements, the advertisers (or their vendors) are requested to sign and contplyawi
advertising data protection agreement. Under this agreement, they may only drop one cookie.
That cookie may only be used only to track the clicks and the impressions. It may not collect any
other information, such as personal information about theer or targeting criteria. It also
SELX AOAGt & LINPKAOAGA | ROSNIAASNE FTNRY ONBIGAY
Facebook to rearget users with ads outside of Facebook.

FBI provided an overview of8party ad tracking

4 http://www.facebook.com/full_data_use_policy
' https://www.facebook.com/ad_guidelines.php
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https://www.facebook.com/ad_guidelines.php

Overview of Third
Party Ad Tracking

Agency

Unique
Tracking
URL

s, PR — o s

Data is
anonymised
upon leaving
Facebook

Sample Advertiser view of
rolled-up data

Independently
assigned
number :12345
Ireland

1 Click

3 Impressions

FBI indicates that its Advertising Operations team has systems and models in place to detect ad
creatives that contain unauthorized tags. The team is able to identify if the tag comes from a
certified vendor or not.

From a technical standpoint, a trackiifRL is a random string of numbers. When an advertiser is
being billed on third party numbers, Facebook is granted access to the third party ad report to be
able to verify the numbers.

3.2.9Analysis

In so far as third parties can place cookies to coligfcrmation of Facebook users this issue will
remain of interest and concern to this Office and therefore the BBproach in this area will be
assessed in more detail during the review in July 2012.

3.2.10Filters and Blocking Mechanisms Provided tedys for Ads
FBI has indicated to this Office that it has a formal set of procedures in plapeotade control to
users See screenshots below.

We give people more control over the ads they see than just about any site. If someone
doesn't want to seemmad they can click X amadicate a preference not to see thgpecific
FR 2N y20d G2 aSS FTRa FTNRBY (GKIFIG I ROSNIUAASNK
a billboard or get shown an ad on TV.

The availability and use of these features doesaytear well known to users and & therfore

asked to take steps to better educate users about the options which they present to control ad
content.
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User

Photo

User Name

& Warks at Facaboct

& Shudied of Usiversty of Umench
A Lws i Dubie, Delend

¥ b arelstonshyp

Aot

Jstatus TR mote R e B fe evemt

Recent Activity

N Add 2 Cover ~

Update info  Activity log o ~

Friend Information

(Names and Photos)

Book Meeting rooms
direct with venues on
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ISSUE CONCLUSION/BEST | FBI RESPONSE | TARGET
PRACTICE IMPLEMENTATIO
RECOMMENDATION DATE

Advertising There are limits to the | FBI will chrify its | By the end of Q1

Use of user data

extent to which user
generated personal dat:
can be used for targete
advertising. Facebook
must be transparent
with users as to how
they are targeted by
advertisers

data use policy to
ensure full
transparency.

2012

FBI does not use data
collected via social plug
ins for the purpose of
targeted advertising

FBI is taking steps
to limit data
collection from
social plugins, is
restricting access
to such data and ig
moving to delete
such data
according to a
retention schedule
where collected.

Immediately and
routinely
thereafter (with
the exception of
retention for legal
hold obligations)

FBI should move the
option to exercise
control over social ads
to the privacy settings
from account settings tg
improve their
accessibility. It should
also improve user
knowledge of the ability
to block or control ads
that they do not wish to
see again

Agreed.

By the end of Q1
2012.

If, FBI in future,
considers providing
AYRAQDGARdzZ f &
pictures and names to
third parties for
advertising purposes,
users would have to

provide their consent.

FBI will enter into
discwssions with
this Office in
advance of any
plans to introduce
such functionality.

n/a
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The current policy of
retaining adclick data
indefinitely is
unacceptable.

FBI will move
immediately to a
2-year retention
period which will
be kept under
review witha view
to further
reduction.

Review in July
2012
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3.3Access Requests

3.3.1Access to Personal data

The right for an individual to access personal data held by a data controller established in the EU is
a basic right enshrined in the Da®aiotection Acts and the EU Data Protection Directive. The right

of access grants a means for an individual to establish (subject to limited restrictions) within 40
days® what data is held about them and to seek correction or deletion where this may be
necessary.

Complaint 10¢ Access Requesttated that the data subject lodged a subject access request with
FBI but that the access request resulted in only limited data b@rayided. It might be noted in

this context that FB supplied over a thousand pages of data in response to the access request.
The complaint outlined 19 categories where-IR#id not provide personal information that it is
contended should have been inded. The 19 categories cover information in relation to the
following:

f /2ySyd LRaGSR 2y 20KSNDa LI 3Sa
1 Videos posted
T 1'aS 2F WEA1SQ odzitiz2y
1 Browser type

1 Interaction with advertisements
1 Conversation tracking
1 Indicates a friendship
1 Pictureswhere tag removed
9 Tracking information on use of other websites
1 Searches made
1 Settings

1 Click flows

T 1aS 2F WYFNASYR FAYRSND

1 Outcomes from matching, face recognition and ad targeting processing

1 Use of pictures by face recognition tool

f DatagaK SNBER FNRBY | y2UKSNRa WaeyOKNRYyAalGA2YQ
1 Relationship with other users

1 Reaction of other users to content posted

f WLY@GAGlIGA2YyaQ aSyid FyR NBOSAGSR

The complaint in this area generated a significant amount of interest and as a consequence, the
complainant put in place an easy to use template for any person wishing to exercise their right of
access to personal data held by-EBThis resulted in FBreceiving in excess of 40,000 subject
access requests within a matter of weeks. This number of access requests sent to one data
controller within this period of time is without precedent in the experience of this Office.

The first issue to be establiShR  NB I NRAYy 3 'y 2NBFYyAal A2y Qa ¢
to personal data is whether the Acts apply to that organisation. As outlined earlier in this report

16 Section 4 of the Data Protection Acts
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FBI does not in any way dispute its obligation to comply with the Data Protectité ¥888 &
2003 by virtue of the establishment and operation ofIRB Ireland. It therefore is seeking to fully
comply with all access requests made by users andusans where FBis the data controller for
such informatiorY’.

The receipt of in excess of 40,000 access requests within a few weeks would place a strain on the
ability of any organisation to provide personal data within 40 days of receipt of the request. There
are however a limited number of exemptions containedhivitthe Acts to the requirement to
comply with an access request.

In advance of the onsite element of the audit, this Office therefore entered into immediate and
detailed discussions with HBas to the most appropriate means of providing access to peiso
data of requesters within as short a tinieame as possible. HABhad previously devoted extensive
engineering time to developing a download tool that would provide access to data that was
relatively easy to retrieve and provide. It was agreed thatdsions in relation to other types of
data held by FB would take place during the audit itself and that, once considered, these other
categories of data would be added to the download tool or made otherwise available to users.

A significant proportiorof the audit was therefore focused on establishing the extent of personal

data held by FB and whether any of the limited exemptions contained within the Data Protection

Acts could be validly claimed by-EBWe are satisfied that we had full accesslicdata relating to

users and nofusers held by FB As outlined elsewhere, the sheer size of Facebook anchR&

the consequent complexity of user data held is a significant issue. Equally the type of data held by
Facebook on individuals is subjectongoing change in line with the offerings on the site. As an
SEI YLX S5 G(GKS dzaS 2F aLlR1Sa¢ 2y (GKS ardsS Kl & |
for users to communicate with each other. However, as long as such information continues to be
stored, it must, in the absence of a statutory exemption, be provided in response to an access
request. The issue of retention of information is dealt with elsewhere in the report.

The position of this Office is that, if identifiable personal data idl Irelrelation to a user or nen

user, it must be provided in response to an access request within 40 days, in the absence of a
statutory exemption. While the complexity and scale of Facebook is an important consideration, it
does not, by itself, provide ground for noncompliance with an access request. This is accepted

by FBI which has approached the obligation to supply personal data in response to access
requests in an open and constructive manner. From the perspective of this Office the key
requirement in response to an access request is to ensure that a user has access to their personal
RIGF @ CKSNBEFT2NEs SAGKSNI 6KS RIGEF Ydzad 0SS | @l
log, which is a feature of the new user Timeline, or via the doaahtool. From a transparency
LISNBLISOUAGSE AG Aa RS&ANIotS GKIGO Y2aildz FyR )
having to make a formal request. HFBierefore will be implementing a number of enhancements

to the activity log to prodde users with access to and control over information about them. This

will also be examined elsewhere in relation to retention.

The attached table details the data which-EB Aa Yy 263 2NJ oAf { 0S> LINE
activity log, their profile,useraccessible databases, or additionally in response to an access

YFambooko6s Terms and Conditions provide that the contra
Canada is with FB.
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request using the download tool with an indicative date as to when such personal data will be
available. FBwill be making additional data accessible in the download tool beginnidgninary,

with further data to be added at regular intervals, either to the download tool or the activity log.

This Office will monitor FB Q&4 | RKSNBy O0S (2 GKA&a aOKSRdzZ S | yR
in advance of July 2012.

Available now Available Will be Will be
on User Profile now via available  available
Download from from
tool Activity Log Download
tool

X

Profile Information

Wall Posts on user profile
Photos

Videos

NEWIS

Groups

Friends

Subscriptions

Subscribers

Apps

Likes on Site

News Feed Settings

All comments on your wall posts,
photos, videos

Inbox Messages X
Notes X X
IP Addresses X (limited)
Previous Names

Account

Creation/Deactivation/Reactivatic

n information

Encrypted Facial Recognition X
identifier
Verified Mobile numbers for the X
account
Cookierelated information such X
as browser information, etc.

Logins X (limited)
Wall Posts on othedza S NA Q X
and public pages
Comments on other users profile
Tags
Status Updates
Pokes

CNASYR&aQ 9YI At

X | XX

XXX XXX | X

XXX XX | X

XX | XXX

XX | X

x| X

XX | X | XX
X
XX | X | XX

64



exposed to you)
Profile Status Change X
Searches within Facebook while X
loggedin
Pages viewed on Facebook while X
loggedin

Friend Requests/friend invites X (unless X
ignored)
Event Invites/Acceptances X
Likes off Site X X
Unlike X
Pages admin X
Apps Admin X

There are very limited categories of information which will not be supplied. As an example,
AYF2NXYIEGA2Y Ay NBftFGA2Y (2 F LISNA2Y QA LI dag:
verification queries and answers will not be supplied as this informatickknown to that user and
providing it in the activity log or download tool would create a security risk for users if their
accounts were breached or if their downloaded data were accessed by a third party. The amount
and type of data that may fall inta category that will not be supplied may be affected by any data
retention policies or practices as described elsewhere in this Report.

Another category of information relates to abuse reports or employee notes and emails
concerning users or former user From a system architecture perspective it is accepted that it is
not immediately possible to supply such information via the means outlined above. There is also a
possibility that internal communications may include information, such as staff nantesraail
address and other thirgharty personal data, that falls outside the scope of a subject access
request, and requires significant manual redaction of the communication. Consequently, although
FBI will still accept subject access requests in conivacto such types of internal data, #Bnay
establish separate and special processes for making a request for such communications.

As indicated elsewhere in this report, this Office conducted a thorough analysis of the use of
information gathered from eternal websites via the social phig  This Office is satisfied (for the
reasons stated elsewhere) that such information is not associated with the user or used in any way
to build a profile of that user. Neither is there any profile formed of qosets which could be
attributed to a person on becoming a useér.

A number of recommendations are outlined to ensure that this position is maintained, but the
issue of access does not arise for such data at this time as it is not related to the user.

3.3.2FBI Response
FBI takes transparency very seriously. We believe the level of transparency we currently provide is
substantially greater than anglobalinternet service that isperating atour scale, or eveat a

BWhenanoruser joins Facebook, consistent with Facebookds
recommendations for friel requests to the new user based upon other users who had previously inviteduser non
join Facebook at the email registered at account creation.
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scale an order of magnitude smaller thamrs. We believe that we have innovated extraordinary
new tools to help users review and understand the personal data in our possession and we are
committed to continue to innovate to remairansparency leaders. We aredieated to provide

our users thdest experience on the platform and the easiest way to exercise their rights. We
invest significant enginegrg time and resources to develop best in class tools for users to easily
access and manage their own data.

First and foremost, it is importanbtrecognize that Facebook users can easily review, correct,
delete and download the vast majority of their personal data simply by logging into their accounts.
FBI seeks to provide our users with upfront access to as much of their personal data akpossib
without requiring them to make formal subject access requests. Easy access by users to their
personal data is something we have designed into the Facebook service. Our Data Use Policy
explains the categories of data being processed, the purposeg girdicessing and the categories

of recipients to whom the data are or may be disclosed.

Second, we have recently created an innovatid@ o 6 52 gy f 21 R , 2dzNJ Ly F2 NXYI
users to downloaanost of the content they have previously uploaded onto Facebook in a single
file.

Finally, FB has recentlyannouncedhe additionof a new transparency todby creating a soofto-
belaunchel feature O £ f SR & ¢ QlieMdinity Bog \il#d@ide users with even more of
their personal data simply by logging into their accounts.

We recognize, howevethat we are innovating in ararea where there is little precedent or
practice. The complex issues around subject access requests are particularly challendddg for F
Our wide user base means that we could, theoretically, be subject to hundreds of millions of such
requests. In adtion, our platform is distributed and decentralised in nature, with no one single
GFAESE O2yGlrAyAy3a GKS G2a0FtAGe 2F Sl OK dzaSNDa

During the carse of the audit, FBhas been continually revising and refining its subject access
request proess to make it easier to use. We have creaeew, dedicateghage whereany user
or nonruser can make a subject access request.

Previously, for users who required personal information which may not be available on thesite,
had a specific contact forthat could be used to request their personal data. Given the volume of
requests we received over the course of one month, we found it disproportionately burdensome to
continue to respond to access requests manually. We have therefore been working towards an
automated, seHlservice option, which will satisfy our users.

FB-1is committed to provide data subjects witie personal data we hold artd make such data

easily accessible on our site through a variety of meartee download tool, useaccessible
databas& G KS ySg a! OGA@GAGeE [ 23 Bbhaslagided vitk the D28 HNI &
provide the additional categories of data listed by the DPC abbR¢ emphasizes, however, that

to make all of this personal data available to users will take significant engineering efforts and
resourcesFBI has agreedo provide additional data in the download tool in January and to make
substantial additional fields ofada accessible no later than the end of the first quarter 2012. The
remaining data will be provided via an enhanced activity log within Timeline as soon as the
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necessary engineering work which is ongoing is completed. We will keep in ongoing contact with
the DPC to ensure this timescale is met.

3.3.3 Analysis

Significant progress has taken place in terms 6 FBa dzy RSNAR Gl YRAY3I 2F (K¢
requests for data in a timely and comprehensive manner. Importantly, the audit however has
establisled an important principle of transparency as follows:

Transparency is a core value ofIFBFBI believes that our users are entitled to have easy
and effective access to their personal information. To achieve this goal, we shall endeavour
not to unnecssarily use or retain the personal data of users where such data cannot be
made easily available to the user.

We are satisfied that FBis working actively to achieve this objective and therefore recommend
that it maintains the principle of transparenayutlined above. The above matters and the
response of FB to individual requests for personal data will be kept under full review by this
Office specifically to ensure that the timescales outlined for the provision of data are met. This
issue will be regited in the context of specific complaints received and the audit review to be
conducted in July 2012.

wWSO2YYSYRFUAZY A

ISSUE CONCLUSION/BEST | FBI RESPONSE TARGET
PRACTICE IMPLEMENTATION
RECOMMENDATION DATE

Access Requests If identifiable personal | FBI will fully comply | In line with the
datais held in relation | with the right of schedule in relation
to a user or noruser, it | access to personal | to availability from
must be provided in | data, as outlined 0§ KS dza SND
response to an access| in the schedule above their activity log and
request within 40 days, It has additionally the download tool.

in the absence of a committed to a key | Data will be added
statutory exemption transparency principlg to the various tools
that users are entitled in phases, beginning
to have easy and in January 2012.
effective access to
their personal
information.
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3.4 Retention

Data retention is a standard issue considered during the course of all audits conducted by this
Office. Section 2(1)(c) of the Data Protectid\cts 188 & 2003 provides that a data controller
shall not retain personal data longer than is necessary for the purpose or purposes it was
obtained. In determining appropriate retention periods for personal information, data controllers
canhave due rgardto any statutory obligationso retain data However, i the purpose for which

the information was obtained has ceased and the personal information is no longer redaoired
that purpose the data must be deleted or disposed of in a secure manfal and irrevocable
anonymisation would achieve the same objective. Given the nature of the retention obligation
which can be subjective in many respects, the identification of acceptable retention periods is one
of the more discussed and debated issuesthe conduct of audits and investigations by this
Office. We have also found that data controllers as a class have not adequately met their
obligations in this regard and the consequence is inappropriate processing and disclosure of
personal data that shdzf R y2 f2y3ISN) 6S KStR o6& | RFGF
acknowledged earlier in this report it is still a relatively new company but obviously one that holds
a large amount of data via its some 800 million users. Thdt $fBuld have work tao on
meeting its retention obligations was therefore perhaps not surprising.

A number of complaints received from Eurep&acebook also addressed the issue of retention in
specific instances. While those complaints touched on other issues relafed firocessing, this
section will only examine the retention aspects.

3.4.1Complaint 1¢ Pokes

Ly GKS O2YLXFAYyd AG ol & adatri
dzaSNJ 2 Iy20KSNY» LF¥ GKS dzaSN
Ot A0l 2y | avylLtft WEQ LINROARS
removal of old pokes, they were not, in fact, beingeded!.

R GKIFG I beekl21 SQ
G 6K2Y (KS WL

S
J 02
R YySEG G2 Add ¢KS

As part of an access request made to Facebook, the complainant was provided with a copy of all
pokes ever sent or received going back over a 2 year period to the time when he first set up his
Facebook account-rom the data provided, the complainacontended that Facebook marks
WNBEY2QPSRQ L21Sa a WOASHSRQ o0dzi Aa y2a43 Ay FI

3.4.2Complaint 3¢ Tagqging

Complaint 11¢ Removal of Tags

¢tKS O2YLIXFAyd adlFdiSR GKIFIGd CNASYyR&a 2y ClFOSo622°
OFNASYRO YR RAGALIXIFE (GKSY 2y G(KBIANRXIIDSOERRAY
O2YLX Ayl yld O2y0SyR&a GKIFIG AF (0KS dzaSNJ RSOARSa
the background by Facebook. The broader data protection compliance of tagging is considered
elsewhere in the report.

20K 0KS @wASNIABRR GKS Wil 3aAy3aQ dzaSN KIS (KS
they wish. However, the complainant contended that removing the tag is not deleting the tag data
and that Facebook is not being transparent in terms of informing users ometieation of this
AYF2NXYIGAZ2Y F2ft26Ay3a GKS dzaS 2F (GKS WNBY20S
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3.4.3Complaint 14- Removed Friends
LY FTRRAGAZ2Y G2 o0SAy3 FoftS (users 81 Mg e dptibiRof WI R |
removing friends from their friends list.

The complainant stated that, in response to his access request to Facebook, he was provided with
a list of people he had previously removed from his friends list. The complairetetddhat he
presumed these names to have been deleted at the time he used the remove option and that
some of the names would have been removed up to 3 years ago.

The complainant contended that there is no justification or user consent for the retenti¢imiso
data and considered that Facebook was not transparent in terms of informing users on the
retention of the information.

3.4.4Complaint 21¢ Groups

Facebook allows users to addefnds to groups, a Facebook feature that allows users to form
communities around shared interests, among other things. The issue raised in the complaint is
GKIFIG | dzaSNJ OFy 6S FRRSR (42 | DNRdzZLJ gAdK2dzi
thal I dzaSNJ Yl & 0SS dzyl 6 NB GKIFIG GKSeé KIF@S 0SSy
meaning anyone can see that the user is a group member.

The complainant indicated that a user can remove himself from a Group, but only after he has
been made aware that he was added as a group member in the first place. The complainant
contended that, even when the user has removed himself, Facebook retains the data that links the
user with the Group.

3.4.5Complaint 5¢ Deleted Posts

The complaint indicates that Facebook provides a facility whereby a user can delete items such as
2f R L12aGa FNRY GKSANI CF0So0221 LI3ASd ¢KS O2VYl
option, applying ito virtually all posts he had made going back over a three year period. When he
completed this exercise he indicated that a message at the foot of his Facebook page stated that
there were no more posts to show.

On foot of the access request made by t@mplainant to Facebook, the information he received

in response included a random number of items, including posts, which he stated were deleted by
him. He contended that some of his original posts must have been deleted, butsgomeg back

as far ashiree years agewere retained in the background by Facebook.

The complainant considered that there was no legitimate purpose for the retention of data which

a user might reasonably expect to have been deleted. In addition, he stated that there was no
transparent notice provided by Facebook to inform users that data, which they would have

presumed to have been deleted, had been retained by Facebook.

3.4.6 Analysis
These arassues which requirecareful analysis as they are about transparency and control for the

user. At present, the information provided to users in relation to what actually happens to
deleted or removed content, such as friend requests received (not sent as what happensédo thos
is the personal data of the recipient primarily), pokes, removed groups and tags, and deleted posts
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and messages could be improvethis is accepted byBl and this will be reflected in an updated

Data Use PolicyFrom the control perspective, at prest there is no facility for a user to delete

friend requests, pokes and tagd=Bl noted that it has already made changes to its service to
AYLINRP OGS OQOraAroAfAte (G2 dzaASNAR 2F RIGF GKFG LINB
GCAYSEIA SIESTFEI GdzZNS OFftft SR a! OdA@GAGe [233¢ 2V
Facebook can now be viewed privately by the ugerA y OS & ! OG A QA (itdthduBeB ¢ A &
FB-1 has proposedo use this feature as a meafor users to access, revieand deletetheir own
data.Building the Activity Log was, according telF&n involved and lengthy engineering task, but

FBI is committed to add further data to the log and to give users the ability, where appropriate, to
delete, if not all, then mostof the data. However, as stated in the Section on Access,
"transparency is a core valug FBI. FBI believes that our users are entitled to have easy and
effective access to their personal informatiomo achieve this goal, we shall endeavour not to
unnecessarily use or retain the personal data of users where such data cannot be made easily

I @1 At 0f S FBlhasdlgodn thigdeSpedpundertaken a policy of allowing users maximum
control over their data and to the maximum extent possible b@lextending an ability to delete

on a per item basis individual data item&iven the size of the engineering task;IFis agreed

to begin working on the project during Quarter 1 of 2012. -l F&as committed to showing
demonstrable progress by our J@@12 review.

While it is accepted that the adding of users to Groups is confined to their friends, it is the case
that a small minority of users on Facebook have an extensetwork of friends in many cases in
excess of 500. While that, of courseaimatter of personal choice it does bring with it a risk that

a person could be added to a Group with an ethos that might offend them or others and for the
time that they appear as such this could be a cause of significant embarrassment.

Additionally,even where a user leaves a Group, this fact is retained by Facebook at present to
ensure they are not added to the Group agaifhis is similar to the complaints in relation to
pokes, friend requests and tags in that essentially it is a matter of trapapgrand control.

l RRAGAZ2YyFfftex (2 |RRNXaa GKAa hFFAOSQa O2y OS]
may in certain situations work to imply that a user shares the views of a particular group before
the user has an opportunity to leave the gmin question, FB has also agreed to review and
NEOAAS G(GKS ySga adGd2NB GKIG A& ONBFGSR gKSy I
the suggestion that the user has in fact joined the group, until the user has been given an
opportunity to leave the group. FBhas also agreed to introduce a mechanism to identify, when
viewing the group itself, which listed users are members, as compared to which users have merely
beeninvited.¢ KS dzaSNJ aidl Gdza Attt OKIgASYFTERYEY EYYOAL
user visits the group for the first time. The user will be able to check the content of the group and
make a decision about whether or not he/she wants to be associated with this group. If a user
does not want to be part of the gray he/she will be able to click on the option to leave the

group.

FBLQa NBalLkRyasS 2y (KSasS O2YLIX lFAyda KAIKEAITKQG S
termed various important purposes to provide the best possible experience to users. Forlexamp

it stated it needs to save removed pokes in order to assist in identifying instances of bullying and
harassment; FB saves rejected friend requests so that the same user cannot continue to send
friend requests; FBuses removed friends datatoensufeK & G KS NBY2 @SR TNRS)
a friend suggestion to the user; and-FBses removed tags to prevent the user from being re
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tagged in the photo. FBhas pointed out that this has been developed based on the comments
and requests from their sers. FB points to its Data Use Policy to demonstrate that it is
transparent about the purposes for which it uses the data it receives.

FBI explained that content that is deleted is immediately removed from the site and can no longer
be viewed bythird parties and that it then begins the process of deleting the content from all of
the places it exists on their servers. This precas take up to 90 days, as is disclosed in the Data
Use Policy and described in the technical analysis report and thiesen deletion in this report.

In response to the random posts provided in the subject access requeststid that some

posts had not yet been purged by the time a response to the request had issued and that some
information may remain within serve for up to 90 days.

The broader issuef how the deletion process operates within Facebook is dealt with separately in
this report. This analysis is confined to the continued justification to hold post data which a user
might consider was deleted dor which FB cannot identify an evidence based justification to
continue to hold. This Office is satisfied th&BI does delete old posts froth  dzéo®r\Ribéles

FYR FNRY 20GKSNJ dzA SNDRA& t NP F AheSappeagafick 6f kheskh d& Y I N.
response to the complainant is that they were only marked for deletion at the beginning of July of
this year approx 12 days before the date of the access request. Therefore regardless of the date
on which the post was made the relevant date for diele was the date on which the deletion
request was madeHowever, as indicated aboveB¥Fhasagreel to provide greater transparency

and control over posts to users in their Activity Log as part of Timeline and this will allow a user a
greater opportunty to mark for deletion any such posts.

FBI explained that it operates large, distributed computing systems, where information necessarily

is stored in many places at once. For exampld, diieratesmultiple data centes in different
geographicareas8 S| OK 2F GKAOK ad2NBa O2sdatgbdses? Haviigk S A
data centres located near the people who use Facebook helplspgf®vide access to Facebook
without long delays. Using miigle data centes also provides redundancy, ensgrithat
Facebook will continue to fution even if a single data cemtis receiving an unusually high
amount of traffic, experiences a network problem, or becomes unavailable for another reason. FB

| also stores emergency backups of Facebook data inpheulocations to protect against data

loss.

The consequence of using distributed architecture is that information users post on Facebook is
often stored in multiple physical locations at once. This creates a significant engineering challenge
because, whn FBI deletes information, ibften has to do this not just in one place but in multiple
locations. FB states that it describes this process in its online Statement of Rights and
Responsibilities, which says,2 KSy &2dz RSt SUGS « ®aoklitIsydéleted adz LI2 3
manner similar to emptying the recycle bin on a computer. However, you understand that
removed content may persist in backup copies for a reasonable period of time (but will not be

' gFAtrofS G2 20KSNREV ®E

Given the complexity ofouilding deletion mechanisms that will work across its technical
environment in a manner consistent with its policies and commitments;l Hias a
multidisciplinary group of experts within the group of Facebook companies that have been and are
working to aldress these technical challenges.-IFBpressed that it is committed to continually
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working to identify changes in its procedures to maintain and increase their effectiveness, even as
its service evolves over time.

3.4.7Complaint7 ¢ Messages

The complainant stated that Facebook provides users with a messaging service whereby users may
send instant messages to other users who are online. It should be highlightethithatessaging

service is now expanded to include the sending and receipt of emails using a Facebook domain.
The complainant indicated that it is also possible to delete these instant messages if the user so
OK22aSa o0& OftAO 1Ay Dyon prokided. HEnBVerS thé convphiazntt 3 S a
contended that the act of hitting the delete button provided merely removes the message from
view and does not in fact, delete it. The complainant stated that information regarding the non
deletion of this data isitficult to find within the Facebook Data Use Policy.

The complainant considered that Facebook was in contravention of data protection legislation in
GKFG GKS dzaSNE KF@Ay3a Of A0SR WRSESGS YSaal 3
retained. Inaddition, he considered that if both users involved in an instant message have chosen

to delete it, Facebook has no legitimate purpose for retaining this data.

3.4.8Analysis
The issue of the retention of messages appears to be well understood by tngladoant. If the

message remains in either the sent box of the sender or the inbox of the recipient, then it could
not be expected that the message would be deleted byi.FBowever, if it is removed from both

GKS &aSyRSND& 062E | yhen tiefchtinded jOstiflciich yfail Bolingosack & & =
message is questionable. FBtates that its policy and practice is to delete a message after the
last person user deletes the message. This Office is satisfied with this best practice approach. This
was not verified during the course of the audit but will be confirmed during the review.

3.4.9Complaint 15¢ Excessive Processing

This complaint covers issues raised in a numbertb&rocomplaints. The complainant made a
general point in relation to the amount of data being retained and processed R contends
that the retention of so much data is excessarel a security risk.

The complainant contended that users should ®av WNB I f Q 2LIJiA2ya Ay (SN
personal data (pokes, tags, etc.) which users may have removed and presumed to have been
deleted but, as he alleges in his complaints, are in fact retained in the background. The
complainant considered the amnt of data Facebook holds and processes to be excessive.

FBI, inter alia,pointed to the worldwide popularity of the platform and contended that the fact
that Facebook processes the data of a very large number of people does not in itself mean that
that processing is excessivé&urthermore, FB noted that processing is excessive where it was
unnecessary, not simply where it justifiably involved a large amount of personal data.

3.4.10Analysis

This complaint needs to be considered in the context efspecific other complaints listed above.
There is no specific information provided that would lead to a conclusion generally in the context
of this complaint that FB is engaged in excessive data processing. However, more generally
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within this sectionof the Report we return to this issue based on information accessed and
examined during the onsite element of the audit.

3.4.11Complaint 17¢ Like Button

The complainant states tlia ¢ KSy | dzaSNJ GAaAda || gSatheliké o KA
button ¢ the following information is being recorded: date, time, URL, IP address, browser and
operating system information. The complainant considers that the information is lwailhected

unfairly and is excessive and allows Facebook to track user movements across the web.

Although there are detailed data retention issues, the use of sociatipldgta will be considered
separately in this Report as a specific item.

3.4.12Gereral Findings on Retention

A recurring theme in audits conducted by this Office is the ongoing challenge for data controllers
to meet the requirement in practice to delete personal data once it has served the basic purpose
for which it was collected. Ouaudit of FBI has demonstrated this once again and as a
consequence a significant portion of the audit was focused on this issue across many fronts. At
the outset it is perhaps worth recalling that Facebook Inc. remains a relatively young company
only fomed in 2004 and the majority of its user base only joining in recent years. In additibn, FB
was established as the European headquarters and came unambiguously under the jurisdiction of
Irish data protection law only in late 2010. Therefore, like dagt-$ip company, requirements in
relation to retention of personal data were not an immediate priority. AdditionallyL. FBa 0 dzi A Yy ¢
requires in many cases the retention of personal data in order to provide the services its users
expect when they join FE&book. FB therefore has indicated its commitment to increasing
visibility and control over data it needs to keep to support its users. As well h&8 confirmed

and recognised the need to comply with requirements in relation to retention where thepaagn

no longer has a need for the data in relation to the purposes for which it was provided or received.

The approach of this Office in relation to retention is that all periods chosen for the retention of
personal data must be fully evidence based ahe fperiod chosen cannot seek to cover all
possible eventualities where personal data may be useful to the company. We have applied the
same approach to FBwhich has sought in response to identify retention periods which meet this
objective.

Socialplugin impression log data and cookies
FBI has developed a new retention policy with respect to impression log data and cookies:

o For people who are not Facebook users or who are Facebook users in a logged out
state, FB will take two steps with respetd the data that it receives and records
through social plugins withihO days after such a person visits a website that
contains a social pluginFirst, FB will remove from social plugin impression logs
the last octet of the IP address when this infation is logged.Second, FBwill
delete from social plugin impression logs the browser cookie set when a person
visitsFacebook.com

o For all people regardless of browser state (logged in, logged out, ecFacebo&
users), FB will delete the information it receives and records through social plugin
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impressions within 90 days after a person visits a website that includes a social
plugin.

This approach allows HBto retain information about social plugins fromagbedin users to
improve the social plugin experience and to identify and resolve any technical issues in the
operation of the service, and then eliminate it oncd BBes not need it for those purposes.

Search data
FBI has developed a policy that iilhanonymiseall search dat@n the sitewithin six months.

Ad-click data
FBI has developed a policy that it walhonymisead click data after 2 years.

Login Information

FBI retains information in relation to the login activity of users.-IFBports that it does so for
security purposes, and this is examined separately in this report in the Security section. This
includes the date, time, IP address used, browser, operating system information and security
cookie information from every such loday a userAt its most basic level, we would consider that
there is not currently sufficient information in the Data Use Policy to educate users that login
activity from different browsers across different machines and devices is recorded. h&8
undertaken to enhance the information available in this regard.

We are satisfied that all such recording and retention of information is for security related and
fraud investigative purposes. We found no evidence, from a very extensive examination of code,
logging and queries served to the logged data that the information gathered was used for any
advertising, predictive or user profiling purposes. Access to the information was confined to the
security team, limited staff members in user operations and to Haeebook Credits suspicious
payments investigation team. The operation of Facebook Credits is dealt with separately in this
Report.

The question to be assessed therefore is how much user login information is sufficientlfts FB
meet its objectives t@ecure its system from bad actors. -HBformed this Office in the course of

the audit that there are approx 600,000 attempts made each day to illegally access or take over
user accounts on Facebook. This is an extraordinary figure and reflects tlaadiggnificance of
Facebook as a means of communication. It is therefore necessary to take due account of such
activity when considering this issue. -Hi&as provided to this Office an appropriate evidence base

to justify the retention period. The coimuing justification for tis period will be kept under
continuous assessment and will be specificallpssessed iour July 201Zeview.

Issues also arise in relation to the retention of information via CoakiesIP address of persons
who have only visited Facebook but not joinedBI have provided evidence to this Office that a
significant proportion of persons prior to seeking to maliciously access the site or an account will
have previously visited thetsiand that the possibility of correlating such activity is important in
securing user information. This is accepted. However, the proportion of persons who will engage
in such activity markedly declines with the passage of time and cannot be usedistifieation

for the continued storage agecuritycookie information for all users when such information would

be of no assistance in identifying unusual activity related to their account or Facebook generally.
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It would appear therefore that a combinatioof approaches which limit information stored taking
account of time and numbers of lamns best meets the criteria for balance in this area. This Office
has agreed such an approach wiBI but the precise details will not be set out here as to do so
would provide a means to undermine security.

We are satisfied that FBdoes not use or seek to use any information that might identify a person
who has never visited Facebook that it may have collected inadvertently via the sockat.plag
previouslystated this issue is separately assessed in this Report.

Search within Facebook

Additionally in relation to the above categories of information, while the user will have a
possibility to manage such information via the activity log, as this may enxdnsive
administration on the part of the user which would tend to discourage such activy,has
agreed to effectively anonymise all such information after 180 days even if the user has not
chosen to do so. This will also have the effect of remostrady information from the activity log.

Deletion of Inactive/Deactivated Accounts

The above improvements will provide significant control to users over each item of personal data
held on them by FB Now that Facebook has matured to an established @yghere remains

an issue to be addressed in relation to how long Facebook should continue to hold user accounts
where no activity has taken place or where the user deactivated his or her account. An
appropriate solution must be found so as to ensurettlik®l does not continue to hold such
personal data after the purpose for which the data was collected has expired. One approach
would be to adopt a hard policy of say one year after the last activity or where a deactivation
request was made and deletel aluch accounts. This could be highlighted in the Data Use Policy
and appropriate email reminders could be sent to a user prior to formal deletion. One obvious
flaw in this approach is that certain members of society, e.g. prisoners may be precluded from
accessing Facebook and indeed email during their stay in prison and it would appear
disproportionate to delete their information when they would not be in a position to offer a view.
As well, users could be travelling or engaged in some other activitggdwhich time they have
chosen not to be active on FacebooKhis therefore is a complex issue and one on which this
Office intends tdhavefurther discusenswith FB-.

The complexity of an information society service such as Facebook makesitrauicm challenge

for it to define and identify data which can be considered to be personal data and apply
appropriate retention periods to each category of such datal RBs committed to do so on an
ongoing basis.

FBI has noted that its success demEnupon constantly innovating and constantly providing
better and better experiences for users. At its most basic formulation, this includes showing users
the information that they most are interested in, whether it be content from their friends or
others or music or news shared by others or advertisements that are most relevant to them. It
also includes shielding users from negative experiences like multiple unwanted friend requests, or
harassment or bullying of any kind. -FBas highly complex systent@ provide such positive
experiences and block negative ones. Most of these systems require tHateEBn user data.

Such data is used for the purpose of providing the service users expect when they come to
Facebook. FBexpresses this explicitly its Data Use Policy:
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We use the information we receive about you in connection with the services and features we
provide to you and other users like your friends, the advertisers that purchase ads on the site,
and the developers that build the gamespégpations, and websites you use. For example, we
may use the information we receive about you:

T as part of our efforts to keep Facebook safe and secure;

T to provide you with location features and services, like telling you and your friends when
something igjoing on nearby;

T to measure or understand the effectiveness of ads you and others see;

1 to make suggestions to you and other users on Facebook, such as: suggesting that your
friend use our contact importer because you found friends using it, suggestihg tha
another user add you as a friend because the user imported the same email address as
you did, or suggesting that your friend tag you in a picture they have uploaded with you
in it.

Granting us this permission not only allows us to provide Facebookxst# today, but it also
allows us to provide you with innovative features and services we develop in the future that use
the information we receive about you in new ways.

FBLQa LRfAOe Aa (42 YIFI1S RFEGIF NBGSyUuA2y RSOAS
understanding of the expectations of the people who use Facebook as well as the length of the
time that it needs the data to provide a quality experience on Facklaal to understand and
improve the service it offers.

FBI noted that its retention policies in any of these contexts may be -odelen by a legal
requirement, a regulatory obligation, or an ongoing investigation into abuse, but only for as long
as that reason lasts.

Deletion of Datafrom Incomplete Registration

As outlined in the Privacy Policy/Data Use Section, a person registering with Facebook is presented
with links to the Privacy Policy and Statement of Rights and Responsibilities on the seceen

of the process and are deemed to have consented having entered the captcha code on that
screen. On the first screen of the process prior to having the ability to read these policies (a
potential user can also read them at present from the bottofrttee facebook.com page without
having to go through the registration process) name, email address, gender and date of birth must
be entered. Therefore we sought to establish what happens to the data entered on the first
screen if the user chooses to cahtheir account registration for any reason.

We have established that the user may be sent reminder emails duringdad@eriod, asking

them if they want to return to complete the registration process. After 30 days, if the user has not
completed theregistration process, an automated process will delete the information provided.
The code of this automated process was reviewed and confirmed to operate as specified, deleting
all information stored when the user filled in the first page of the regigtraafter this time.
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CONCLUSION/BEST
PRACTICE
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TARGET
IMPLEMENTATION
DATE

Retention of data

The information provided to
users in relation to what
happens to deleted or
removed content, such as
friend requests received,
pokes, removed groups and
tags, and deleted posts and
messages should be
improved.

FBI will comply with
this recommendation
in an updated Data
use Policy.

By the end of Q1
2012.

' aSNRAa &aK2dzZ R
with an ability to delete
friend requests, pokes, tags
posts and messages and be
able toin so far as is
reasonably possible delete @
a per item basis.

FBI will phase in such
transparency and
control to users on a
regular basis

FBI has agreed to
begin working on
the project durng
Q1 of 2012. FBhas
committed to
showing
demonstrable
progress by our July
2012 review. This
time-scale takes
account of the size
of the engineering
task.

Users must be provided with
a means to exercise more
control over their addition to
Groups

FBI has agreed that it
will no longer be
possible for a user to
be recorded as being
a member of a group
gAGK2dzi (K
consent. A user who
receives an invitation
to join a group will
not be recorded as
being a member until
s/he visits the group
andwill be given an
easy method of

leaving the group

By the end of Q1
2012.
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Personal data collected
must be deleted when
the purpose for which
it was collected has
ceased

FBI will comply with
requirements in
relation to retention
where the company
no longer has a need
for the data in
relation to the
purposes for which it
was provided or
received. Specifically
it will:

1. For people who are
not Facebook users g
who are Facebook
users in a logged out
state, FB will take
two steps with
respect to the daa
that it receives and
records through socia
plugins within10 days
after such a person
visits a website that
contains a social
plugin. First, FB will
remove from social
plugin impression log
the last octet of the IP
address when this
information is
logged. Second, FB
will delete from social
plugin impression log
the browser cookie
set when a person
visitsFacebook.com
2. For all people
regardless of browser
state (logged in,
logged out, or non
Facebook usejsFBI
will delete the
information it
receives and records
through social plugin
impressions within 90
days after a person

Immediate and
ongoing,subject to
any legal holds
placed on the data
by civil litigation or
law enforcement
Thecontinuing
justification for
these periods will be
kept under
continuous
assessment and wil
be specifically re
assessed in our July
2012 review.
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visits a website that
includes a social

plugin.

3. anonymise all
search data on the
site within six months

4. anonymise all ad
click data after 2 year

5. significantly
shorten the retention
period for login
information to a
period which was
agreed with this

Office
There is not currently | FBI will provide By the end of Q1
sufficient information | additional 2012.

in the Data Use Policy
to educate users that
login activityfrom
different browsers
across different
machines and devices
recorded.

information in a
revised Data Use
Policy

We have confirmed

that data entered on ar
incomplete registration
is deleted aftel30 days

Data held in relation to
inactive or deactivated
accounts must be
subject to a retention

policy

FBI will workwith
this Office to identify
an acceptable
retention period

July 2012.
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3.5Cookies / Social Plums

In advance of the audithere was significant public comment and discussion in relation to the
collection of information by Facebook when individuals visit websites which contain a Facebook
social plugn, e.g. a Like Button. Facebook, like almost every website, also dropesdtekit
containing a piece of information) when a person visits Facebook.com. This is a standard practice
on the internet.

This issue was examined closely withl ElBring the course of the audit to establish precisely what
information is collected, invhat circumstances and for what purposes. The results of the detailed
technical analysis are contained in section 6 of Appendix 1. This matter is also dealt with in the
advertising and retention sections.

@ gl @& 27F ol O1 3N dzy R Duttégnpateralfdaturéd firadzded WyaFacébodk & a [
website owners, according to Facebook to allow the owners of websites to provide a customised
browsing experience for Facebook users. The social plugin allows users to see information such as
which of their ik SY R4 KI @S af A1 SR¢ GKS 02 y-nFatébooR Fserii K S
visits a website that has a Facebook social plugin, the user will be presented with personalised
content based on what their friends have liked, recommended, or commented updheosite. If

a loggedin user clicks on a social plugin, the button turns darker to indicate the user has clicked it.

Ol 2y CIO0So62212 | &ad2NB gAff | LIISINI 2y (KS
News Feed, just as if the user likedrething on Facebook. Equally, as outlined in the Advertising
{SOGA2YZ | dzaSNJ gK2 A& y2G f233SR Ay OFly Of At

personalised content and interact with the plugin.

Social plugin content is loaded in an isliframe, or iframe. An iframe allows a separate HTML
document to be loaded while a page is being loaded. In this case, the social plugin content is
loaded separately from the content of the surrounding website. This is a standard way that
content from diferent publishers is loaded to a website. When a user visits one of these sites, the
Facebook iframe can recognize if the user is logged into Facebook. If the user is logged in, the
website will show personalized content within the plugin as if the userewon Facebook.com
directly.

We have confirmed that the content of the social plugin iframe is delivered directly to the web
browser from Facebook and the website on which the social plugin is hosted has no visibility of the
content of the social plugidelivered.

The type of information collected by Facebook varies depending on whether the per§dpm is
loggedin Facebook user(ii) aloggedout Facebook user(iii) not a Facebook user and never
visited Facebook.com an@) not a Facebook user andsited Facebook.com within the last two
yearsbut not cleared their cookies in the meantime.

3.5.1Non-Facebook Users

For a nonFacebook user who has never visited Facebook, no cookies are sent either to or by
Facebook when a user visits websites cont@nind 2 OA | £ L) dzZaAy a ® ¢ KS dza
in order to deliver the iframe as above.
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When a noAFacebook user visitsww.facebook.comthree cookies are set by Facebook. Two are
session cookies and oneaookie set for two years for security reasons as outlined elsewhere. |If
this nonuser does not clear their cookies and visits a website with a socialirpldigur cookies

will be set by Facebook when delivering the pingo their browser. An explation of the
purpose of these cookies is outlined in the cookie analysis section of the Technical Analysis Report
(appendix 1).

3.5.2Facebook Users

There are some small distinctions between the cookie information sent when a lagged
loggedout userbrowses to a website with a social ptug These are outlined in more detail in
Sections 6.4.1 & 6.4.2 of the Technical Analysis Report.

The Datr cookie identifies the web browser used to connect to Facebook. This cookie is used for
security, among othe purposes. For example, this cookie is also used to underpin login
notifications and approvals.

The lifetime of this cookie is currently two years. We expect Facebook to examine shortening this
period. However, for the reasons outlined in the Secusiéction we are not raising any concern
over the use of this cookie. Our focus is on the use of the data collected and the need to
implement a very short retention period where the data collected is from social-ipkigon
external websites.

A second naible cookie is used to manage how the login page is presented to the user. Several
pieces of information are encoded within this cookie, as described here:

T ¢KS a1S8SSL) YS t233SR Ayé¢ OKSOl1062E 2y G(KS
whether or not theauthentication cookies delivered to the user when they log in will be
NBGFAYSR gKSYy GKS dzaSNJ ljdzada GKSANI oNBGgaSN
then when the user logs in, the authentication cookies will be persistent (retained after the
ONRSaASNI SEAGAVD LT GKS a1SSLI YS t2338R Ayé
cookies will be session cookies (cleared when the browser exits) in most cases.

1 A steady flow of cookies beginning with _e are transmitted between theQiseeb
browser and Facebook. These cookies contain performagle¢ed information pertaining
to the use@ actions on the website. The cookies are session cookies and the values of
these cookies are set by the u&browser and unset by the Facebook serveryiamally
every request agdescribed in Section 6.6 of the Technical Analysis Report at Appendix 1

3.5.3Non-Cookie Information

Aside from the cookie information described in the previous section, the relevant information
from a data protectiolJS NR LISOUA PS (GKIFG Aa aSyid o0& |y AYRAC
plugins are loaded is:

1 Time and date of request

o The time and date that the Facebook server received the request.
i Browser IP addresses
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o Performing a HTTP request involves settingauponnection between the PC on
which the web browser is running and the Facebook server that will process the
request. Establishing such a connection requires that the server must know the IP
address being used by the cliéht

3.5.4Logging of Informatio

The structure of Facebook log entries was reviewed as well as the code that performs logging.
Access was sought and provided to the log entries, the code used to query the entries and the
gueries made to the logs and we were satisfied that no accessnaae to any information that

could be considered to be personal data in the logged information for advertising or profiling
purposes.

Tests were also performed to attempt to establish whether or not the act of a lcggédcebook

user simply browsing thJ- 3S& GKF G KIF @S &a20AFf L dAAya ol &
would influence the advertising that the user is presented with. An affirmative result would
strongly indicate that Facebook were using browsing activity to target advertising, whish
claimed is not the case.

No correlation with browsing activity was identified.

This is an issue which was also the subject of complaint from EwrpeebookComplaint 17¢

Like Buttorsd ¢CKS O2YLX FAYlIyd adFraidSR GKFIO 6KSy | dza
A ¥ Ghe Like buttong the following information is being recorded: date, time, URL, IP address,
browser and operating system information. The complaineonsiders that the information is

being collected unfairly and is excessive and allows Facebook to track user movements across the
web.

FBI Response

FBI stated that it has not designed its systems to track user and non user browsing activity and
that users have provided consent for the processing of datd. deBtended that it provides
WSEKI dZAGADSQ AYF2NXIGAZ2Y AYy NBflLGA2Yy G2 (GKS dz

When you go to a website with a Like button, we need to know who you are in order to
show you what your Facebook friends have liked on that site. The data we receive includes
your user ID, the website you're visiting, the date and time, and other braelséed
information.

IfyouR2y Qi KIF @S | Cl O0So6221 | 002dzyid FyR @Aard
social plugin, your browser sends us a more limited set of information. For example,
0SOl dza S & FadxDdblisery 2 4 S R 2 yauder DNBVO Soirét&ive the web

page you're visiting, the date and time, and other browsdated information. We record

this information for a limited amount of time to help us improve our products.

19 Certain scenarios exist, notably the use of NAT (Network Address Translation) or the use ofraxyetvipere the
browser is not making a direct TCP/IP connection to Facebook. In these cases the IP address received by Facebook will
not necessarily be the same | P address as that of the
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3.5.5Active Cookie Management

An obvious concern for this fife in examining FB Q& dzaS 2F 0221 ASa Aa
that recur about the purposes to which#BQ & LJdzia GKS RI Gl NBOSAOSR
minimise the collection in the first place. We therefore sought concrete measures to isénihe
possibility of the future collection of unsought data. The Facebook security team have
demonstrated a recently improved feature for proactive management of browser cookie state,
1y26y |a G/ 221AS az2yaidSNE® ¢ KScodignBdto chdratelpK A &4 7
described in the Technical Analysis Report.

FBIl response
Historically, cookies only intended for logged in users were cleared by Facebook on logout. There

were two challenges presented by this: (a) Facebook engineers needextify sipe behaviour of

the cookie in multiple locations in the codebase, and (b) if a user was logged out by means other
than explicitly logging out, the cookies would not be cleared (e.g., a user might be logged out by
manually clearing one of their coeki, by quitting their browser, or due to a bug in the browser, a
browser plugin, or Facebook itself). In response to these issues, Facebook extended an existing
cookie management framework to make it more reliable and comprehensive. For example, on any
request where Facebook can determine that a user is not logged in, any cookies present in the
request but only intended for logged in users will be cleared. On some requests, this is not possible,
but it is attempted on every request. As a result, in ficac cookies only intended for logged in
users should be reliably cleared shortly after the user is logged out regardless of how the user
becomes logged out. This cookie management framework also enforces other similar policies
about cookies (e.g., whidookies are only sent over https requests and which cookies are visible to
Javascript executing in the browser).

It can be assumed that this framework will serve to assist Facebook in combating the collection of
excessive information via cookies whichrevénitially intended for another more limited purpose.

We will keep this area under review and willegamine the operation of the framework in July
2012.

3.5.6 Analysis

Facebook as outlined repeatedly in this repqrtis perhaps the most complex teaical
environment on the internet. The use of social plng on several million websites has added to
that complexity and increased exponentially the data which Facebook receives in order to serve
those plugins to every browser that visits those websitdsBl strongly asserts that ihas not
designed its systems tose any data derived from the serving of the social phsgto profile
either users or nofusers for when they join. In the case of usersihesposition of FB that they
already have aich source of information provided by the uséhemselves via their own profie
their likes, their interestsetc. to have no desire to use such information. However, undertakings
in relation to the relative utility of such information are not suiict of themselves to allay fears

as in the case of Facebook users whether loggeal not Facebook has a direct means, if it chose
to do so, to associate the social plugbrowsing data with the user. It also has a means to build a
profile of a noruse who has visited Facebook.com and associate it with them in the event that
they do join.

Our task therefore was to satisfy ourselves that no such use was made of the collected data. We
are satisfied on this point. Secondly given the \aamsbunt ofdataheld we also had to verify that
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the data collected was not queried or otherwise accessed for any purpose other than for site
quality etc.

FBI has confirmed to this Office that, as part of its commitments described helawl be
amending its data retention policy for social plugin impression logs to provide enhanced protection
to the information of users and nearsers. Specifically, under its revised policy, for people who are
not Facebook users or who are Faceboakag a logged out state, HBvill remove from social
plugin impression logs the last octet of the IP address when this information is logged. Sedond, FB
will delete from social plugin impression logs the browser cookie set when a person visits
Facebok.com. In addition, for all people regardless of browser state (logged in, logged out, or
non-Facebook users), ABvill delete the information it receives and records through social plugin
impressions within 90 days after a person visits a website itldtudes a social plugin. These
combined measures ensure that-Ftains information stored in social plugin impression logs for

a minimal period of time.

While this Office acknowledges the technical and practical challenges with respect to deleting
sodal plugin impression data, including current issues resulting from litigation in the United States
it is not appropriate for Facebook to hold such information other than for a very short period for

very limited purposes.

In this respect, w are aware hat from time to time class action or other litigation is filed against
Facebook that can require the company to retain data for purposes of such litigation, including
social plugin data. In addition, ffEnformed this Office that in August of this yed#rdiscovered
social plugin impression data that should have been anonymised or deleted had not been. It
stated thatas soon as it became aware of this situation, it began to implement a technical process
to delete such information. Substantial progressdeleting the data had been made when
retention of social plugin impression data became required for litigation purposes.

After a detailed review of FBQa G SOKYyAOlIf aeéaidsSyvya F2N Rsdl R
committed to building the ifrastructure necessary to comply with its new, enhanced, data
retention policies. FBhas undertaken to review the technical systems used specifically for the
deletion of social plugin log records and report back to this Office on their current effeetise

and how they will be amended to support this change to its data retention policy. We have asked
FBI to put in place measures to implement its new retention commitments for social plugin
impression data by July 2012.

This Office welcomes this ney@roach and given the sensitivity of this issue we will be verifying
deletion of the first batch in line with this commitment as soon as it happens.
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ISSUE

CONCLUSION/BEST
PRACTICE
RECOMMENDATION

FBlI RESPONSE

TARGET
IMPLEMENTATION
DATE

Cookies/Social Plutns

We are satisfied that
no use is made of datal
collected via the
loading of Facebook
social plugns on
websites for profiling
purposes of either
USers or NOFRUSers.

It is not appropriate for
Facebook to holdata
collected from social
plug-ins other than for
a very short period and
for very limited
purposes

Impression data
received from social
plugins will be
anonymised within 10
days for loggeabut
and nonusers and
deleted within 90
days, and for logged
in users, the data will
be aggregated and/or
anonymised in 90
days.

Immediately and to
be verified by this
Office subject to any
legal holds placed
on the data by civil
litigation
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3.6. ThirdParty Apps

3.6.1Background

Facebook provides an applicatipatform to allow third party developers to build applications
that integrate with the Facebook Platfoffh Facebook also provides development platforms for
integration with other websites (e.g. social plugins which are discussed separately in this report)
and integration with mobile applications.

The use of third party applications is an issue which our colleagues in the Nordic cSlainig:s
Canada have examined extensively in previous investigations. It was also an issue which formed
part of the complaits examined by the Federal Trade Commission (FTC) in its recent investigation
which was settled and announced on 29 November 2817Among the issues examined by the

FTC was a complaint that Facebook was passing user data to third party applicatiohs via t
unique user id. Facebook in response to the FTC indicated that it had resolved that particular
issue.

3.6.2Complaint 13¢ Applications

The role and use of third party applications was also an issue outlined in the complaints received
from Europev-Facebook.org. This complaint pointed out that Facebook users are offered the
option of using third party applications games, quizzes, etc. which can be accessed via the
Facebook platform. It contended that Facebook allows third party applications access to the user
RFGIF AG K2ftRax AyOfdzRAYy3I GKS LISNER2YIFf RFEGE 27F

The complainant suggests that Facebook does not take gimaasponsibility in ensuring that
these third party organisations have a privacy policy (this was outlined in Complaint 12 also) and
does not notify users in a case where a third party has no privacy policy.

The complainant considered there to be a lafknformed user consent when accessing a third
party application.

3.6.3Norwegian Consumer Council

In the complaints submitted by it on this issue (see Appendix 2), the Council indicates that when a
Facebook user signs up to a third party applicatiénlti G KS dzaSNRa RF Gl A
application. The Council contends, from information collected from a survey it carried out, that
GYlrye LIS2LXS 06StASYPS GKS LI AOFGA2ya G2 oS
aware that they are interdcA y3 gAGK | (GKANR LI Nhéé¢d ¢KS [/ 2
terms and conditions of third party applications are complex or unclear.

d:

¢CKS [/ 2dzyOAt adl SR GKIFG F dzaASNJ aA3ayAay3a dzZl G2
terms andconditions in order to use the service. The Council raised issues with specific third party
application developers.

2 hitps://developers.facebook.com/

Z http://www.datatilsynet.no/upload/Dokumenter/utredninger%20av%20Datatilsynet/Microsoft%20Word%20
%2011006435%20Part%2011%A20Questions%20t0%20Facebook%20from%20Nordic%20DPA.pdf

% htp://www.ftc.gov/os/caselist/0923184/111129facebookagree. pdf
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Facebook considered its information regarding third party applications to be clear. In its Statement
of Rights and Responsibilities, Fagek states that

When you use an application, your content and information is shared with the
application. We require applications to respect your privacy, and your agreement with that
application will control how the application can use, store, and feanthat content and
information.

It also highlighted information contained within its Data Use Policy titiefl K+ NA y 3 g A (K
6S6aAiSa | yR ThidksttisnOdeschblsy @atbarmd & ! 6 2 dzii ).t drovided 2 NI €
information on how to controinformation that is shared with applications (both when you use
platform and when your friends do), and includes other relevant information as well.

With the thousands of thirgbarty applications on the Facebook Platform, it is critical that the
framewolk for the provision of data to such applications is as clear and secure as possible. This is
recognised by FB It is also the case that while there are matters which are within the direct
control of FBI, others are outside its control as they restrpairrily with the third party application.

Of course, however it is not possible for-F® abrogate responsibility once the information is in

the possession of the third party application and it does not seek to do sé.higBlighted that it
endeavourdo protect its users from the misuse of their personal data by rogue applications and
that it devotes considerable resources to doing so.

Given the prominence of thirgarty applications on Facebook, a specific focus was placed on
examining their inter@y with Facebook. A number of meetings were held with the relevant
teams based in Dublin as outlined below and a detailed examination was undertaken of the code
available to third party developers to access user information. A key focus in this regarto wa
verify that it was not possible for an application to access personal data over and above that to
which an individual gives their consent or access personal data of any other user beyond that
enabled by the relevant settings.

3.6.4Developer Relatios

In addition to a technical examination, it was felt appropriate to meet with the individual teams
responsible for managing third party applications. earh of FA staff{ Y2 6y a4 a5S 3¢
wSft I G A 2 ydavelaper aupo$ M external developers whare developing third party
applications and pluins using tools and APl code availabletbe WCI OSo6221 At f I GF
reciprocal team is currently being establishedMenlo Park Californiato mirror the functions of

the existing team in Ireland and aldor the provision o4 hour development support cover.

All third party applications and developers ansternalto Facebook and range from amdividual
building an app as a hobby to a professional develapearge organisatiomouilding a range of
apps connected to certain products or campaigns, includargexamplegaming appsn which

users must pay for premium contenthe Developer Relations team generally focus on bugdixi
testing and code amendment in relation to thedebook APIs. We examined with Platform
Operations a number of reports received regarding bugs and inspected the data in relation to
developers that are stored and used. No particular issues in this regard arose.

3.6.5Platform Operations
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The role of Patform Operationsis to enforce Facebook &latform Policy, interacting with
developers of third party apps ardkvelopers using the social graph, i.e., social pluginensure
adherence to Platfornfolicy. An examination was conducted of the work queus the Platform
Operations Team. It was noted that Facebook has now introduced a number of automated tools,
developed in Dublin, to proactively and automatically identify and disable applications engaged in
inappropriate activity such as spamming frisndr friends of friends, excessive wall posting, etc.
The Team also responds to specific user complaints regarding the behaviour of applications and
enforces a graduated response against the application and the application provider depending on
the natureof the contravention of the Platform policy. We examined one complaint from a user

in relation to unauthorised use of Intellectual Property by another developer which was received
on 9 November and action was taken to delete the application within 2sotlihe account of the
developer was disabled and all other applications which they had developed were also subjected
to review. We also examined a phishing complaint received from a user who reported an
application trying to retrieve their email and passrd. The application was immediately disabled
FYR FdzZNIKSNJ | OGAz2zy (I 1Syo® LG o6l a faz2 LRAYyG:
that all applications (even those developed by the large games developers) must be developed by
and attributalde to an identifiable user on Facebook.

3.6.6Process for Activating an App

A third party application is activated for a user when a user grants permission to an application to
access their information via a permissions screen as below. The permissiees (screenshot

below) contains a link to the privacy policy of the third party application which the member is
expected to read prior to granting permission to the application to access their information. It will

be noted that the link to the privacpolicy is smaller than the remainder of the text on the
LISNX¥AadaAz2ya &aONBSyo la ¢Sttt GKSNB AayQid |y«
read the privacy policy before adding the app.

Request for permission

Café World is requesting permission to do the following:

a Access my basic information N Lg G‘izﬁ
Includes name, profi picture, gender, networks, use o]
v Access my Profile information Café World
& Access information people share with me
~= i
I o e ekt
katy.dadswell @bluerubicon.com * Change
[. 4 Post to Facebook as me
?6‘ Publish games and app activity
Pet Society |
e , : Okay, Play Game
T Welcome to Pet Society
Decorate your Pet's home, go on a shopping spree, = Your basic info
play games and share gifts with friends. Play now and = Your e-mail address (banditkf@yahoo.com)
let the fun begin!
Content shared by this app will be visible on This app will share your achievements,
Facebook to your high scores and other app activity
on Facebook.
B Friends

e and Privacy Policy - Report App
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3.6.7Consent for Third Party Applications

It is clear that users should fully understand what will happen to their data when they grant
permission to an application to access their information. This is highlighted by the complaints
received on this issue by the Norwegian Consumer Council and éwfegcebook. This Office
believes that FB could significantly improve the manner in which it empowers users via
appropriate information and tools to make a fully informed decision when granting access to their
information to third party applications.

For example, when a user grants access to their information they can also grant access to
information related to their friends. The extent to which the application can access information
related to friends is determined by the settings of the friend. éWta friend of a user adds an
application, the default setting (where the user has not proactively changed their privacy settings)
allows the thirdparty application joined by a friend to access your profile picture and name. This
Office considers that # process to restrict such access is not intuitive because the user must
consult the privacy settings area of the site rather than the Apps area.

How people bring your info to apps they use

People on Facebook who can see your info can bring it with them when they use apps. This makes their
experience better and more social, Use the settings below to contral the categories of information that
people can bring with them when they use apps, games and websites,

¥ Bio ¥ My videos

¥ Birthday W My links

¥ Family and relationships ¥ My notes

I~ Interestedin ¥ Hometown

[~ Religious and political views ¥ Current city

¥ My website ¥ Education and work

[¥ If I'm online ¥ Activities, interests, things I like
[¥ My status updates [¥ My app activity

[¥ My photos

If wou don't want apps and websites to access other cateqories of information (ke vour friend list, gender
of info vou've made public), wou can turn off all Platform apps. But remember, wou will not be able to use
any games or apps wourself,

EEENR G EGT RN | Cancel

Equally when a user adds an application, the fact of adding the app is by default displayed to
friends,dzy t Saa GKS dzaSNJ KIFa &LISOATFTAOFfEfe&e NBadNROI
aSiioAry3io LY Ylye OFaSa GKS dzaSNDa | OtAgAaGe 2
Office considers that changing the setting is not straightrd because the user must avail of the
Odzad2y aSitdAy3daa G2 NBAIGNROG GAraroArafAle 2F (K
aSi GKA& NBalONAROUGUA2Y 0SOldzasS (KS az2yfeé YSs a
settings lzOK | & aLJdzoft AO¢ 2NJ aFNASYRAE odzi A& 2y
From our analysis, this Office considers that many users may not fully understand that other users
may see the fact that they have added an app. Additionally, the aitsity of the option to
NEAaGNROGU QGAraAroAtAGE 2F GKSANI FOGA@GAGE 2y (GKS
improved.

S
S
d

FBI indicated that it had recently changed its granular data permissions dialodthisxis the
information resource attached to apps which the user clicks in order to add the apf)eXiecst
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it to be fully available on all applications in February 284@ for itto allow for contextual control

over the audience that will see ttdkza SN a | OGAGAG & @ ''ASNABR OFy I f 3
before adding it. In addition, applications must now use a second permissions screen for many
categories of data, thereby discouraging developers from asking for too much data from wusers. A
there is a direct correlation between the number of screens and information sought and the
number of members which join an application, it is considered that this change will encourage app
developers to exercise more discretion over personal data soughts Office did note that this
correlation is spelled out to app developers on the relevant screens within Facebook Platform.

As suggested earlier in this section, we would also consider it appropriate that the Privacy Policy
link be given more promimece within this screen and that members be advised to read it before
they add an app. This should be supplemented with a means for a member to report a concern in
this regard via the permissions screen. This would allow Platform Operations to examine the
application and take appropriate action against it if it is seeking more personal data than can be
justified. FHB in response has stated that the new permissions dialog box, as referenced above,
O2ydFAya | GNBLR NI I LILIE ntibug 16 Worlowith tig @fficeAviith they R
shared objective of ensuring that members have sufficient information about the use of data by
the third party when making a decision as to whether to add an app or not.

Some additional issues arose while thisi€@ffwas examining the role of third party applications
prior to the audit. Specifically for a period of time around the end of September/start of October
of this year the privacy policy link in relation to all Zynga applications was leading to a deagl link
per the screen shot attached. It is assumed that this was related to an update made to its privacy
policy by Zynga at that time but as the permission given by a member is entirely predicated on
their ability to examine the relevant privacy policy amdke an informed choice this is obviously

an unacceptable situation. It is straightforward forIRB deploy a tool that at its most basic level

will check whether privacy policy links are live. We would expedtt&itroduce such a tool to
ensure that this issue is resolved. B response has stated that it is urgently examining how to
introduce this feature from a technical feasibility perspective-:LFBa LIN2 ANK&a Ay AY
recommendation will be explicitly examined on our reviewtwsJuly 2012.

(; I |ﬂ_httD:_f_."N'A".N.zvnua.com_-"leual_.fterms of_service.php ZI | X I |
Eile Edit View Favorites Tools Help

y »
S dRF @ HTTP 404 Mot Found ‘ ‘ 3 = B - i v :.rpage = o Tools =

2l

|o:| The webpage cannot be found
= ‘ HTTP 404

Maost likely causes:

» There might be a typing error in the address.

# If you clicked on a link, it may be out of date.

What you can try:

® Retype the address.

® o back to the previous page.

® Goto and look for the information you want.

) More information
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Finally in this area it was noted during the audit that Facebook has recently launched Facebook
Platform for Mobile which provides a means for developers to develop mobile specific
applications. A detailed examination of this Platfiowas outside the scope of the audit at this
time given the large number of issues which were in scope. It is recognised though that there is a
justifiable concern around the ability of mobile applications to collect additional information in
relation to members once they have signeg to a mobile app. While this type of information,

e.g. location information, unique handset identifier as examples are not within the direct control
of FBI, there is an opportunity for FBto demonstrate leadership in thiarea and provide specific
instructions to mobile applications to only seek such information where entirely justifiable and to
2yte dzaS Al 6AGK GKS AYRADARdzZ f @Bas dndeftdken @2 y 4 S
bring forward appropriate gdance in this area for mobile app developers and to include relevant
terms in its Platform policy.

We will examine Facebook Platform for Mobile in more detail during our fellpwith FBI in July
2012.

3.6.8Security Considerations

As outlined at theoutset of this section, we sought to verify that it was not possible for an
application to access personal data over and above that to which an individual gives their consent
or enabled by the relevant settings. The audit verified that this is the cased@tailed security
testing undertaken to verify this issue is outlined in SecticrApplication Development of the
Technical Analysis Report (Appendix 1).

When a user authorises an application to access their information following the procedures
outlined above, the application is provided with an authorisation token. This token is then
provided to Facebook along with subsequent requests for information. A user can revoke the
permission for an application via the applications permissions screewrshio the screenshot
below. We have confirmed that an application that has been removed by a user can no longer
access their information other than that which is publicly available.

The technical analysis report also confirms that it does not appear possible for an app to perform
tasks or access information unless the user has granted an appropriate permission. It is also
confirmed that when a friend of a user installing an app Hassen to restrict what such apps can
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