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|. Introduction

1. History of our Complairg

hy o6SKIf FvRFOISHNRPOENEE S al E { OKNB Y& thelrigh DatAlR dz3 K i
t NPGSOGA2Y /1 2YYAAaaAz2ySNI 65 (FRID FBI igtheNegal éntityrdhing$é 2 21 L
a20ALf ySGg2N] Ay3 loifalugefsdNSilofdhg USeSDCradad 02 Y £

LY FRRAGAZ2Y (2 conipkiktsi progedlusezhe ONfiddIoE the Irish Data Protection

/| 2YYA&aaA2ySNI oh5t/ 0 KIFI& adlFNISR [y | RRMaidAetgl £ &I d:
the publicaton of &t NE L2 NIi¢ Ay 5SOSYOGSNJ Hamm FyR | GhRBOASH
outcome of these reportsarened A Y RAYy 3 d¢o0Said LINF QGAOS¢ adzaaSadrzya
We were not parbf this pubA O & prdeBduré é&nd the ODPC sdkat it istotally independent from

our & wio-party complaintg procedure BS O | dza S (i iK fact avérldpB with the substance of most

of our complaintsi KS h5t/ KIFa&a Fal1SR dzaX Adhes aySDf ofrdriti®2 YS 2
complaints To answer thiguestionwe have nowplii (12 3SGKSNJ KAa AGaNBOASS 2F

2. Summaryof this Review

We have dedicate@éxtensiveNB & 2 dzZNDOS&a +FyR GAYS G2 +tylrftel S |yR Sgli
the meaning for our complaints proceduM/e hope this document will lead to a final and légainding
decision by the DPC in the near future and believ®as a mile stone in this procedure.

2S |INB KIFLILR (2 &aSS (KFd GKS dwedaRve bréughkbefare tHeSy S NI f
ODPC. We were especially happy to see that we haweason to correct any of our initial findings. A

majority of FBL Q& 02 dzy i SNI NBHdzySy ia 6SNB I f NBIFRe SELISOGSR
complaints.

We are also happy ttet you knowthat some complaints are partly solved through the actiond R8s
taken in the last year. Most notably ffBas changed the sigup process, implemented deletion periods
for certain data, updated the pracy policy multiple times, givamsers access to more data than before,
and has suspended the facial recognititools in the EU/EEA. To us this also indicates that our initial
complains were fully justified.

At the same time we had to find that many facts or clagubmittedby FBI turned out to be false or at

least not credible. In many cases we had to find fR&I did not follow the suggestioria i KS & I dzRA { €
has simply submitted false or misleading evidenidee ODPC has relied on these facts and claims when
makingits decision, we therefordope thatthe facts we are submitting through this review vailso lead

G2 I NBSGlLtdzad A2y 2F (GKS aldzRAGE o6& GKS hs5t/ o



30! dzRAGE +Fa | {2tdziAz2y F2N) 2dzNJ a/ 2 YL | )

2 KSy |yl f &l ApfaBeduiekv® hard releBghized masiepsthat lead inthe right direction
and we hereby want to thank the ODPC for its work thiexe these steps. We are aware of the limited
resources of the ODPC and we are happy to see that the points of discussions caulkdieely
narrowed,but we currentlyseenone of our complaints to be fully resolved

Ly Ylyeé OFaSa {KitcaverddRiajorépart& of dur éomplainls. In many cases the

Gl dzRAGE 2yfe yIYSR 2yS 2F (GKS NBI alasyllagaldbatdidmmtS o6 St A
elaborate about other argumentsve submitted This is reasonable given the differerdope and

LJdzZN1J32 &S 2F (GKS al dzRA (€ thig lyERA 23 LYSOAYFa Ol Oy LA K & v @ & HzR
alternative to a formal decision opur complaints.

In some cases HbBhas simply not implemented the nérinding suggestions expressed by the ODPC

GKS GNBLERNI¢ yR GKS GNBGASs 2F GKS NBLRNILo® !a |
aSOlA2y 2y &HOoOrSesearchNiRupmdzSautitiat ABQ a (1 2 2 érdiacdess cefteénli  dza
informationare simply not working.

In some instances thé | dzR A assivélyteparted from the common European understanding of the

law. National laws have to be interpreted in line with EU Directiid®e EU Data Protection Directive

(Directive 95/46/EG) has installed thé ! NIi A Of & 3 H o | rédpFesekting all European DPCs to

form a common interpretation of the law.

alye 2F GKS ao0Said LINIsdebhviowlgcontrakyyfoRie gationuntiersialiding NS LJ2 N.
expressed in the documents of this institution. While the opinigang  KS 9¢ 2 NIl A @IS t NI & ¢
not legally binding, weDl yy 2 (i dzy RSNEGFYR K2g (GKS &k daRtiaieé OF y
O2yGNI NE (2 GKS&aS 2LAYyA2ya a €tS3artz 2N S@Sy aGaoSa
the ODPC hasgharted from this common understanding to be able to get a clearer picture.

InsomeOl aSa (KS dskedri® bdibisedNdd pdeditiorsinprovenclaims by FB or general
assumptions that lack fadtased evidencsupporting them. We recognize thatfacultative norbinding

Gl dzRAGE LINRPOSRAZNB YAIKGEG y2i0 F2tt2¢6 Y2NB aGNAy3ISYy
on fundamental rights in a twparty complaints procedure. We have indicated whenever question the
evidence or claims in thillowing document and usually ask the ODPC to disclose existing or héve FB
produce evidence that would support these claims. We are sure that by getting these additional
information we will be in a position to solve these complaints.

In relation to allcomplaints the ODPC has still not given us access to any of the arguments submitted by

FBI. We were also not allowed to access files or evidence concerning our comphkssnexpressed

previously, we are left with almost no information in our own procedu

CKA& YF{1Sa Ad FLrOddzrtte AYLRaaAotS (G2 KIFESBS | aFlkA
The ODPC is decidiagout very crucial constitutional and fundamental rightsan authority is deding

about such core valueséalls for arespecially firm, transparent and fair procedui®e have dedicated
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In this section we have outlined in a more detailed way that we only seek access to information that
somehow relats to our complaints, but we are not requesting such information on submissions-by FB
GKIFIG 2yte NBEFGS G2 GKS dal dzRAGE @

We know that the current situation might be extraordinary for the ODPC and we are happy to resolve
any misunderstanding in this relation.eANery much hope that the section in this documents and the
broad and overwhelming analysis of the situation will eliminate the deadlock that we currently face and
lead the way to a legally durable solution.

C Therefoe we have to inform the ODPC that, whilmost complaints were narrowed down to the
core guestions, we are unable to drop any of the 22 complaints.

([@f

We are also unable to request a formal decision at this stage, because we lack the arguments by
the other party as well as the majority of all fieand evidence in relation to our complaints.



4. Statusof Complaints

In order to allow for a better overview we have indicated our status for all complaints irtatblis.
As said before we see all our complaints as justified. Some complaints seeenjustified given the
known facts, but this might change if we receive more information on the facts. We have also indicated

whereit is clear from the evidence thatajormaterial stepss SNE | £t NS R&8 Gl 1Sy RdzNA y:
Complaint 01 at 21S8a¢ Complant Justified

Complaint 02 G{ KFR2g t NRPFAC

Complaint 03 acl3IIAYy3AE Complaint Justified & Major Steps taken
Complaint 04 G{ @ yOKNRY AT AY = Complairt Justified

Complaint 05 G458t SGSR t2ada

Complaint 06 at2adAy3a 2y 2 0 Complain Justified & Major Steps taken
Complaint 07 daSaal 3Sa Complairt Justified

Complaint 08 at NR @l 08 t 2f A C Complain Justified & Major Steps taken
Complaint 09 aClk OS wSO02 3y A (i Complain Justified & Major Steps taken
Complaint 10 a! 00Saa wSl dzS3a Complain Justified & Major Steps taken
Complaint 11 a5St SGSR ¢ 33 ¢ Complain Justified

Complaint 12 a5 aF { SOdzNR G &

Complaint 13 a! LILIX A Ol GA 2y &é¢ Complain Justified

Complaint 14 58t SGSR CNXR Sy Complaint Justified

Complaint15 &G 9EOS&aaA@dS t NP Complair ustified

Complaint 16 & h izd ¢ Complairt Justified

Complaint 17 [ A1S . dziG2yé Complain Justified

Complaint 18 dhof A3l IMR2YS& & Complaint Justified

Complaint19 &t A Ol dzZNB t NRA @I Complairt Justified

Complaint 20 58St SGSR t A Ol d Complain Justified

Complaint 21 & DNER dzLJa € Complairt Justified & Major Steps taken
Complaint 22 GbSg t2fA08¢ Complairt Justified




Il. Procedural Issues

Continuing from our previous communication we want to (again) comment on the very problematic
situation we are facing with respect to the denial of access to files, evidence and arguments concerning
the complaints proceeding aiyest Facebook. NB f | y RI). Beitarse we I@dssential information

we are unable to claim our rights. It isagicularlyimpossible to enforce our rightwithout getting all
counterarguments, evidence and files in relation to our complaints. We taenphasize once more

GKFG GKS 4da3848G08R GRNIFi RSOA&AZ2YE A& Ay y2 ol @

In Austria we enjoy a constitutional right to data protection (see § 1 Datenschutzgesetz). The right to
data protection is @o a fundamental right within the European Union since the enactment of Article 8 of
the Charta on Fundamental Rights of the European Union (CFR).

According to Article 3 of Directive 95/46/E@s constitutional and fundamental right to data protection

in relation toFBI has to be enforced in Ireland. This is only possible from a constitutional perspective,
because the core idea of Directive 95/46/EG is that there are equal laws in all member astdtas
coherent level of enforcement in within the EUAKE

It is hard enough to claim rights in a foreign language and legal system, but the idea of equal levels of
data protection is totally undermined if the competent authority in one member state is in fact not
enforcing these rights, or makes it substatifigampossible for data subjects to effectively claim their
rights. In a broader sense it is crucial for the functioning of the entire European Union that citizens enjoy
equal possibilities to claim rights under EU directives and regulations across rdiffeeenber states.

There might be fields of EU law that have a different tradition or importance from one member state to
the other, but it is crucial fothe system of the Union that EU lawase enforced equally in all member
states. Otherwise we would j@ardize such rights, undermine national constitutions and the rule of law.
This seems to be in violation of Article 4 (3) of the EU treaty.

The current procedural obstacles make it actually impossible to effectively enforce our fundamental
rights in Irelad and are thus causing an additional violation of Article 13 ECHR (right to effective
remedy) in conjunction with Article 8 ECHR (right to privacy).

We have to stress that the DPC is a public, gjuakcial tribunal that takes legally binding decisiats

the core of these constitutional and human rights (see e.g. Article 8 ECHR, Article 8 Charta of
Fundamental Rights). The ODPC has previously reacted to criticism on the fairness of the procedure with
e.g. a text message or a press statement saying tthatODPS i@ RA a | LILR2 Ay G SR G KI
gAGK GKS fS@St 2 FSuéh3eddiidnrtay Belappiopridte if\hEoplsSdodphiR abdut a
cold coffee at Starbucks, but in respectftmdamentaland constitutionakights this leaves us witlthe
impressionthat the ODPC does currently not see its crucial funagardingsuchrights.

Regarding our complaints agairfg®| the DPC is the judicial tribunal which is deciding on the protection

of our fundamental rights, but also effectsillions of citizens in the EU and about 190 countries
worldwide. This responsibility of the ODPC calls for a very firm and transparent decision making process.

We have taken substantial effort to research our rights under the three legal regimes that govern the
ODPC. We are hoping that this will help to overcome this situation and we hope the ODPC will grant us a
fair and balanced proceeding. We also hope this will enable us to go on with the proceeding in a way
that is fully compliant with Irish and Europeanmmiples for a fair procedure.
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1. Right toaccess Files, Evidence and Arguments

As previously mentioned we are aware of the different legal system (common law), costumes and
culture in the Republic of Ireland compared to Austria.

Even though it is very & for an average citizen of one member state to dive into the legal sphere of
such tremendous difference, we have invested substantial time to intensively research the Irish
administrative law. After consulting different Irish experts we came to theviatig conclusions:

Two (overlapping) Proceedings

Our complaints are a two party procedure under section 10 DRé&r. we files our complaintthe ODPC

has decided to start an additionaldzo £ A O Ay @SadA3alF GA2Yy 64l dzZRAGEVIT G KA
partly even based on agreements with-FB

Up to date we have never received a clear statement regarding the relation of these two proceedings.

The ODPC has (very likely for efficiency reasons) decided to conduct both overlapping proceedings at the
sametime, but has failed to define which action is serving which procedure. We understand that most
actions by the ODPC served both proceedings, veloileeonly served one of the two proceedings. The

following analysis iBoking atevidence, files and arguménthat wereeither produced in relation to our
complaintsonlyorF 2 NJ 6 KS O2YLX I Ayida yR GKS | dzRAG 6d&Rdz £ LJ

A. Right toaccess Files, Evidence and Arguments under Irish Law

5t/ Aa I Ga¢NRAOdzy | f €

The ODPC has so far not answered our ¢joes aimed at understanding which exact type of a state

organ the DPC is. In aAail form the July Bthe ODPC has let us know thatity S@SNJ KI R (2 O2
GKSGKSNI oAl Aaé | ¢NRodzy| ¢

28 KIS NBLISI G6SRté& SELINB&a&aSRE 20Ny SARBYAVIKAGNIGKSTS t
on civil disputes between individuals). We recently found that our view is shared in Irish literature [see

e.g. Hogan/Morgan,%ed., 2012, page 156].

In addition we have found that under Irish lawl  { N avdyy $ulbjectkozconstifutional justice in its

Y2 NB & i N [ged Bogan/MergaNSed., 2012, page 180 andthatA G A& |y St SYSy il
GKFIGS ANNBALSOGAPS 2F (KS &doeas0d [seeddgdniMoryah, & K 2 dzt
4" ed., 2012, page 469].

Decision about Fundamental Rights

In addition to the fact that tribunals are (independently from the subject matter) subject to
constitutional justice in the more stringent form, we want to point out that the DPC is deciding on
fundamental rightghat are at the core of Article 8 ECHR and Article 8 ofdRRThere is no doubt that
cases concerning such fundamental rights must be reached under a particularly formal, transparent, fair
and balanced procedure.



In addition the Ish law does not allow for an alternative way to enforce these rights other than through
the DPC. While other member states know alternative law suits (e.g. through ordinary courts) the Irish
law only allows for a complaint to the DPC. Following the la@nddlternative the DPC has the burden

to facilitate data subjects with a procedure that is allowing for enforcement in line with all principles of
constitutional/natural justice in the most stringent form.

No written Provisions

As outlined before thdrish Data Protection Act (DPA) does not provide for a consistent and clear
procedure, but is merely naming certain cornerstones and rights. There is also no general law on
administrative procedure in Ireland.

We have learned that in Ireland issues thidB y 20 O2@JSNBR o6& GKS adlr Gdzi2i
general principles or case law to ensure compliance with constitutional/naturel justice. This is in contrast

to previous claims by the ODPC that in such situations only the (little) statuary rigitys kypcontrast to

these claims, the lIrish system requires public bodies to act beyond the statues to be compliant with
general common law principles.

{SS SodadY G{GFGS OLNRAK t KFNYIOSdziAOlIt !'yA2y0 @ 9YL
a dfdtlde proceedingsierive from statute, then, in the absence of any fixed procedures, the relevant
authority must create and carry out the necessary procedures; if the set or fixed procedure is not
comprehensive, the authority must supplement it in such fashion as to emsumpliance with

O2y ad A (dzi A fakdn fromadifey] A Ed.$2010 dpage 85]

This means that nothing is keeping the ODPC from granting us full access to all files, evidence and
arguments in relation to our complaints. The ODPC is in fact oblig®ler Irish common law to
supplement in the statute to ensure compliance with constitutional and natural justice.

The ODPC has previously claimed that Article 28 (7) of Directive 95/46/EG is not allowing such disclosure.
We want to mention that accordintp our research this section is interpreted in the opposite way by
20KSNJ YSYOSNJ adlldSa oKSy Al O02YSa (G2 aig2 LI NLece
After getting in contact with different DPCs all over the EU, we have not found la siegnber state

GKFG 2yfeée 2FFSNER | adg2 LINHeég LINRPOSSRAY3A 0STF2NB
suggest that the ODPC is awaiting the results from our letter to the Article 29 Working Party.

Constitutional Justice / Natural Justice

In respect to the right to access to files, evidence and arguments, the constitutional justice principle of
d dzRA I £ ( S BEenys tollde appii&Mein many different forms, of which we want to name three:

First, the principle includes the direct quof the tribunal todisclose all relevant material

G! LISNBE2Y | FFSOGSR odd Ydzad 06S 3IAGSY RSOGFAfTa 2F |
0NROdzy | £ 2 dzi & AjGoBey, 2HEd., (2618, pdgS 84N&k y 3 R2 Odzy Sy évant | yR 2 (
YFEGSNRLIE Ydzald KI @S 0SS yCoffey, a°6d., 201 pagelog] orlt K $ 1A b0 NI v
NEt S@lIyd G2 GKS AadaadzsSz AyOfdzRAy3a RSGFIAtTAa 2F GKS
[Hogan/Morgan, # ed., 2012, page 420]. 3h OdzNNBy i L NA & K RA dhOeatitlaniesty 32 S &




[to see relevant informationkxtends beyond the bad case against the applicant and embraces other
NEf SOl yi R20dzySy i a [HogdR/MAgay, & &IE 2012 page ¥21]0 S NA | £ €

Secondlythe principle says that an applicant must be facilitatedrake the best possible case

If we are not getting the relevant evidence, arguments and files, but only the once the ODPC sees as
GNBt SOIyidéeé 6S I NBE RSLINANGSRAPTF 0AQFE2XT OB NSA2 K WKS Gf
I LISNFSOG SEFYLXS FT2NJ GKAa Aa GKIFIG GKS FANBRG Go2
the evidence we have submitted. Currently we have no possibility to elaborate and question these
findings ofthe ODPC, since the basis for such (unexpected) results is not disclosed. In different variations

AG Aa t23A0Ftfe AYLRaaroftS G2 YIS GKS aoSad LkRaa.

In addition we want to mention that according to previous comieation the ODPC has forwarded our
complaints and the submitted evidence to-FBVhile we have made much of the complaints public on

our web page, there were other parts that were not made public. To our understanding the ODPC has
delivered the wholecomp Ay ia (2 aCl O0S0221 LNBflFIyR [URéZ 4KAO
between the treatments of the two parties before this tribunal and shift the equality of arms and the
preconditions to make the best possible case favoring. FB

Thirdly, the pmciple to getinformation obtained outside of a hearing

The ODPC has told us repeatedly thatltFRa I ¢ FANY O6dal azy 1 +Fe&Sa g [«
excessive and defensive material in relation to our complaints in the autumn of 2011. Such infarmatio

Fda ¢Sttt Fa Soad AYyTF2N¥IGA2Y GKIG 61 & 200FAYySR Rdz
that was obtained outside of the hearing before the ODPC. Such information must be disclosed, no
matter if beneficial or adversely affecting ourgition.

Appeals Process

During our visit to the ODPC on May"2812 we were told by Gary Davis that all evidence, arguments
and files would be presented to us when we appeal the decision by the DPC to the Circuit Court and that
there would be full accss to all relevant documents at this stage. This is not in line with Irishilaw® & (i K S
applicant is entitled to constitutional justice at the initial stage... &1 2 3 | y K ed2 202l p/472].n

In addition to his we were recently informed, that thesh courts have so far ruled, that the appeal
F3FAyad GKS 5t/ Aa 2yfteé 2y aLRAYyGa 2F tl16¢ FyR 2y
Data Protection Commissioner, unreported).

We are uncertain that this very limited scope of an agps in line with Directive 95/46/EG, but for the

matter of this document, we have to stress that if there is such a limited appeal the previous statements

by the ODPC were false and misleading. Under such a limited appeal we would have no stage in the
proceeding or the appeals process where we would have full access to these documents.

2SS KIS Ia1SR GKS hs5t/ NBLSIFGSRte G2 Fd tSraag yry
that the ODPC is referring to when arguing procedural issues. igcéal our research there is an

obligation to disclose such material [see Hogan/Morgdheds, 2012, page 4211].

C We askthe ODPQagain to send ughe case lawon procedural rights before the DPC and in an
appeals situation

10



If the ODCP is not discing the relevant files, arguments and evidence this would lead to another
YI 84A DS 0 NBdzZROIK [2{F( Jideipled and\diie §eneéral principles of a fair trial: The DPC
would have all documents in an appeal proceeding and have full oversigi, we would only have a
fraction of the necessary information. There would be a drastic imbalance in chances to appeal any
decision. In fact it would be almost impossible to file a meaningful appeal without knowing what has
actually happened in the proeding before the DPC. We would also be unable to assess the chances of
different legal moves. Such a situation is a textbook example of an unfair proceeding.

C LY adzYYFNE I aRNI Ti -Ppickedipdrts & gvidendeKafyhidentayid fites afel y R
referred to is clearly not compliant with the principles of Irish natural/constitutional justice in
relation to quastjudicial tribunals where fundamental rights are at stake.

In addition the principles of a fair trial are massively breached during a passappeals process
against such a tribunal.

([@%

B. Right toaccess Files, Evidence and Arguments under Article 6 ECHR

Application

As mentioned before, the ODCP has to respect the obligations of the European Convention on Human
Rights (ECHR) since Ireland signatory state of the Convention. In previous communication the ODPC

KlIda SELINS&a&aSR (KS OASss (KIG GKS 9/1w A& y2i ayl i
2S KIS NBaSINDODKSR (KA& AaadzS | y REurdpeayi ConietionRA NI O i

I dzY'l y wA 3K (BCHR\®) (whiehsiraneférs the duties under the ECHR into domestic Irish law

FYR FLILX ASA (G2 aSOSNI 2 NHI y-Actp The DRCSis uadolibiedyésuckhbanS S & €
G2NBIYyé | YR A& the KGGHRERe2ABLE nod éhlyziyaRsfediiy the ECHR into Irish law, but

also declares the opinions, declarations and judgments of the ECtHR as binding for any such organ.
Therefore the DPC has to observe the rights under the ECHR and the case law hifihe EC

Civil Dispute

l'a GKS O2NYSNRG2YS 2F Y2RSNY LINPOSSRAYy3IA ! NIAOE S
tribunals that decide in a civil matter. This covers all civil and administrative disputes based on national

(or EU) law between two imdduals. The wording of the ECHR is independent of the national

dzy RSNBGFYRAY3I 2F AOAQGAfE 2N SeId 4 R Yautghbndolshl G A OS¢
GSNE ONRBIFRI NBFOKAY3A Ayid2 YIye TFASt Rsdesiriditonall NB N
OA DAt NAIKGAT ftA1S GKS GNARIKG (G2 LINAGLFO2¢ 2NJ RAT
fAYAOGFGA2ya Ay o0dzAf RAyd O2RSa Ay (KS AyadSNBaid 27
Article 6 ECHR is8ls A YRSLISY RSy (G FNBY (GKS vyl GA2Y!l tudiGay F2 NOSY
GNROdzy I fa¢ o6ftA1S GKS 5t/0 a ¢Sttt a 2NRAYIFINE O2dz

11



Regarding our proceedings before the DPC, laws which guarantee the right to data protection between
individuals would beArticle 8 ECHR, Article ®FR Directive 95/46/EG (which is explicitly applicable
between individuals) and the Irish DPA (which is directly applicable between individuals).

With view to the case law of the ECtHR there is no doubt that our complaintS @Ay 3 A a | a(
dispute. The complaints proceeding before the DPC is the only national framework under which these
NAIKGE OFy 6S SYyF2NOSRE AG Aa y20 Ly 2LWA2yLFf dahy
has to be compliant with Article 8JHR. [See also e.g. Jacobs, White & Ovey, The European Convention

on Human Rights, pages 247f]

Right to access files

There is longstanding, well developed and undisputed case law by the European Court on Human Rights
(ECtHR) concerning the access toilel f evidence, arguments and other submissions to a tribunal. In

the numerous cases concerning criminal, civil and administrative matters the ECtHR is repeating (often
even in a copy/pst manner) the same principles:

1. Thed NA IK{G G2 | RO Smeans Mprindiple i@ po8uBily foy tAedparties (...) to have
knowledge of and comment on all evidence adduced or observations field with a view to influence the
02 dzNI Q3 RS OA EDA P dOBEMNS RASINI{&A G T SNI | Yy REE LENIHMED tady &
CAYYEflIYREZT LI Hp YR YIyeé Y2NBOPDOPB

2. The right was found to be independent from the possible influence on the outcome of the
proceeding.dWhatever the actual effect which the various opinions may have had on the decision
(.)inthefinalindt y OS> AG 6l & F2NJ GKS LI AOFyld dfel 3aSaa
SPIP AaYP{ P PP CAYYfIlIYyRET LI Ho 2N azxlyal ]l @ / NP

3. ¢KS NARIKG SEGSYyRa (2 wihfa viet® adiheing dhe (...y decis®rB8A RSy O
AYRSLISYRSYy(O 2y (GKS | OlGdzarf AyFfdzSyOS 2N GKS | AY ;
GYP{ d® @b CAYyYyflFIYyREZT LI Ho 2NJ gA0GK 20KSNJ 62NRA &Y

4. The right does not only cover documents and evidencarsuied by the parties but extends to
documents and evidence that wéas2 6 (i I A Y S Rse&edg. RSE VE Rirland, . 19].

5. The right to access files, evidence and arguments is always based on Article 6 paragraph 1 (not
paragraph 2 or 3). This meanstht applies to all cases under Article 6, not only to criminal cases.

6. There may be limitations to the right to access based on legitimate interests of third parties.

In support of these principles see (among many othets)Y ®t ® @d CA y ¥ {dzoySRNS @ i b{AGSARISING Nl
GYdzaft SN @b ! dZAGNRF ¢ 2 a%ASIAESNI G {gAGTI SNIFYREST al ! o] ¢
¢KS ! YAGSR YalylBRRaré@o aWdkAN Yy € 5 4a[ 202 al OKIR2 @d® t 2NIldzal f
NG b2NBl &¢é¢x awz2sS YR 51 @FAa @ ¢KS | yAlSHSeydlsgadRz2Ye¢ 2N
Jacobs, White & Ovey, The European Convention on Human Rights, pages 261f]

C Insummaryl G RN} T RSOAaRA2AYAT] SRK NPy 2o fad 1 dBNRElYy 3 G 2
parts of evidence, arguments and files are referred to, is clearly not compliant with Article 6 ECHR.

C The ECtHR is especially emphasizing that it is upon the parties to decide which documents are
GNBE SO yaé | yR héKbusal idin biedch & Srticke 8 FCHR.2 ()

C ¢KS AGRNI Fi RSOA&A2YE | LIINBIFOK A& GKSNBF2NB | faz
GKS LNARAK G9dzNRBLISIY [ 2y @SyGAz2y 2y 1dzYty wA3akKaGa !
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C. Duty to Provide for areffective Procedure undethe ECHR

The European Court on Human Rights (ECtHR) has thus developed comprehensive case law (starting with
ECtHR 8.7.1987, W. vs. UK; ECtHR 8.7.1987, O. vs. UK, ECtHR 8.7.1987, R. vs. UK) considering that every
substantial guarantee of the ECHR contains inhéyemtminimum of procedural safeguards in order to

serve an effective protection of human rights, such as to have legal standing or to receive substantial
information regarding the alleged violation of those rights (see e.g. ECtHR 19.2.1998, Guerraaarsd Oth

vs. Italy No 116/1996/735/932). Such inherent procedural safeguards have to be respected and provided
independently of the applicability of Article 6 ECHR.

C The right to proceduralsafeguards, such as having a legal standing or receiving substantial
information can also be derived from the ECHR, independently form the application of Article 6.

D. Duty to Provide for areffective Procedure under EU Law

It is long standing case law and enshrined in Article 4 (3) of the treaty on the European Union that
member states (including all government bodies) have to ensure that EU legislation is carried out
effectively. This does not only mean e.g. the transformation of directives into national law, but also

includes effective enforcement of these laws by admiaiste and judicial bodies. The European Court

of Justice (ECJ) has found member states to violate the treaties if the national implementation is not
guaranteeing effective enforcement. This does not only cover the material law, but also the procedural
law that is deployed by the member state [see (old) principle case law of the European Court of Justice
e.g.: Heylens, 222/86; Johnson, 222/84].

The national procedures have to allow citizens of the EU to make the best possible case and allow for an
effective remedy. While there is great latitude on how these principles are implemented, there must be
an effective system in the member state. National law is to be interpreted in compliance with EU law.

If the ODPC is now depriving us to access all evidenagnargs and files concerning our 22 complaints,

we are in a situation where an effective enforcement of our rights, that are based on Directive 95/46/EG,
is factually impossible or at least massively hindered. Under the Irish legal framework it is, ineabgen

a statutory provision, upon the ODPC to deploy procedures that do not deprive criticizes of other
member states from the possibility to make their best case.

C {dzYYINATAYy3 I aRN}Fid RSOA a-pigketidpartsaf evidec®, atlglents = ¢ K SN
and files are referred to, is jeopardizing Irish compliance with EU law.

C There is an obligation of the member states (and its public bodies) to interpret procedural law in a
way that allows citizens of other member states to effectively claim thegtis.
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E{ dzYYI NE add@Exs drt a3 90ARSYOS +y

From different remarks in public documents (e.g. the cover o FBA &S OG0 A2y Ay GKS N
general importance of trade secrets in the common law sphere we assume that Facebaol hak

influenced the ODPC concerning the disclosure of documents. If the ODPC has possibly pledded to FB

not to disclose information we want to stress that it cannot be bound by a pledge that deprives another

party of constitutional rights.

C We herebyask the ODPC to inform us about possible deals withl R®ncerning evidence,
arguments and files in relation to our 22 complaints.

Given the clear law in all three legal spheres that can be deployed in this case, we are asking the ODPC
again to make ckr which evidence, arguments and files were produced in relation to our complaints.
From this on we might be able to distinguish between three types of arguments, files and evidence that
are before the ODPC:

1. Most of the documents will be in relation the overlapping issues of the audit and the complaints.
2. There might be some material that is outside of the scope of the audit, but within our complaints.
3. There might be some documents that only relate to the public investigation.

We accept thatlocuments thatonly relate to the pubic investigation will not be disclosed and fall under

I NIAOES Hy 610 2F S5ANBOGADGS dpknck9D YR GKS 5t !
Facebook Ireland Ltd, which was not part of our complaintsd dzi LJ- NI 2 F G KS &l dzRA G ¢
view will also be shared by the Article 29 Working Party, which might deliver an opinion on the
interpretation of Article 28 (7) soon.

We would also accept limitations to disclosure when fundamental inter@fstgher parties are at stake

(e.g. trade secrets). It is common practice to blacken sections or words of the relevant files and we are
accepting such limitations if necessary to protect legitimate interests. However, we would not accept
general nordiscbsure of files because of legitimate interests of others. Moreover, we expect clear and
transparent communication about such limitations.

C Therefore we hereby (one more time) request copies and disclosure of all evidence, arguments,

files and submissions hat were produced for (1) the audit and our complaints
OaRdzF £ LJzN1JI2 &S€0 2NJ 6HUO Ay NBfFGA2Yy G2 2dzNJ O2 YL
If the necessary documents are so far not produced we ask the DPC to produce the necessary
evidence and files or request from HBheir arguments.

)

As a final remark we also want to stress that it must be in the core interest of the ODPC to have a
productive and meaningful complaints proceeding. Such a proceeding is (independently from the law)
actually impossible without the possibility footh parties to exchange on documents and arguments.
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N~ ANy

2t NAYOALIX & | 3 Ay &AY LIA ALY (kadAR SRENDA Y23/

¢ K Suditf procedure wasn factmainly dealing with our complaints. In the first report from December
2012 the ODPC has even linkedhe complaints on our webpage (europdacebook.org). According to

the section of the material observations of the ODPC only sections 3.14 to 3.17 are not at all related to
our complaints, while sections 3.1 to 3.13 are related to our complains.nféess that by the pages

80% of the chapters of the audit report are in some way dealing with our complaints.

The ODPC hasxpressedlegal opinions on all 22 complaints before we were involved in a legal
proceeding in any way (other than submitting thétiad complaints). In summary the ODPC has already
decided on our complaints before we were even (at least remotely) able to make our case. The DPC has
even declared that to its understanding our complaints should be decided upon:

G2 S ¢2dzZ R K@doléms ilefarted iniihi€ &view will in fact have dealt with them, because we
G221 002dzyt 2F GKS a dBilyHawkéDBesconfelerics SHUUDR2Y LI | Ay G a ®é

Generally public bodies are rather reluctant to change positions, ifwbisdd mean that their previous
decision was wrong. This is especially true if the very same servant has to overthrow its own decision in a
proceeding that involves massive national and international prestige.

In our concrete case the same public body a&edy likely the very same civil servants that have already
RSOARSR dzLl2y GKSY Ay GKS 4Gl dzRAGE LINRPOSSRAYy3IAS gAft
Despite our repeated efforts to contribute to the audit and our repeated requests to take mpdhtei

process we were not allowed to take part in any way, after filing our complaints. If we are bringing new

facts, evidence and arguments into the decision process, this would also mean that the ODPC was not
itself producing such documents, was mayberewoverlooking things or not taking everything into

account, given the fact that the ODPC has so far said that the audit goes beyond the initial complaints.

If the ODPC would follow our claims, it would have to overthrow its own conclusions in the eqalit. r

¢tKA&a YSIFya (G4KS hb5t/ YAIKIG KI@S G2 FAYR AGaStF |yl
following our complaints. In summary the ODPC is, when deciding about our complaints not only
RSOARAY3 o62dzi | RA&ALMzIE o FRoIBYE D©CHIOIFdE 221 RISNBURIAY
audit and conclusions. In substance the ODPC objectively becomes the judge in its very own matter.

To avoid such situations procedures are timed and designed in a way that the same cause is only decided
once by the same body and after prior involvement of all parties. The ODPC has decided to conduct two
separate procedures on the same material questions at the same time, without the involvement of one

party, which has led to these problems.

We are now findig ourselves in a textbook example of a situation wherepghmaciple againsbbjective

bias under Article 6 ECHR and Irish natural/constitutional justice is violated. This does not mean that
there must be a situation ofictual bias, but this is irrelevantinder the law. The current situation is
falling under all types afbjectivebias that one can e.g. find in Hogan/Morgali,etl., 2012, pages 386f.

In essence the ODPC is risking that any decision may be found to be void by the courts.

We herebyaskthe ODPC which officer will factually work on our complaints?

C
C We hereby askow the ODPC will ensure that an unbiased decision will be delivered?

15



Ill. MATERIAL ISSUES

1. General Remark: Article 29 Working Pakpinions

As we repeatedly refer to the workinglr LISNE 062t 0 2F GKS a! NIAOfES wogp 2
document, we want to submit the following general remar&garding these documents

First of all we want to stress the importance of a common understanding of the European law and an
equal level of data protection and enforcement throughout the EU/EEA. Besides ensuring the right to
data protection, the core idea of Directive 95/46/EG is a free flow of information and a fair competition,
through equal levels of data protection in our common ecmic area.

'a | F2NY 2F SyadaNAy3a | 02YY2y dzyRSNREGEFYRAY3I FyR
t I NIeé¢ KlFra GKS TFdzyOQaAzy G2 FT2N¥ 02YY2y 2LIAYyA2ya 2
Directive 95/46/EG). While the publishedinjns of the Working Party are not legally binding, they

must be seen as guiding line by the member states, everything else would make this institution obsolete.

In addition we also understand the opinions to be the common understanding within the B of

meaning of Directive 95/46/EG. Since the national law has to be interpreted in line with EU directives,

we generally assume that the published opinions are a strong indication for the national interpretation

and should be followed by national authoeisi, when enforcing the national laws. This general thought

does not mean that there cannot be individual circumstances that would make it possible or even
necessary to depart from this common understanding (e.g. specific national provisions).

The ODPC DI2 ga &a2YS &2NI 2F | ao0Sad LINF OGAOS¢ Y2RSt
stringent than the letter of the law. Considering this we believe that BBould at least be compliant

with the relevant working papers, since they represent the commiaf RSNR G F yRAYy3I 2F |
A0FYRINRED {2YS g2NJAYy3 LI LISNER +faz2z &adzZa3asSad RAFTFS
the ODPCandAB F2ff2¢ | ao6Sad LINF OGAOSE I LILINRIFOK ¢S g2
taken into accountintheiv 2 30 & GNRAY3ASYy G F2NY O IbgsiliNg OiK OStéa D di2 dé
NJ 0 K S NJsain&LINE dgadin GiS ¢ @

2SS KIS OSNE YdzOK ¢St O02YSR GKIFG GKS hs5t/ KFa&a LI NI
NBO23yAilAz2y &t thé Bafnk time &ve aBd only see very little reference to other working

papers that seem relevant to our complaints. We have decided to bring these documents in, since they

could possibly be helpful when solving different legal questions. We would be very happy if the ODPC

could explain why it is departing from this common understanding of the directive, whenever a decision

or position does not seem to be in line with the relevant WP.

C We generally assume that the published opinions of the Article 29 Working Party form a cammo
understanding of the directive and national laws should be interpreted in line with them.

G 1 4o68al LINIOGAOSE azfdaiazy Olyy2i LRaarote o668
Instead it should follow the suggestions in the most stringentrfo

C We hereby askthe ODPQo outline when and why it departs from this common understanding
whenever we have referred to a specific WP.

(@]
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2. General Remark: Controller

One of the most crucial bases for any legal analysis is to find the entity or persas thgponsible for a
particular action. There is no substantial part of the report dedicated to this principal question, despite
the fact that this issue is highly disputed (see e.g. the opinion by some German DPCs or many papers by
scholars). The repomefers to WP163, but this working paper does not hold any blanket rules for any
social network. Therefore a clear answer for facebook.com cannot be derived from it without further
observations and interpretation. After working on these complaints for £&rg; we want to make a

couple of remarks on this issue:

AwSt A2y aClk 0806221 LyOd 6! {!0é k 4CIl OF

2 KAETS 2dzNJ AYyAGALFE O2YLIX FAyGa 6SNB o0l aSRI)Bhe (1 KS dz
controller of facebook.com for allsers outside of the US and Canada, we have to mention that during

the last 1.5 years there were certain doubts that rose. During our talks wiHhaRB its representatives

we repeatedly heard that certain things are not possible because the manageméntdf 0S06 221 Ly C
(the US parent of FB would never agree to them.

This is raising the question how freely-HB deciding about the operations of facebook.com for all users
2dziaARS 2F GKS !'{ YR [/ FYylRI YR hatds tedhiiGINBBRNSE A ( a
in the US. If not only the technical systems, but also the factual control over the operations is exercised

08 dacCl OSo 223 wollyrotbe thekcSnyfolle®, .but just some operation, which only exists on

paper and is mainlysed to benefit from Irish tax loopholes (Facebook is said to make use of what is
1y26y a4 GKS a52dz2ofS LNAAK ! ANBSYSyidé¢ 48K G tft20a
The controller is defined as the person that has factual control. This mdsisagreements and

contracts can only be an indication, but do not itself constitute controllership. We have serious doubts

that FBI might in fact not be freely deciding about the operations of facebook.com, but given the limited
information we are curretty not claiming that FBis not the controller. At the same time we would very

much hope that the ODPC can deliver some fact based evidence to make sure we are running a
procedure against the right entity.

C We would welcome if the ODPC could produce eliver fact based evidence that ensures that-FB
is actually the factual controller of facebook.com outside of the US and Canada.
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B. Relation Users / Facebook

Split Responsibilities and Powers

As we have outlined in our initial complaints, we have dedth the question of the controller in detail

and found a solution which we see as legally adequate and also produces reasonable results in relation
to the duties of the users of facebook.com andIFB/e need to get an understanding where the rights
andresponsibilities of the controllers are running parallel and reflect the factual reality. We also have to
ensure that whoever is the controller must be able to adhere to the law.

l'a 2dzif AYSR LINB@GA2dzaftes | ClFOSoeR33dl A& A adza FNISERI
byFBL® 9ljdz-ff& tA1S | aGof23¢3x dzaSNAR Ol y Ll2ad LAOGd
This is nothing new compared to a usual relationship between a webhost and a user that runs a

GNF RAGAZ2Y I f0fK2YSRI @SB da y2 R2dzo iG> GKIG 2yfe GK
and that the host is e.g. not liable for illegal postingsl EBnot responsible for such activity, but might

only need to take down data, just like any hosting provider osaaliweb page. This understanding is
O2vyyvyz2yte SELINBaaSR ¢oKSy LIS2LX S NBTFSN G2 avyeée LINRT,
when referring to their individual page or data on-FB

Advertisement for
facebook

Advertisement for
others
Analytics

Aggregation of content

Wall Posts

Pictures

Videos
Check-ins

Left User is controller of data, while Facebook is only Hight Facebook is controller of further processing;

Ly FRRAGA2Y (G2 GKA& FANRG NBIfY LK SNB AAS a62K2SHITKER v
set of functions is also adding other functions that use the same data base, but cater tovtheds

LJdzN1LJ2 4 S&a GKIFy GIKSA HzZaSNED Q2 AfSS@i Ay 3 dzZaSNBRQ RIFGF
the information to present personalized advertisements, to promote their service teusens and many

other such things. The user has no posisyhio influence this second set of operations and can therefore
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not be responsible for them. In fact the users are not even told whatds@ctly does in relation to this
second realm of operations.

If the Irish DPA and Directive 95/46/EG are appliedhis form of a system, it is clear that we have
RATFSNBYG aO2yGNRffSNRE F2NJ RAFFSNBY( 2LISNIaGA2yad
FBI is merely hosting this information and providing the system. The users are therefore costenilir

FBL A& (GKS LINRPOSaaz2NJAYy NBtIFGA2Yy (2 -priicBssc®). 2 LISNI G A 2
For the second set of operations are done and under the responsibility-bfFE is therefore the only

O2y (NRffSNI I YR a&Cle&ésgop that turys té actaa? ajefraiond. S K

We also want to point to the wording of Section 1 DPA that defines the controli@érlas LISNE 2y ¢ K 2
controls thecontentsk Y R dz& S 2 F -8 Ndaigpyitédfthat RBdids Aot control the contda.

This analysis is also in line with the wording of WP163 (page 5 and 6) that e.g. states that users are the
O2y (i NRffSNER F2NJ LJ3ISa yR GKIG (GKSe& R2 y20 Frff dz
with the general public (see the saméré 2 Y A y 3 AigdgvisiaSe). 9 / WQ &

An equal understanding is shared by the Danish DPC, which claims that users of social networks are
subject to Danish data protection lavhttp://www .datatilsynet.dk/english/sociatetworks. To our
understanding this means that users are controllers or certain processing on Facebook.

CIFH0So0221Qa | YRSNERGFYRAY3

FBI is generally opposing this system, at the same timé W8s not able to suggest ar@r approach

that gives clear and reasonable results. In fact EBflipflopping when it comes to the responsibilities

FYR NAIKGE G26FNRa (KS dzZaSNEQ LI ISad 2KSYS@OSNI (KS
proclaim themselves to be the ontgsponsible person, but as soon as there is a problem they suddenly

shift all responsibility to the users. Here are some of the statements 8ydBBng the past 1.5 years:

1. Meeting in Vienna

During our meeting with FBin Vienna, we have discussedstissue very broadly. After talking through
this issue multiple times we asked Richard Allen, the representative-pivi® is the controller for data
on facebook.com to their understanding. His final statement was:

d2S8 I NB (K O 2 v (yNIENERff SDND OF 2NI YRS (D Dbl KGB2 dza SNJ K a az2vYs

This statement is not only circular in nature, but is also reflecting EB&a NX f dzOi | yOS (2 Of
crucial question of all, which is who has the final responsibility for what happens qiatierm.

In relation to the individual functions ABwvas not willing to give a statement on who they think the
O2YyGNREffSNI Add hyfteé HAGK &a2YS YAY2NJ Adadzbwes 6 So3a o
willing to take a position. Other tharh&t FBlI was saying that the controller function has to be
RSGSNXYAYSR 2y | aOFasS oé OFrasS olFaraésr gAGK2dzi R2A:
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2. New Policy and Public Statements
Following the interventions by the ODPC there was a major change girivecy policy that FBis
operating under. One of the changes was thatl FBnow claiming that it is the controller for all data.

G¢KS 6S0aAidsS dzyRSNJ 666 dFI 0S06221 ®02Y | yR GKS &aSNIAOS
of the U.S. and @ada by Facebook Ireland Ltd (Edcebook Ireland Ltd. (...) is the data controller
NBalLR2yaAroftS T2NJ @2dzNJ LISNRA2Y I AYyTF2NXYIGA2Y D¢

This triggered heavy criticism by our group, but also by other legal experts and other European DPCs. In
essence this would gan that users are losing control over their data as soon as they post something on
facebook.com. As FBhad been claiming so far that £ £ RI G 06 St #hi§ @éuld Beza G KS d
dispossession of users.

Different media has inquired about this claiggpecially in Germany. As an example we want to cite the

original statement from Robert Ardelt, Speaker ofIFB Germany in reaction to a question from the
DSNXYIY ¢+ aK2g a{0SNYy ¢+¢Y

GERMAN Original:

Stern TVDie FacebooKritiker "europe vs facebook/erfen Facebook vor, in den neuen Datenschutz

richtlinien der "Controller” aller Daten zu sein und damit den Nutzer zu enteignen. Was sagen Sie dazu?
Ardel:5 & A&l SAYy aAdagdSNEONYRYyA&ad 2AN) ydzil Sye RIa Sy 3t
Daten verwalten.In der englischen Fassung der Vorschlage heilt es dementsprechend, Facebook "is the

data controller responsible for your personal information". Die Ubersetzung "Dateninhaber" ist etwas

ungltcklich, "Datenverwalter" ware treffender. Demmm es ganz klar zu sagen: die Daten gehéren
selbstverstandlich den Nutzern.

ENGLISH Translation:

SternTVE KS Cl 0S06221 ONARGAIdzZSEd aSdz2NRPLIS @a Tl 0So6221¢ | NB
aO2yGNREEtSNO 2F | t£f RI Hereby disappiopti&ingyisers. WHAHoFouB@Ey? LJ2 f A O&
Ardelt: This is a misunderstandim).S | NB dzaAy3d GKS 9y It AEAK GSN¥Y aO2y i NZ
the data.The English version of the proposal is therefore saying that Facebook "is the dataeontroll
NBaLR2yaArotS F2NJ 82dz2NJ LISNE2Yf AYyF2NXYIGA2Yybd ¢KS NI
OAG dzy F2NIlidzy GS a5+ a8V GENBRYA FNE G 8D S RINEBFcaB@tiX R 65 Y
be very clearall the data of course belosgo the users.

Ly + @ARS2 OKI{G GKFG acCcl 0S6221 LyO®é HilEpdnAtheK SR 4 K
G/ KAST t NA Pt OO aHTFXOENDSG622] LyOdd KFa YIRS F adl

user has the power over the inddual page:

G!' ALAYY 1 y2GKSNI gte& 6S 6l yGSR (2 06S NBlItfe& OfS
control my timeline. | control the audience for things on my timeline... You control the audience
F2N) KAy 3Ja 2y @ 2 dzAliise, sé&shody yrsvoulddpé o[ A GSa G NB I Y

Given these public statements (which are just some of hundreds) it is clear tHahd&Bpublicly and
repeatedly stressed, that the users own, control and &sponsible for their page.
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Recently FB has repeated this claim in a posting (see left):l FB i T
Clearly Clalms that,x qJ qJ CD I y‘ é 2 y S é K 2 dZé mﬁ I There is a rumor circulating that Facebook is making a change Y ﬁ
the content and information they post, as stated in OUt terMS. THE < e e e . e Ao o sees fscosonk ouns
control how that contem and information is shared. This is our policy. e e Ez%i;';:;: rdhf‘t[t:t: o pfgefh(d [
I. y. R A l‘j I. f é Il é é K I. é. 6 é é y. @ é ;.:r(:n'.\orea‘ Tf‘r?t‘.r'ﬂii“‘l[’l‘?\nlcl'ﬂa:“:‘ailigas e e

Facebook Policies

In this statement FB says in no way that it has any rights to the data
or is the sole controller in this statement. *

3. Responsibilities for illegal Behavior

The power and control @r a situation always go hand in hand with the responsibilities for any illegal
activity or liability. It is an undisputed general principle that duties and rights are generally not to be
separated. There is no reason why this should be any differentdtior to social networks.

As a wonderful example | want to mention the case of a young Irish student, which has discovered that

he had been wrongly identified as someone who had taken a taxi without paying. The CCTV video that
was said to show him wasrgading all over facebook.com and other internet services.

According to news reports HBhas in essence claimed that it cannot be made responsible for whatever

its users post on their pages, sinteey are unable to control and censor every postifdl only
FOly26ft SRISR (GKIFG AG g2dd R GF1S R2gy AfftS3IAlf L2 a
essence FBhas exactly argued the same way as we did in the initial complaints and above.

9ljdz- t t & WAOKIFENR ! ffSy Kiyaieél NBEERBAY YI | daukide)d a4 Sa.
users are responsible for what their users post and do on the platforai.cBB only take down things
and police certain things that were reported to it, or that trigged the systems. Here are some excerpts:

GClF0S6221 2LISNIGSa 024K +Fa | ASNWBAOS GKIFd Aa RSfAD:
can build their own services. The service is made up of core site features and applications. Fundamental

features to the experience on Facebooklare LISNE 2y Q& | 2YS LI 3S yR ¢AYStAyS
GLG A& AYLRNIFyd G2 y24dS GKFG cl O0So0221 R2S&a y2G AGa

4 A& O2yaraisSyd sAGK 2dNJ OASe GKFG LBALXS 25y
PysiroAtAde F2NJYF1Ay3d 2dR3IYSyda [o2dzi K2g GKIG

G aSNBR 2F (GKS LIEFGTF2NY KI @S GKSANI 26y NBALRYAAGAL AL

(Criginal:levesoninquiry.org.uk/wygontent/uploads/2012/01/WitnessStatementof-RichardAllan.pd)

Summary

In essence there is no doubt that not-EEX 0 dzii G KS dzASNE O2 y (ifieENB FHEKYSE & T A
FBI is only a host/processor. At the same timeIR8 the sole controller for everything that fits under

0KS aaSO2yR NBIfYéd ¢KS dzyRSNEGIYRAY3I 2F |t FdzNI

We hereby ask the ODPC to send us any argutsiefiles or submissions that indicate other facts.
We have no reason to believe that our analysis in the initial complaint is false.

O O
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http://www.levesoninquiry.org.uk/wp-content/uploads/2012/01/Witness-Statement-of-Richard-Allan.pdf

C. Household Exemption

In a final remark we also mention that the report has departed from WP163 when it comes to the right
YR RdziASa 2F (KS dzaSNER® 2SS YAaa I &2 frdpdtsdyy | €
that users are not controllers, but fadit the same timedzy RSNJ 0 KS aK2dzaSK2f R S
stringent, since only controllers can fall undéhe law andcan subsequentlyclaim a household
exemption.

ms @
Uy D¢
< >

~

G! YRSNI LNRAAK fl+ g 6KSNB |y AYRAGARdAzZ f dzaSa Cl 0So6221 7
friends etc. they are considered to be doing so in a private capacity with no consegdigidual data

controller responsibility. This @alled domestic exemption means for instance that there are no fair processing

20t A3 dA2ya ddd F2NI Iy AYRAQGARAzZEf dzASNJ gKSy LIadAy3a A

We do na believe that a private user that posts personal data of other data subjects is exempt from the

law unless it processing data in a small circle of only friends. A standard profile on facebook.com is
GLIzof A0 YR GKSNBT2NBE ye& ThedidF b EhsBn/niy siick & publit profl@ NI | f
aK2dzZ R 6S GNBFGSR Fye RATTFSNBY( Liddgvisyfuling)Thisashlor £ 6 S 06
in line with findings of the Danish DPC and the Article 29 Working party:

G2 KSy I O00S afarmdiich extdNd® BeyondSsedilefted contacts, such as when access to a profile is
provided to all members within the SNS or the data is indexable by search engines, access goes beyond the
personal or household sphere. Equally, if a user takes an infodaeision to extend access beyond-self

AAAAA

4SSt SOGSR WFNASYRaAaQ RFEGF O2yidNRfftSNI NBaLRyaArAoAtAGASa C

([@%

We have no doubts about our initial analysis and ask the ODPC to deliver a solid assessment.

3. General RemarkTechnical Report

Both reports are accompanied by technical sections. These reports are generally in line with our findings
and seemed to have produced reasonable outcomes, which is why we see our claims generally
supported by these reports. At the same time there are darsections that seem to be only based on
FBLQ& OflFAYa 2N FNB AYLRaaAoftS (G2 OSNAFEe AYRSLISYR
trade secrets of FBor security relevant information, we cannot base our proceeding on such findings.
C Wehereby ask the ODPC to disclose the evidence, arguments and files that the technical report is
based on in so far as they relate to our initial complaints.
C We understand that it might not be possible to disclose certain information, that is e.g. covesed b
trade secrets or information that would allow circumventing BBQa a4 SOdzNA (& adaidsSvyao

In addition we want to mention that we were unable to find out more about the company doing the
AaSO2YyRIFINE lylFfeara o6acew { 2f dziiy &hp deénisIo be wiokiBg\ar i K I y
GCew {2KldAIARYRBERE O2yRdzOGSR (GKS FANRG Fylfearao
- £S3rf y206A0S® ¢KS ! w[ A& NBIAAZGSNBR 060& a52YIFAY
Only alook at the Irish companies registeeturned an address of a residential house in Blessington,
Ireland.

C 28 KSNBoe Fal GKS hst/ (2 3IAGS dza | NRdAK ARSE |
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4. ComplaintOtat 21 S4&¢

The December Report quotes the complainddorings forward FB Q& | NBdzYSy i GKIF G (K¢
Y2NB GKIFy G2 @SIFN 2fR Ll21Sa Aa ySOSaal NBin G2 LINE
+ASYYyl AG ¢61ad FRRSR (KFIG GKSe@& KI Pasinableo$els|tfeLdi F2 N
exact purposes for which they are processed. In a folipwetter by Richard Allen (HBhe also added

that FBI is using the deleted informatiol F 2 NJ 2 4§ KSNJ LJzN1J2 4S&8 Ay O2yySOGA2)
0 KS dZnsSIetthrefers tohe clause of FB Q& L2t A0e (KIG Ffft2ga FT2NI I ye

2SS dzaS GKS AYTF2NXNIGA2Yy 6S NBOSAQGS | 62dzi &2dz Ay 02
you and other users, like your friends, our partners, the advertisers that puratlasen the site, and the
RSOSt2LISNAR GKIG o0dAfR GKS 3FYSaz LW AOFGAZ2YasT | yR

We were unable to find any solid consequence as to howdFAnged its system concerning old pokes in
the September 2012 report. In our direct talks we were indormed about how FB has changed or was
AYGSYRAY3 (2 OKFy3S GKS LINRPOSaaAy3a 2F at2]1Saéod

Neither the DPA, nor Directive 95/46/EG allow mass storage of data without the consent of the data
subject and for the mere possibility to prevent the rights ofiser in a rather hypothetical situation
6a0e0SN) odzAf teAy3d GAl LI21Saco0o

While it is true that cyber bullying happens on facebook.com, like anywhere else on the internet, there

FNBE 20KSNJ a2fdziAizya o6S®3Id o6& ao fodndtmatio@aboutietes dza S N
user. Otherwise most of the data protection legislation would be redundant, since all information could

be possibly used for some hypothetical legal case.

In addition we want to mention, that the recipient (so the hypotheticA @G A Y 2F aLR2{1S o
situation) in this situation has deleted these pokes. If the victim e.g. wants to press charges because of
GLR1S KINIaayvYSyildé KSkakKS OFy aAavyLiXe yz2i4 RStSGS (K.

C The only substantial counterclaim of FB why pokes are kept foran indefinite time
0alLl21S KIFENIaavySyadéeéo Aa adaNBfe ONBIOGAGBSE odzi fS3l

The fact that FB has stored information, without a legitimate purpose and without a justification,
without proper information and for an indefinite time constitutes a cléagach of the provisions of the
Irish DPA and the Directive 95/46/EG as described in our Complaint 01 from Aufaex18

C2S lFal GKS h5t/ (2 Ay @SaidAa3nfierShe gotndaintwagluSclied | NB i
and disclose all information thaEBI has delivered on this issue.

We ask the ODPC to ensure that this illegal processing of data is not conducted further and all old
GL21S¢ RIGIF Aa RStSGSRO®

If no other arguments, evidence or files are before the ODPC, we are now reassured tHdidsB

been in breach of the law and that our complaint was therefore fully justified.

To show that a breach of the Irish law is not without consequences, to prevent other companies in

Ireland and the EU to breach the law as well and to show that internationainpanies are not

above the law we hope that the DPC will impose a substantial penalty.

([@% ([@%

(@~
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5. Complaint02ad { KI R2¢g t NBFAf Sa¢é

After researching the findings in both reports and the technical analysis, we came to the conclusion, that
despite FEL Qa4 Of AR WAKIRZ2 gKAINRPFAL Sa¢x GKSNBS | NBE FI NI N
dzZASNBR GKIFG FNB Ay@rairotsS G2 GKS RIFEGF &adzomaSOd 66K;
aSSy 2y I RIFEAf&@ o0l ara sKSyYy Ay ODASRBANAI2S AR BINJ K Sa/a dad
FNBE 2yfteé NBfFISR Ay GKS o6F Ol 3INRdzyR INBE S®3d G3IANERdz
to know much more about users than what they deliberately shared or exchanged via facebook.com.

When submitting the initiatomplaint we were unable to further specify the issue, but we are now able

to do so:

la +ty SEFYLXS 6S o6lyld G2 &dooYAld GKS INILIKAO o0St2¢6
fAataqQ 2F KAad TFTNASYRa® ¢ K Soupslfirazids. This simple) grapBicdid (G K I
connection with basic information about the friends allows e.g. to determine that he was serving his
community service as an ET at the Red Cross instead of serving at the military (1), was a member of an
NGO (2)stayed in a Muslim country for a longer time (3) or went to certain Universities and Schools (4).

Other information (e.g. health, sexual orientation or political views) can be determined in the same way.

o - K
C 7 . ~C £ )

: o o AN e x o i S, A4
&2 o / f ® o o o T
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Oy @ S 2
4/ - W weiblich female Freundeskreis von Max nach Geschlecht
) mannlich male Max’s network by gender

4 taz.die tageszeitung (Omnpamcr  europe-v-facebook.org

Relationship between differentuseés} a SR 2yt & 2y ™M adzoYAGGSR yR lFo2dzi m

CKA& A& F @OSNEB o0FaA0 ANIYLKAOI 2yfeé dz&AAy3d FNASYR f
many more users (e.g. by searches, imports, address books, click ddtayery dot is not only a name,
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but again a whole Facebook profile. In addition to these profiles and connections, hidden click data,
advertisement information or data from social plugins can be added to every dot.

¢CKS NBadzZ 0 Aa 6KIFIEYAA FUPRBYINARODSHOXANIRLINR OSaaAy3
O2YLIF yASa KIFIPS RSLINISR FTNRY | LJzN1}2 &S o0l &SR LINE
systems that are able to connect seemingly unrelated data of millions of users with each other
OGO0RINNE2yaé¢0d C2NJ R2Ay3 a2 GKS agdrairoftsSé RFEOGF Aa
another purpose (e.g. protocols, IPs, friend finder data, administrative data, data of others). This allows

for profiling on people that have never really sharadything on facebook.com, or are not even a
YSYOSNI 2F GKS LI GF2NY¥Yeo ¢KA& LINI OGAO0S asSSvya a2 oS
in the initial complaint. In essence, data that the user did not knowingly share or is not visible is
processe in a way that a profile can be derived that is much bigger than what is visible for the user.

In the section on advertisement in the report from December 2011, ¢y seems to mention the most

basic possibilities to target ads. There is no word omarsmphisticated functions as described above,

SPSyYy (K2dAK adzOK G§SOKyAljdzSa FINB aaidlidS 2F GKS | NI
It seems like FBhas only disclosed the types of data processing that are very obvious and reasonable.
When considering the exact wording of such statements, it become clear that thegllasgitten in a

way which also allows for other processing:

GC2N) SELYLHIGSi 8& GKFG AT F dz&aASNI YSYGA2ySR I OFNJ AY
relatedtocars, F&8 YA 3IK{G GIFNBSG FRa (2 GKS dzaSNJ LG | LRGISYdA

This does not say, that HRloes not use other, less obvious, information to target ads, promote their
ASNIAOS 2NJ 4adA3Sad aFNASYRa¢ O

The audit and the technical pert cover so far only the small fraction of this form of processing that was
deployedby FBE (G2 AGFNASYR adza3SadiAz2yés o6dzi RAR y20 Stl o
and data processing by #Bhat is not solely based on the informationathusers have deliberately
AKFNBR 2y FIF0S0221®02Y® hdzNJ / 2YLIX FAYyd nu Of SI NI &
possible results of these extensive profiles.

C We cannot elaborate further, because of the lack of evidence, arguments and fileslation to

this complaint.
C Therefore, we ask the ODPC to investigate if and how such processing of data takes place and
disclose all information that FB has delivered on this issue and investigate further to determine if
the complaint is justified or nband get back to us with the results.
Currently we have no reason to believe that our initial complaint is not justified, given the doubts
above.

([@%
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6./ 2YLIX FAYydG no aGc¢kIAAYyIE

We welcomethat FB KIF & AYGNRRdzOSR (KS 2 LJiA 2 ¢publicallylsiednl LILINE O
At the same time this is just a first step in the right direction, since users have to activedytojpbm

automatic publication of tags that other users can place at any time. It takes many steps to deactivate

the automatic tagging echanism (8 clicks). Compared to the other options in the relevaniupopBl

requires users to go down one more level into the menu, by having a secondppdmat is only

accessible through a text link, instead of a button (like the rest of the optibmg. wording is also

O2y FTdzaAy3dx aAyOS dzaSNB KIFI@S (42 OK22aS aSylofSRéE O

/B Privacy Settings - Windows Internet Explorer [ 3)
@7\;.\" oo facebook.c 0 fo=ttings tab—privacy oE 4] o 2y &
[ Privacy Settings x

Datei Bearbeiten Ansicht Faveriten Extras 2

5 - B - 10 @ - Sete- Sicherheit- Extras - @~
facebook Search for people; places and things . Peter Hinterhauser Find Friends | Home

Privacy Settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audiend
selector — when you share or afterwards. Remember: the people you share with can always share

information with others, including apps. Learn more. Timeline and Tagging
Who can post on your timeline? 1 Friends ~
The privacy of your next post is currently set to @ Public :
Who can see what others post on your imeline? M2 Friends of Friends ~
Review posts friends tag you in before they appear on your timeline off >
LI Post |
Who can see posts you've been tagged in on your timeline? M2 Friends of Friends ~
Your selection sticks around for your next post until you change it — either inline when
you post, or here:
Review tags friends add to your own posts on Facebook off >
e n # ®  Timeline Review iabl
hilable
Public Friends Custom upig
3 c c Timeline Review controls whether you have to manually apprave posts you're
tagged in before they go on your timeline. When you have a post to review, the Disabled
Needs Review tab will appear on your timeline. r—
Note: 9 Enabled Done
Mote: You can still be tagged, and tags may appear elsewhere on Facebook. v Disabled
& How You Connect
Control how you connect with people you know. Edit Settings
facebook ) oo e -
Cmia Oy Actviy Log = 2012 = Aprit = sz
© Timeline and Tagging = {
Control what happens when friends tag you or your content, or post on your timeline. Edit Settings + Approve All X
k |
}
9% Ads, Apps and Websites 1e Chat (1 f

gl |
Screenshat Disabling automatic publication of Tags

This change to th@revious system only changése initial visibiliy of tags (in pictures or postings). It
does not ,however, allow disabling tagging itself. It does also not change the removal of tagillFB
1SSLA +Hfft aNBY2@QSRé GF3Jao

The new system allows to prevent automatic publication of tags (a step in thatrijrection).

CKS acadsSyYy A#Adzhiy TNPY Fgzia¥LWGAO Lzt AOFGA2Y | YR
There is no change in relation to the removal of tags and the fact thatl kBeps even the

GNBY2@SR¢ G a0

O)x O )
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The ODPC has changed its position from the fagort towards the review: While in the first report it
has claimed that there must be a possibility to fully turn off tags, it has changed its position without any
material argument that was any new:

Ge¢lF 1Ay 002dzy i 27F (K SstodtanBeZdga and 1B @efetd thémdfltheyfso wish S (2 d
68 INB y20 NBIAANAYI Fy FoAftAdGe (2 LINBOSYyG ¢k 3IAy3

Only some numbers from the United States (!) that indicate that only some people remove tags seemed
to be new evidencéle cannot understand why the ODPC has changes its position.

C We hereby ask the ODPC to explain this change of position.
C If any arguments, files or evidence was not disclosed in relation to this change we hereby ask the
ODPC to deliver such documents.

The reports are not covering all the issues of you initial complaints, especially the question how there

could possibly be aimformedand specificconsent by the data subject to the postings, if the data subject

does not even know which kind of picture argting he/she got connected to, was not covered.

¢tKS flFg R2Sa y20 Fttz2¢ G2 LINROSaa RIFIGlF o0FaSR 2y
RFEGF &dzoa2S0Gz 2dzad o6SOlFdzasS LIS2LXS YlIe& aleée ayz2é f1
apLf ASa (2 & OgAaNoaSo { ISR Ra delt deniev@Be/tags,W=Bsyll keaSszhelt S
AYF2NXYIFOGA2Yy® LG A& 2dzad y2i GAaAroftsS FyevY2NBX o0 dz
Even just the fact that the informationijsS LJG O2y ad Al dziSa aLINRPOSaaAiAy3é¢ 27F

CKSNBE Aa y2 FTFFANNIGAGS FOGA2Yy GKIFG OFy Ll2aairot e
¢KS RIGFE Aada LINPOS&&ASR SOSY IRREINIYERKS SOONAYALBUR (T R -
Alsotagsthal KI R G2 0S GNBOBASSHGSRE NB 1SLIWG FFAISNI GKSe@
We hereby ask the ODPC to produce or disclose evidence, files and counterarguments in connection

with the initial complaint. Currently we see ourselves reassured that the original complaint was

fully justified.

O O O)x O

Currently there is opl one solution which wevould understand tobe fully compliant with the law. This
az2fdziAzy Aa o0& (GUKS gte& (GKS adFyRFENR LINRPOSRAINBE g4 A
other systems we know of and shouddS RSLJ 28 SR gAGK GF3azx 3INRdAzLIAZ S¢
data subjects get connected to by others:

Stepl: A third party can establish a link betese a data subject and an object.
This link stays invisible until there is an action by the datestib
Step2: ¢ KS dzaSNJ 3SGa | y2idA0S (2 al OOSLIié¢ 2N aNBY2@Se Ado
Step3: Removed Ay 1 & | NS RSt SGSRI dzaSNA Y &he BSavalisitieSstozet)i A 2y ({2
Acceptedlinks are turning into a visible link (e.g. a tag, grougmbershipor RSVP) and may Ipeocessed
further by FBl (e.g. for serving ads).

Additional systems like limiting the users that can establish lodeting links if no action by the user is
GF1Sy 6AGKAY | NBIFaz2yl of Senlinac¥t®EysteNJ aof 201¢ tAada

C This solution is a standard practice and the only known system that is compliant with the law.
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7.1 2YLX FAYG nn G{@8yOKNRBYAI Ay3é

The reports and the technical analysis did not uncover anything substantially hew. The reports do not

cover the legal tlIAYa 2F (GKS AYyAGALf O2YLX I Aydz odzi NBFSN
investigation and the investigation by the Hamburg DPC. We took a closer look at these investigations

and came to the conclusion that the Canadian DPC was in essence referiing $olution by the

Hamburg DPC:

G2 KSy GKS O2YLX IAyda 6SNB FAE{SRI Ay@AllGAzya LINRODARS
suggestions. They also lacked a clear feature enabling recipients-tmbpf receiving further messages, of

having their email address used to generate friend suggestions.

During the investigation, the company agreed to make a number of changes following discussions with our
Office along with another international data protection office, which had relatedcerns. In particular,

Facebook added a more udeiendly method to opt out of receiving friend suggestions or any further
messages. As well, it removed friend suggestions from initial invitations and only sent these in subsequent

NB Y A y R S NBEhtE//wew pavdziNda/Sidtlia/nrc/2012/bg 120404 e.adp

The solution by the Hamburg DPC is only making sure that FBRINE @A R S-2 dzF 2 N& 2 v i & B (130 dz&
not get further emails and that FBonly uses & A f | RRNX&aasSa 2F Alda dzaSNa
not for other purposes. The initial invitation (see screenshstsentby other users of FBI. If the
recipientsdoy 2 i Of AO1 2y (G(KS GAye@ dazestdd & QudntySgsumingzi (0 2 v
GKFG GKS dzaSNB O2yaSyd by BBl (&S inght salii K &NMIEK SINIY @R i @ Xi ik
aAaAYLIX e aalld YEOO

The text and the design of the invitationdentrolledby FBI. FBI is e.g. using the subjéc & / KSO{ 2 dzi
LIK2G24& 2y CI OS0 2 2theétestFagcdlint v Wedie using didiriot=h8ld a single photo(!).

¢KS NBOALASYG Ay GKAa SEFYLXS Aa GNAROISR AyidG2 oSt
FBI composed this message. @ithe recipient and a small portion of the message (underlined in green)

are chosen by the user that is sending the invitation.

_»Check out my photos on Facebook
Peter Hinterhauser < facebookmail.com>

© Wenn Probleme mit der Darstellungsweise dieser Nachricht bestehen, klicken Sie hier, um sie im Webbrowser anzuzeigen
Do 08.11.2012 23:07

susanne.hinterhause (N

facebook

Hi ,

Peter Hinterhauser is inviting you to join Facebook.
[4 » )
2 Peter Hinterhauser

’ komm!
November 8, 2012
J Once you join, you'll be able to see updates, photos and more from Peter and all your

~  other friends... and share your own!

Join Facebook

susanneinterhause

su:vsmb“

Screenshot: Invitation and Gftut Link

28


http://www.priv.gc.ca/media/nr-c/2012/bg_120404_e.asp

We therefore question FB Qa Of FAY y20 G2 0SS aSy&ho/® beitheS YSaa
controller. In essence they are deciding about the content (even false content). The inviting user does

not even see the subject or the content of the messagel BBalso running the infrastructure and the
aeaidsSy GKIG | fsbapes.ANo@if2A GoAy2D 12T YISKS @G dzy a dzo @ @NAK 6 Sé
O2yaSyid G2 KIF@S GKS RIF {l -landrdhe BdyvitdaluseR Tolbe abe & gdtINE O S a
that in line with the legal framework, iIB K a (2 0SS I BNESF2NI @aaDOKYy & y@A Vi N

C Itis not consequent to say that the individual user is responsible for the invitation and, but
Of FAYAY3 GKIFIG y2G Ot AO1AYy3a 2y (KS dadizyadzo aONKROGSE
C FBI cannot shift the responsibility to theser, yetshift the advantage to itself.

Agreementwith the Hamburg DPC

The solution that was reached by the DPC in Hamburg was surely a big step in the right direction. At the
same time it is not in line with the duty to get an informed, specific andmbiguous consent. Hot
clickinga tiny link, in a tiny gray text, in a message that users have never asked for constitutes informed
and unambiguous consent, we can totally eliminate the idea of consent based processing. This form of
consent is the tothopposite everything that can be read in any data protection book or in WP187:

G¢KS y2G0A2y 2F bAYRAOIFIGA2Yb A& 6ARSZI odzi AG aSSya G2

GC2NJ SEFYLX S | REFEGEF O2y GNRf f SNJI Yie éonskrit i@tBe foll@ving K @S i K &
case: let us imagine a situation where upon sending a letter to customers informing them of an envisaged

transfer of their data unless they object within 2 weeks, only 10% of the customers respond. In this example, it

is contestble that the 90% that did not respond did indeed agree to the transfer. In such cases the data
O2yGNRBftfSNIKIFa y2 OfSIENIAYRAOFIGAZY 2F GKS AyidSyiAirzy 2

G¢KS FIFOG GKFG GKS AYRAGARdzZ fsndRaléw to/b2 doncimelRiBanlie gaveS | y & L
KAad O2yaSyid ¢Kdzax Ald oAttt y20 YSSG (GKS NBIldZANBYSyd 2

GOEI YL SY Ay @l tAR 02y aSyd F-indlbodkdertlieKsSrds amzénhiito is Byalfydza i 2 Y &
program customers informing them that their data will be transferred to an advertising company, which plans

to use it for marketing purposes. Users are given two weeks to respond to the email. They are informed that a

lack of response will be deemed consentimtransfer. This type of mechanism, whereby consent is derived

from a lack of reaction from individuals, does not deliver valid, unambiguous consent. It is not possible to

ascertain without any doubt that individuals have agreed to the transfer from i@ f  O1 2 F NBALR Yy aSd
(WP187. Page 24)

G/ 2yasdyld olasSR 2y Iy AYRAOGARdZ £Ua AyFOGA2Y 2NJ 4Af Sy OE
anonf AyS O2yiSEGl®E o62tmyTZ tF3S opo

Given this very clear picture, we have no doubts that therg B G dzy' | YO A Idz2dzaé O2y &Sy
subjects to not react to an-mail. Otherwise there could be some claim in any spamad that would

allow using all personal data of the recipient.

If a recipient does not care about the (RGhEA & i A Yy 30 & u¥erQlindaNdged Bim/teriNshel K S
recipient might not even read the message. In such a situation the recipient has in no way given consent.

C Inaction following an email does never constitute informed and unambiguous consent.
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So why did the Hamburg DPC agteesuch a system that is in clear breach of WP187, the German law
and even the ECJs rulinge€ e.g. Volker und Markus Schecke v Land H&s§ka simple answer can be
found in one of the last sentences of the press information on the webpage of the g C:

ab20K 6SAGSNBSKSYRS [ &dzy3aSy> SiGél RSN ANyl £t AO0KS +SNJI
den Verhandlungen nicht zu erreich&me dirften auchus rechtlichen Griinden kaum durchsetzbar®edin

Translation:a ! 6 NP | R Sodéxansle dzitdl gbgnfonment of the import of third party data, were not

possible to achieve in the negotiations. They would fastegal reasons probably not be enforceable

In essence The Hamburg DPC was uncertain if he has jurisdiction eMerFB S | 6 2 @S G DSy SNJI f
| 2YGNREESNEODP ¢CKSNBETF2NBE (GKS |1 I YOdzNEB 5t Hthidkglh | INB S
negotiations. This solution is not the result of a formal procedure that was applying the lawl tbuEB

0KS NBadfsé 8 K $matheldiudh Retter cards.

We are of the opinion that this step was reasonable given the conditions the Hamburg DPC was
operating under, but this cannot be the bases for a decision by the Irish DPC, that clearly has jurisdiction
overFRL.2f dziAz2ya KIFI@S (2 06S Ay fAYyS gA0GK GKS fFg I yR

)

The solution reached by the Hamburg DPC was a step in the right direction, but is not in line with
the law or the common opinion within the EU (WP187).

FBI was not alde to deliver any material counterarguments.

We ask the ODPC to deliver any counterarguments, files or evidence concerning this matter.
Therefore we have no reason to believe that our initial complaint is not justified.

O)x O)x )

hiKSNJ C2NX¥a 2F taYLRNIAY3I ' aSNBEQ 51

Despite criticism of the ODPC in the first report-IF&ill allows users to import up to 5.000 (!)

eYFAf | RRNBaasSa (G2 Ay@AGS LIS2LX Sis geinglvalid/cBnsentdd J 3 S ¢ @
the processing of this information andthe @NIi | yR (G KS GSOKYyAOFf Iyl feara
dzZaSNE Ay (GKS 9!'k99! @ 2SS NP ¢2yRSNAYy3I K2gmalKAa AA
In addition the report does not investigate about the further use of this data bl MR dso want to

stress that Ireland is responsible for all users outside of the US and Canada. There is no reason
whatsoever that the same steps were not also taken for users in other countries.

FBI was not able to deliver any material counterarguments.
We ask the ODPC to deliver any counterarguments, files or evidence concerning this matter.
Therefore we have no reason to believe that our initial complaint is not justified.

O)x O)¢ O
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8./ 2YLX Ayl np G5StSGSR t2adGdAay3asé

According to the December Report,-FBas clairad that the deleted posts were only visible because
they were still within the deletion period of 90 days. In factlSBys that Max Schrems has deleted these

LRaGAYy3a 4 FLILWINRPEAYIFGSte mMH RIé&a oSTemSotiekS dal O

production of the file (which would be July™12011) or the filing of the access request (which would be
June 2°2011).

We also miss a stringent explanation of why only some postings were available, while most postings
were not in the file. Werghe other undeleted postings not disclosed, or were other postings deleted?

C Therefore, we are asking the ODPC to disclose the exact reaction Hyt&Bn relation to this
complaint, as well as possible evidence that was delivered in relation to this damp
C We ask the ODPC to let FRxplain how they were able to come up with the exact number of

GFLIIINBEAYI GStfe muH RI2aé YR K2¢ GKSe OFf Od#f I GSR

C We also want to get a stringent explanation how only certain postings ended ughifile.

Written by Max Schrems:

Either way the claim seems to be false. | have repeatedly used a Firefek Pladg OF £ f SR @A al ONJ

has automatically deleted all postings on my wall, as well as other Facebook data like my megsages. A
short videothat shows how this works can be found YouTube
I have run the plugn for the first time during the year 2010 or even before that and the last time during
the first half a year of 2011. | saecall this because this was before and during my studies abroad.

2KAfS L OFyyz2i NBOFft GKS SEIFOG GAYS&a:T L KSNBoe

repeatedly and way before the 90 day period thatlFfaims.

C We ask the ODPC to geblid proof which would support FB Q& Of F AY GKFd (GKS
deleted only 12 days before the filing of the access request or before the production of the data file
GKAOK aCl O0So6221 L y-0MassentioKaxSthfemdJr NSy i 2F C.

The postingghat were found in the data set were dating back to 2008 and 2009. This means that they
must have been deleted when Max Schrems has used the automatic script for the very first time in 2010.
This would have been way before the 90 days and would surdiyde@ostings from 2008 and 2009.

The claim by FBseems to be false and misleading.

C In essence we are asking the ODPC to investigate the exact circumstances and get back to us with

the exact arguments and solid evidence for-EBQ&d 02 dzy 1 SN} NBdzYSy (i a o
C Curently we have no reason to believe that Complaint 05 is not justified, given the doubts above.
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http://www.youtube.com/watch?v=PZ6QDmZys78

9./ 2YLIX FAYy(d nc aGt2adAay3a 2y 20KSNJ ! aSNEQ

We are happy to see that HBhas made great progress in respect to this complaint by implementing a
systemwlb NS RI GF &dzoeSOia OlFly &aSS G4KS | dzZRASyOS 2F | y:
points out the functions and we have nothing further to add at this point.

C FBI has changed towards a model that we suggested in the initial complaint.
C Therefore wehave no doubt that our initial complaint was justified.

FBLQa yS¢ az2fdzirAzy +faz2z KFa F RNrgol Ol GKIFIG 6S KI ¢
51 41 &adznaS0ita Oly 2yteée 02yaSyid Ay |y aAyFaN¥SRE
subjects will consider before posting is thadienceof a posting. FB displays the audience set by the
26ySN) 2F GKS LI 3IST o6dzi AG Ffaz Fftftzéa dzaSNBR (2
cornerstone of facebook.com to make people beé that they exchange among their friends and that it

Ad y2i LMot AO AT 2yS dzASNI LlRada 2y -ldetsaserktd dderdza S NE Q
up under their real name in a way they would never do on a public blog or discussion forum.

Thda A& dzy RSNXYAYSR &Ay O indi RBScurtetly gfainid¥o be the contofler dfJ- 3S 06
facebook.com OFy &a¢AGO0OK GKS LlaidAy3da FNBY GFNASYyRas¢ (2
searchable for anyone in the world. This is the assesswoighe ODPC:

aThis Office has considered this issue in detail (...) and is inclined to the view that if a Facebook user chooses to
post on another Facebook user's page that they do not do so with an expectation that the post will be either
private orrei NA OG SR G2 Iy F dzZRASY OS (SekondiRepbf Bage 49NS O2 YF2 NI I 6 f

We cannot share this position, since it was the core idea and supported by the ODPC that users should
get this information in order to make informed decisions. It is nonhgint to now claim that users do
not post data with the expectation that this post will only be shown to a restricted audience.

The ODPC further notedtf a user has a concern about the audience for a post they make or that the audience
might be subsequdly expanded from say "friends only" to "public" then there is a simple solution available to
them and that is not to post on other user's pag¢Second Report, Page 49)

This argument can be deployed in a privacy discussion in a local pub, but hagrotdo with the law.

If this argument is consequently deployed we could shred the whole proceeding againsirkt in the

end all users have the option not to use the service. It is the essence of data protection law to allow
people to use new techology and be able to trust it.

We cannot share the view of the ODPC in this respect and think our initial complaint is justified.

We hereby ask the ODPC to disclose all documents that relate to this complaint.

In addition we urgently ask the ODPC to narttee provision of the Irish Data Protection Act from

GKAOK Al KIFIad RSNAOGSR GKAA GaAYLAES az2fdziAizyeés &aAy

O O O
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10/ 2YLX I AYydG nTt aaSaal 3sSas

The reports and technical analysis are helpful to get a broader insight of hdwreBesses deted
messages. At the same time there are certain inconsistencies of the technical report with the facts we
F2dzyRd® C2NJ SEF YL S G(KS NBLERZ2NI adza3asada GKFdG 2yO0S
FTAYR O2NNBaLRYyRAy3 ofthahardrads &f regiplentsi KS aAyo2ESaé
G!' y2GKSNI It GSNY I GADS ¢2dzZ R -Loa (320 2aNI 1S [ afefa (2S0YKeS NI 20 SRS G
other references to the attachment are left. This would remove the advantage dhdhehat there is no
assocation between celdéd ¢ SOKY AOFf wSLER2NIL Ay GKS awS@ASgeszr LI IS po

We want to stress that FBwas able to deliver all messages that were deleted when supplying Max
{OKNBYa ¢gAGK (GKS NBaLRyaS G2 (GKS AyAGAISiEROSaaA
messages). FB Kl & Of FAYSR GKI G GKSa$S yvYSaalr3asSa 46SNB yzi
users, as we have anticipated in the initial complaint. This fact demonstrate thhtiS-Bapable of

retrieving all deleted messages of a partaouusers, even when he/she deleted at the copies that were

stored in the original section of the system.

C FBIis able to retrieve all deleted messages from the system, no matter where they are stored.

FBI has further argued that messages are fully telewhen all data subjects that have been part of the
conversation have deleted the message. We cannot see any facts or material arguments that would
support this claim in the reports or the technical analysis.

C We could not find any fact based evidendeat messages are deleted when all users have deleted
their individual copy of the message.

FBI claimed that it is not processing the content of a message. There has not been any fact based
evidence supporting this claim. There are facts that indicaté B uses norcontent data of personal

messages and recently #BRas said that it also scans the content for different filters and an alert system

aiming at child predators. The technical analysis of the report only saysathat Fdzf t = RSBGIF Af SR
GKS 2LISNI A2y 2F (GKS LINAGIGS YSaal3aiay3a aeadasSy Aa
There is also no provision iNEBQ A LINRA @I O& LJ2 f A-Odm prdcéssing ihe adwiteRt ofK A y R S N
messages for any purpose (like e.g. advertisement or friend estiggs). The difference between
O2yuSyid IyR 2GKSNJ yYSaal3S RIGF Aa y2d NBFESOGSR A
GKS 3ISYSNIf aSOlA2y |o02dzi GAYTF2NNIGA2Y 6S NBOSAJD!
provision in the pbcy which allows for any practically operation:

G2S dzaS GKS AYyF2NXNIFGA2Y 6S NBOSAGS 02dzi &82dz Ay 0O2yy S
and other users like your friends, our partners, the advertisers that purchase ads on thedsites davelopers
GKFd o0dzAtR GKS 3JIFYSas LW AOFGA2YyAasS yR gSoaArisSa e&2dz

There is no fact based evidence of the extent of processing of the content of messages.
FBLQa 2¢6y LINAGIFOe LRfAOe R2Sa y2i tAYAd GKS dza$s
There is fact based evidence that n@ontent data is not used.

O O O
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The Material Claim

Independent form these factual problems the reports have not dealt with the material claim in the initial
complaints which is in essence that the system itself mightkkweasonable in respect to each detail of
the operation, but that the overall result of the processing is excessive given the purpose.

Deletion Process

FBI generates endless amounts of personal, private chat messages that can factually not be dédleted.
dzaSNER GKIF G KF@S 02YYdzyAOFGSR @Al FIF0S06221 02y KI @
6 clicks from the start page. If a user would want to delete all his/her copies if would take hours. There is

y2 61 & TF2NJ aYl &ladoe®yRAIS GIMBYZY IHGAROIG.t & GRSt SiS¢ 2tR
aeaidsSy 6S INB 6 NB 2Fd ¢KS YSNHSNI 60SG6SSy aOKI i
where every little exchange is treated like highly relevant personal mail. This does not refleiitiNE Q
reality and is an exceptional approach that cannot be seen anywhere in the world.

Messages Send a New Message |0 bhatos / Vi

Windows Internet Explorer o [=] P3|
Pl =] i e

irlines

U think the ultimate dream aircraft mi
ne Skyscanner asked 1,000 airfine pasd
1 survey, and today we're reporting on

p://bit.ly/TheUltimateDreamAircraft

See
183 Music l \

‘_ ultiple photos, message friends of friends and more. mm
[ Motes gousus 7
el P —— wore - | NN + New messaoe [CTETRN—T

(& Pokes
Mark as Unread

I Open in Chat
£) Subscriptions

Forward Messages...

Delete Messages...

T —

Facebook User hallo! Report Spam or Abuse...
# & hier der dekte ink: htp: /i
Peter Hinterhauser Keyboard Shortcuts
hallo! Feedback

Once you delete your copy of this conversation, it cannot be undone.

Delete This Entire Conversation?

i
e

Delete Conversation [fe-1 05 l 10 Chat

Screenshots: Deletion of a copy of a chat conversation through the user.

C Itis practically impossible for users to delete all their messageswitasonable efforts.
C There is no standard deletion and no option for mass deletion.
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Comparison to EMail and Chat Programs

If this is compared to-enails we want to stress, thatmails donnot work in a similar fashion, since the
GAYyO02Eé |y Rhe diffedzit aisers are shréad out all over the personal computers of every
individual user or maybe situated at their provider (webmail). If a user deletes his semafleit is

factually impossible to find the correspondingnails in the outbox or imox of the other recipients

because no one can reconstruct the communication and is therefore unable to know about the other
recipients. This is totally different on facebook.com as the data set of Max Schrems has demonstrated. In
addition normal softwared £ A 1 S ahdzift 22160 2y | dzZ&ASNEQ O2YLlziSNJ
messages and offers many options to get rid of eidadls.

Ly O2YLI NRazy G2 aeadSvya GKFdG FINB Oft2aSN) (2 oKI G
facebook.com it isnore than obvious that all these services delete chats within a very short period of a
couple of hours or days. There is never an endless storage of all private messages in a central location.

C FBLQa OKI G &aeaidsSy OFy Ay y2 that éfersifilar QuachdndlithBE R {0 2
since these systems do not allow t@ntrally retrieve old, deleted messages.

Government Access

In addition FB is legally obliged to disclose such information upon orders by authorities from all over
the EU or the U3n addition FB also allows authorities of other countries to get copies of this highly
personal communication. In the US where the servers are situated, there is not even a constitutional
right to privacy when messages are stored on a central systeismldgal way to access such data has to

be taken into consideration when assessing the risk of privacy violations.

Surveillance by Design

In summary we are looking at a system that might be intentionallyaimed at getting users into this
position, but does in facigenerate endless amounts of junk data (= old chats) that can practically not be

deleted by the individual users, since it can always be retrieved through the counterparts of the copies.

The system that FBhas generated does not follow thRS I 2 F 4G LINA O O&8 o0& RS&aAIy¢
RSAONAOGSR a4 olLlRaaArote dzyAyliSyaAaz2ylrfo Gad2NIBSAtELlyYy
The law does not only cover intentional threats to the right to data protection of the individual, but is

mainly covering systematic problemsathbear a tremendous factual risk of a breach of the right to

privacy of data subjects. This is the preventative character of the law, which must clearly be triggered by

this system and the risks that we mentioned above.

Facebook.com was initially designad a student project, but since it has become a standard form of
communication and for some the main form of communication, a design that is in fact making every

single message centrally retrievable, independent from the deletion by the user cannotlibe imith

the principles set out in Section 2 DPA and Article 6 of Directive 95/46/EG.

Therefore we have every reason to believe that our initial complaint it fully justified.

We ask the ODPC to disclose all files, evidence and arguments on this comgtaimhake FB
produce a material counterargument.

We would not sport a penalty, since we believe this happened without any negligence Hy FB

O O

(@~
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11/ 2YLIX FAYG ny at NAGFOe t2ftA0@ YR [ 2ya

A. PrivacyPolicy

Old Policy:Since we have filed our initial complaintsAugust 2011, FBhas changed its privacy policy
twice (!) and there is a third change on the way. We want to point at WP187 and the original complaints
concerning the level and form of information, which especially very complex systems have to be
accanpanied with (see WP187 page 21).

The claims FBhas submitted to the ODCP concerning the old policy seem not stringent to us. The report
has only cited claims by HBhat our claims are wrong, but the report does not deliver any material
arguments by BIl. From the current level of information we cannot see that any material
counterarguments were brought forward concerning our initial complaints.

Because of the limited information we got through the report, we cannot really respond to the
counterargumets to what we have brought forward concerning the content of the old privacy policy.
.dzi 6S dzy RSNRGFYR GKS h5t/ Qad FAYRAy3da Ay G(GKS NBLR
view and see nothing that would be contrary to the claims in our irgganplaint.

C We ask the ODPC to disclose all arguments, evidence and files in relation th GB
counterarguments. We face total absence of material counterarguments byt.FB

C We are still of the view that FBR Q& 2t R LJ2f A 0& 02 dz Bl basig for te2 y a G A
processing of our data under the DPA and Directive 95/46/EG.

C If there are no other arguments than the ones named above, we are of the view that our complaint

was justified in relation to the previous policy.

New Policy:We very much welmme that FB now has a single document and stopped linking to
hundreds of other pages in its policy. At the same time the new policy is still of extreme length,
extremely vague and impossible to understand for a normal user. After working with this pmlicy
almost a year, it is still not possible for the members of our group to exactly say whatdeB or does
y2i R2 6A0GK dzaSNBRQ RIF{dFX o0FaSR 2y GKA&a LRtAOE®

We believe that there are ways to limit the length of the policy to a couple of pages| iplE8 some
effort into it. Currently it seems that FBrather puts a lot of effort in a lengthy policy in order to deter
users from reading and understanding it.

28§ St02YS (KS ILIINRFOK 2F daAyftAySé O2yaSegeiti T2N ¢
specific consent every time a user uses a new tool for the first time, since it is impossible for a user to

dzy RSNRGFYR aFF 0S0221®02Y¢ FASNI AaAIyAy3I dzZLJ F2NJ (K
first report. While this helps to constite a valid and meaningful act of consent, there must be a
R20dzySyid Ay (GKS SyR GKFG alLISOAFTFASA Ay 2yS LX I OS |
what consequences they have. This has in the end to be done in a privacy policy, which might be
ASLI NI GSR Ayl2 aY2RdzZ Saé¢ F2N 6KS RAFFSNBYy (G Fdzy Ol A

The first report by the ODPC of December 2011 has to our view outlined many important things
concerning the current policy. We especially want to point at theifigsl on pages 39 to 41. When
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looking at the changes by #BRnd the review, we had to find that not much of these findings were in the

SYR AYLX SYSY(GSR® ¢KS OKFy3dS Ay GKS LRftAO& A& AY
deprives users of ghts and allows FBto process data in an even broader way. The new policy has not

led to any limitation of FB Q& dza S 2F RIF G @

We are still of the view that, while the new policy has at least shrunk to one single document, it is still
not a valid basigor the processing by FB This is not only because of the vague, unclear and lengthy
style, but also because many provisions seem to be in violation of the DPA and Directive 95/46/EG. We
have summarized some issues as examples why we are still of thierofhat this cannot be the basis

for a valid consent:

a. We believe FB has toclearly say or list what they do with our dat/hile FB elaborates over pages
about where they get data and how export or display it to users they are not saying very baugh a
gKIFEG KFELIISya Ay GKS aofl Ol 02E£ @

Currently the only sentence that generally controls the use of user data is the following:

G2S dzaS GKS AYyT2NXNIGA2Y 6S NBOSAGS 02dzi &2dz Ay O2)
you and other usergike your friends, our partners, the advertisers that purchase ads on the site, and the
RSOSt21LISNE (KIG 6dAfR GKS 3IFYSazr LW AOFGARZ2Y&aT | yR

This sentence splits into two segments:

The first segment definesgurposewhich embracesfat & & SNIIA OS &l plowdBs. Ifti8sl (i dzNB a
segment is inverted it says that #Bs onlyprohibited from using data in relation to services and
features it doesiot at all provide. In plain English this translates segment says

628 YIée dZASTRRAHAWBRNBEIKAY3I:E SEOSLII 2F GKAy3a 6S R2YC

The second segment defines tipeople in relation to which FB may use personal data. This

segment limits FB Qa dz&a S 2 F LIS NA 2yguahd ofRer dskés dh yT KNS S (12A02KyYS NI 2dz
then speciled by giving exampleé & f)Aawhi&éamount to everyone FBhas any contract or

business with. Given the fact that #Bas about 1 billion users and millions of additional partners,
cooperate users or advertisers and we currently have a little more ghhaitlion internet users, this

is again a meaningless definition and translates to

2SS Yire& dzaS @2dzNJ RFGF Ay NDdlflofihe BitgmefibZ SOSNE2yS 4SS Ay
This is maybe the most abstract (and therefore the most unlimited) purpose venten into a
LINR @1 08 LRfAOed LG OFy AYLR&AaAAOES 06S I GaALISOATI
example otblanket consentPractically any set of operation can be done under this provision. Such a
statement is totally contrary to the laand any legal opinion we know, including WP187, pages 19f.

On top of this, the policy also claims that users consent to future developments of facebook.com. So
dzASNE I NB adzLllll2aSRf& IAGAYI | dalISOATFAOOexisty R Ay T2

GDNI yiAy3d dza (GKAA LISN¥YA&ZaA2Yy y20 2yfteée ltfz2sa dza (2
to provide you with innovative features and services we develop in the future that use the information we
NBOSAGS o62dzi &2dz Ay ySg 41 &adé
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There is no way that consent to an unclear and-eaisting future form of processing personal data

can in any way be informed or specific. This allowd EBdo practically everything, since the
fAYAGEFEGOAZ2Y G2 LINRPOS&a RIVR ZSEBAMEANBIE & SEV YR
widened any timeby FB Qa RSOAaA2y (2 Sy3lFr3S Ay ySég adaSNDA
FBL KFa G2 ¢2N)] G2¢61 NRa || aY2RdzZ S¢ LlRfAOe aeadsSy
and then consent to it. FBworks inth & RANBOGA2Yy o6& AYLXSYSyidAy3a 4
currently a fractioned system, which mainly leads to confusion, not informed consent.

FBI has to implement aiit h IJYASy A 0 S+ R -Badzi ¢ ya&adBY F2NJ Lttt RIGE
(e.g. fe recognition, applications or tag®yow new options are automatically activated without

notice. Users should be able to make an informed decision. This is also in line with the findings of the
ODPC in the first report and WP187 of the Article 29 WorRanty. See also Complaint 16 below.

FBI has to precisely say which personal data it stores. Currently there are only very vague and
generalclaims (e.g2 S NBOSAGBS AYyTF2NXIGA2Yy F0ddzi @2dz TNRY ¢
Clear information could be delived through a continuously updatdist of all datacategories and
subcategories that are stored about a user-IFhould also explain the purpose for keeping the
information. It has to be clear and easy to understand what is generally captured-byS@e@vices.

FBI has to clarifywho is responsibl® 0 KS a O2 y i NR f £ S NEWe ofpasbldhad ksersi LI NJIi
FBI now claims that it is theontroller for personal pages, messages and picturgd. has put a

provision into the new policy saying it tise (sole?) controller, but at the same time -FBhakes

LlJdzoft AO adFGSYySyida G2 (GKS O2y (NI NEB 64SS aDSySNI ¢
FBI has to useclear and understandable languag&/e think that FBL Q& dzal 3S 2 F @I 3 dz
0SPIAD af AGGBXdet RiEYU 8Aa 2yN3 G | LILINBLINRF GS F2NJ I aLISOA

FBI has to rewrite the information o O 2 2 {FBISEoald clearly say which kind of cookies (e.g.

HTTP or Flash), with which content and for what exact purpose they are Tihimgurrem section is

full of general statementst 2 S dzaS (1SOKy2ft 23ASa ftA1S 0221ASa ddc
LINE RdzOG&a FyYyR &aSNBAOS&¢ @

FBI has todelete £ f RIF0F GKS dzaSNB KI @S LING&s 2kdzdhe @ o NS
deleted data we haw discovered in 2011 is stillon-EBQ&a a SNWWSNA | yR 2yfeé& RIFGLI
the changes are in fact deleted.

L FEGSNI AG 61 a RAZAO2OSNBR (K G ¢ RS sidplyddabeled yief 2 NY | (i
odzid2ya G2 &KARStépeopleifsom effdRvBINdeléting datiyIBhi@ Sayinot be the
proper reaction. ltusually takes extra effort to really delete information (hidden sub menus) and

intends to deter users form deleting data. We believel s to havelr R S f &8 & Sandard ofn
to allow user control and in order to allow users to withdraw previous consent.

FBL KlFa 2 AYLX SYSy( 7TdagsOdeletty RI @i Kb { dAOK2 & a dzd S NIlzy
all data of a certain category and all data that is older than a cedate. This allows users to
STFAOASyGfte 3ISi NAR 2F 2fR a2dzyl RFEGFé¢ AF GKS dz3
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¢KS NBLR2NIGIAQ FLIWNRIFOK 2F KAIKEAIKGAYI GLISNI AlGSY:
delete more than just individual pieces of data. If a usemnts to delete e.g. all old data on a

timeline they would sit for hours to click on every item for at least three times to get rid of it.

This in fact undermines the possibility to withdraw consent for the processing of data: Users are only

able to deletethe whole account, or little bits of data, there is nothing between these two extremes.

Ld A& adlrdsS 2% GKS NI ¢gAGK FEf 20KSN) aOf 2dzR¢ a &

FBI has tolist specific data retention criteritnat make it clear to users howrg which information

is held by FB. Currently FB just says that it may keep old informationag 2y 3 I &, whiehOSa a I NJ
is a mere restatement of Section 2(1)(c)(iv) DPA, but not an adequate information abbu®B | O i dz €
practice. The ODPC has aske®ll to provide a clear retention policy; we are missing such a clear
statement by FB up to this very day.

LYy + @ARS2 9ONAYy 93Fy oClO0So06221 LyO®Qa da/ KAST t N
odzi 2y f @ ahinkskR -GMad tdkingZaBoSt 180 days (see video WouTubeat 19:04), but

this is about as much as we were able to find out in relation to exact retention periods.

Such norinformation about exact retention géds is unacceptable and does not allow for a specific

and informed consent.

FBI has to take back the change that allows them{t&& SLJ dzZASNBEQ Ay F2NX I GA2Y
deleted their accountsFBI goes even further on this in the recently proposeddhiersion of the

new policy.

It used to be that FB said it deleted all information when you delete an account, this was changed

with the new policy. FB does at the same time not disclose which information is kept after deletion

of an account and howohg such information is kept. We ask the ODPC to find out which data is

kept, the purpose for this and the legal basis for such processing. This provision also seems to be in
conflict with the withdrawal of consent and the idea that data which is usecherbaises of consent

should not be processed on another basis when consent was withdrawn (see WP187).

. FBI has to take into account that it cannot effectively enforce its policies in relation to external
developers. As the investigations of the ODPC hhe#s FBI cannot even ensure that developers
have some sort of privacy policy, not to mention the other obligations of an external provider of
applications. FB cannot rely on agreements with external contractors, if they are impossible to
police and enfcce in reality. FB points at agreements that are not worth the paper they are written
on. FBI should close these holes in the legal framework and find other solutions that might mean
that only developers that are certified, checked or at least perspndé#ntified can get a hold of
dzZASNEQ RIGF 0aSBLLI ADF GA2YREDLDY (I Mo

We believe FB has to take back the change that makes the user responsiblgetting back the

data from application®r other third partiesThe old policy said deveders are obliged to delete all

user data as soon as the user deleted the application, which was in line with the EU laws and the
Safe harboagreement Under the new policy the user has to specifically ask the application provider
to delete such data. Thdeletion of an application is a clear and explicit act that constitutes a
withdrawal of consent, previous consent cannot be a basis for further processing.

We believe FRE Kl & G2 f AYAG ( KdSertisetnéhtand Sthedpurfosds @ cartaini I F 2 N
data categoriesCurrenty FB Ol y dzaS Fyeé 2F GKS dzaSNBRQ RIF Gl
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http://www.youtube.com/watch?v=aFwxme1txJ8

messages, sexual preferences, interactions with friends or what others post and share). The new
policy restates this. While HABs, according to the reportslaiming that it is in fact not processing all

data categories for all purposes the privacy policy does not reflect this and needs to be adapted in a
way that this is reflected.

p. FBI has to take back the changes that limit the scope ofdh& K 2 4 Y actioBs2rORBl f! Ra
options.Under the old policy users could turn this function off, the new policy limits the scope of the
opt-out.

g FBL Kl a (2 RA&A0ft24S 6KAOK RIGlF Olpérd®mhRiNgreSta | NB
Currently it is uncleathow FBL FA Yy Ra 2dzi dzaSNERQ AyaGdSNBaida F2N
information is not posted by the user (see also Complaint 8Badow Profiles).

r. FBI works mainly with examples to explain their processing. Most of these examples seem
reasonable e AT dzaASNBR alée (KSeé& aftA1S¢ OFNBRX (GKSeé& 3ISi
allow for other processing that might not be that reasonable an acceptable for users. We believe
that FBI has to highlight processing that cannot be reasonably expedtstead of rather obvious
processing.

As said before, the issues listed above are only some examples. In genérd BB LINA @ O& LJ2 f
lengthy document, that has endless vague and general provisions, that allow endless leeway. A data
subject cannbpredict what FB is, or is not doing with its data after reading this document.

FBL a2YSdAYSa OfFAYSR (KIFd (GKS LRftAOE KIFa 02 0SS a
the policy every time. In fact ABcurrently proposes the fourth (Yolicy since we have filed our initial

O2YLX FAydaz RSALAGS KIFEIGAy3a || OSNEB aFt SEAO6Ef Sé LIt A
FBI does provide some examples that substitute these general rules which allows for some insights, but

as they are ot an exhaustive description of ABQa 2 LISN} A2y asx (GKAa OFy (K
informed and specific consent for these specific operation.

Overall we believe that FBhas to draft a totally new policy. We suggest there is on section for the core
features and additional sections for additional features that users consent to opting into such features.
FBI should prompt users about any major updates and thereby get explicit and informed consent
whenever new features are introduced. Such a systemlavde in line with the law as well as WP187

and WP163. Such an approach would surely be supported by NGOs, DPCs and users and would
O2yaidAaiddziS NBIf ao0Sad LINFY OGAOSéd

C We ask the ODPC to get a clear statement on who is the controller of every operation on
facebook.com and what FB YSI ya o0& ¢gKSy aléAy3d GKS dzaSNBRQ R
GKSe& IINB 4 GKS &arYS GAYS y20 tSGaGAy3 GKS dzaSNI 0

C We ask the ODPC to disclose all arguments, evidence and files in relation ths®B
counterarguments concerning the new and old privacy policies.

C We ask the ODPC to have FBroduce a list of all data categories and explain the exact, specific

LJdzN1J2 4Sa F2NJ g KAOK G(GKAA& R¢!IOOS&a deaSNjadzodaaiSase o f a2 o
C Weaskthe ®PCtoreviewFB Q& y S¢ LINA QG Oe LRftAOe Ay fAYyS gA0K
C Given the issues brought forward above, we are sure that Complaint 08 is justified in relation to

the new policy as well.
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B. Consent

Old SigrUp ProcessWe welcome that the ODPCGé made FB change its signp process towards a

new system that gets much closer to what we have outlined in our initial complaint. At the same time
the report does not say one word about the millions of users that have signed up to facebook.com
before this change was made. There is no mentioning about the validity of the consent for former users.
If the ODPC is saying that the form of consent that &i&ained previously is not satisfactory, there is no
stringent way around that fact that this means thesers that signed up previously have not given a valid
consent. We are still of the view, that FBloes currently not have a valid consent by users that signed
up before this change. Mind, that this still allowsIRB operate under other provisions tfie DPA and
Directive 95/46/EG (e.g. performance a contract).

FBI is cited repeatedly in the report form December 2011 to claim that the ongoing use of facebook.com
would constitute informed, specific and unambiguous consent to the (old or new) polieyar&vagain
pointing to WP187, which is clearly saying that the sole use of a page (or online game) does not
constitute unambiguous consent to a far reaching privacy policy (see WP187, page 23).

C In substance FB deployed arguments we cannot share. We astll of the view that there has
been no valid act of consent. HBvould have to ask all existing users for a new and valid consent.

C If there are no other arguments than the ones named above, we are of the view that our complaint
was justified in relation to the act of consent under the old sigmp process.

New SigrUp ProcessWe welcome the improvements, but the new page is still not really emphasizing
that there is some act of consent to a privacy policy. The relevant text has grown by only 1) e (!
7 to 8 pixels, making it again the smallest text on the page. All other text is at least 50% bigger (13 pixels).

Email or Phone Password

I .

B Keep me logged n

Sign Up <«
Facebook helps you connect and share with It’s free and always will be.
the people in your life.

facebook

217 px

LS a9 28
- o)
8 = 8 -
i a _— E
Q N
Birthday:
- . v . || Why doIneed to provide my
13 pX Month: J Day: J Year: _l birthday?
“ Female © Male
By dicking Sign Up, you agree to our Terms and that you have read our Data Use ———— 8 px

Polcy, indluding our Cookie Use.

15 px—EEEI

Create a Page for a celebrity, band or business.

Deutsch English (US) Espafiol Portugués (Brasi) Frangais (France) Italiano aw,sll R (i) BiE

© 2012 - English (US) Mobile - Find Friends - Badges - People - Pages * Apps * Games - Music * About - Create an Ad - Create a Page - Developers - Careers - Privacy * Cookies * Terms
Help

Screenshot: New sign up page on facebook.com with size of different text.
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We still questionif this small link can reallgonstitute an informed, unambiguous and specific consent,

given the large amount of very problematic and complicated data processidgeR@ages in. The
az2fdziAz2y A& adaNBfe | adSLI KSFRX o6dzi daoSaile LINY O
necessary for any form of consent in many member states. The reports did also not take into account the

fact that facebook.com has become a standard form of communication and that a consent to a
Y2y2LR2te Aa KINRfe& a7FNSS Adicle& Watking@Padyan WPL8Z: | f a2 aKI

G/ 2yaARSNAY3I (GKS AYLRNIFYyOS (KIFG &a2YS &a20Alt ySiGég2N]
teenagers) will accept the receipt of behavioral advertising in order to avoid the risk of being partially excluded
FNRY &20ALf AYyGSNI OGA2yadé

C ¢KS NBtlGAGS aAT S 2F (KS GSEG 61-@2ENIIOYROGKE O
to the usage of data is not separated from consent to the civil law terms.

C The new sigrup page is a step in the right directip but hardly in line with the law and for sure
y2G ao6Sad LINY OGAOSteo

C ¢KS h5t/ RAR y2i (2dzOK 2y K2g &7TNBSGingdawird Sy i 2y

any counterarguments. We ask the ODPC to produce and disclose such documents.

C. Improved Iformation for new Users

We welcome that new users get additional information. At the same time new users are still not
Gol f1SRE GKNRdAzZAK (GKS &SaaGAyYy Dihs inrdztioniwhishdBears én 2 y { &
GKS a2 St 02YS tepshe hiobtakingitto aEcdutaNill theldifferent settings! feffers, but

only show some settings that are already well known to many users. Every picture constitutes of a
picture and only one or two sentences:

1. &, 2dz OFy LA O1 I yR the tidgd jo8 post EnS/our tamBliediké €hGre Woar Kchool
LJzof AOf @3 odzi 2yfteé f£Si FNASYRa 4SS @2dzNJ LIK2{G23d , 2dz C
: g easy-way-to-let people yre-in-phofosty creats a link to the person's
GAYSEAYS YR YI& aKFENB @2dzNJ Ll2ad 6AGK GKSANI FNASYRAE ¢
3. 4, 2dz Oty O2y(iNRBf 6K2 Oly &a4SyR &2dz FNASYR NBIljd§aia Ay
4. 4/ 2y GNRf 6K2 OFy | O0Saa 6KIFGX AyOf dzRAY Jinthekappdanl y F2 & 2 0

gSoariSa GKSe& dzaSoé

We are wondering how these 107 words (of which 14 words are only promoting a tool) can constitute
proper information about a highly complex system with more than 170 possible optionated by the

GbSg | 2 NJ2010AMAS DiEtiond afe not explained at all. There is e.g. no mentioning that users
Oty G2Grtte GdzNYy 2FF Gl LJJAaé 2N aLISNBA2YFf AT SR | Raé

C The additional information that is provided is another small step irttee right direction, but surely
not the giant leap towards an informed consent by all users.

C We still believe that only a system where users get a quick information when they first use a
Fdzy OlAz2y O2YLI NBR gAGK GLINR @I Oéd constifute ya Rieéific, RS T I ¢
informed an unambiguous consent.
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12/ 2YLX I AYyG nd aClFOS wSO23yAaAluAzyé

We very much welcome the deactivation of the automatic biometric facial recognition ¢catedd G I 3

& dz3 3 S a d)é Thétdol was clearly not in line with ti#PA and Directive 95/46/EG. This was very

clearly stated in WP163 issues by the Article 29 Working Party. The procedure has shown to our
understanding, that there must be unambiguous, informed and specific consent for additional processing

like the faciaNBE O2 Ay A A2y ® ¢KA&a OFyy2i 06S 200kAMEGER ara (/SWI
(see also WP187, page 35). We hope the ODPC is moving toward&thigpean- understanding in

relation to other complaints as well (e.g. Complaintcié h LJG h dzd ¢ 0 @

What is at the same time disturbing is that the ODPC has in the relating statements more or less said that
an unambiguous consent is not really necessary under the law, but more a consequence of pressure
from other European DPCs and somewhat inspiredbt h 5t / Qa ao6Sad LINI OGA OS¢ |

We also want stress that the ODPC has not dealt with the other provisions of the Irish DPA and Directive
95/46/EG thatare necessary to make this forof data processindegitimate The Article 29 Working

Party has cledy stated that even a valid consent does not allow the controbbewaiveother principles

of data protection law(see e.g. WP187 page 34). Especially the requirement to bexmassive seems

to be relevant in the relation to FB Q& F I OA | 6ol. ThE ORPE Yids (ndt at\All elaborated the
guestion whether it is proportionate to generate biometricaitd of 1 Billion usersnly in order to avoid

a couple of clicks for a user that wantsthg someone. It his is not @ssive, we wonder whatis

Ewen though the first attemptby FB (12 3IS0 GKS (22t &l LIWIINRP@GSRe o0& |
be obsolete after the RAudit, we still want to quickly point to the wording and the way-IRias
implemented this mechanism. The following information wlé&played to users:

Tag Suggestions for Photos

Facebook makes it easy to tag photos by suggesting the names of friends you might want
to tag. When someone is tagged, Facebook uses this info to group similar photos together
and, when possible, suggest the names of friends in photos. You can control whether your
name is suggested. Learn More

Edit settings m

Wording used by FB(Screenshot delivery by Richard Allanl)FB

Despite the fact that the message was only displayed three times and the user was further enrolled with

the facial recognition tool if he/she was not interactingtwit (see above) the wording not allowing for

'y GAYF2NNVSRE O2yaSyidd ¢KSNBE Aa y2 g2NR 2V aFl OA

2yfe dzaSa (GKS AYyF2N¥IFGAZ2Y GKFG &a2YS2yS Aa adl 33SR
reality FBI uses their facemptthetag® (2 R2 &a2d ¢KS g2NRAy3I 2F (GKS o

give the impression that the user has a choice, but that this is just an information. Further information

and an option to turn the feature off, coutzhly be found in the second or third layer of the menu. Color,
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pictures of friends and vague wording was also used to deter users from aptind\ll together is a
LINAYS SEFYLX S K2¢ GKSNB g2df R ySOSNI 60 D20 AiféaaR 02

We are waitingo see how thenew system will be designed that only recognizes faces of users that have
previously consented. From a logisadeit seems to be necessary to recognize people first before it can
be checked if they have consented tacial recognition. This seems also to be unclear in the current
situation: How does FBguarantee that a photo of a data subject living in the EU that is e.g. uploaded in
South America is not processed by the facial recognition tool? Given the exgesierentioned above

will also have to see how HBs exactly getting a valid consent when redeploying this tool in the EU/EEA.

t

G9! ¢ YR a@99! ¢ | NB | (i
the ODPC is responsib2 NJ I f f LINR

outside of the US and Canada.

¢KS 5t! YR 5ANBOGADS dpknck9D R2 y2i RAAGAYIdA &K
of other people. It is therefore not stringe that FBI was only made to comply with the legal

NEIljdZA NSYSyida F2NJ dzZaSNEQ gAGKAY GKS 9! k99! @ ¢KS NJ
2R aAGAZ2Y (2 aOAGAT SyaQ NARAIKGaA&0 odzi 6S $MWEBSQ I f a2
outside of the EU/EEA according to international law. Any user from associated countries (like e.g.
Switzerland) will hardly understand why the ODPC did not enforce their fundamental rights.

a2 (KS 1Se g2NRa ¥F2NJ 0KS f
Saairy3a 2F acl O0So0221 LNBfl YR

C We welcome the new approach, but believe that the ODPC tmasnsure that an unambiguous,
ALISOATAO YR AYTF2NN¥SR O2yaSyd Aa ySoOSaal NB dzyR
approach).

We ask the ODPC to figure out how¥B currently distinguishing between users form the EU/EEA

and other users and how FBis intending to do so between users that have and have not
consented to facial recognition.

We ask the ODPC to also elaborate over the other principles that govern processing of data.

We are making the ODPC aware that it is responsible for all usersidatof the US/Canada and

that all these users have the same rights under EU (and Irish) law.

([@%

O O
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13. / 2YLX FAYyG wmn a! OO0OSaa wSljdzSadasé

hyS 2F GKS Y2ald GLINRPYAYSYy(lé O2YLAX FAYyGa 61 & QaKS Oz
non-compliance with the iitial access request by Max Schrems that was sent tbdfBJune % 2011.

Given the fact of its prominence and that more than 40.000 people have made access requests as well

we would have expected that this issue would be prioritized and investigataa @specially transparent

and detailed way. Instead we had to find that the exact opposite seemed to have happened, which is

Ff a2 &adzZJJI2NISR o6& GKS FIr0O0da ¢S KIR (2 FTAYR 6KSy f

A.¢KS h5t/ Qa wStgdadlia | yR Ly @S

584LAGS GKS FIOG GKIG GKS alF 0O0Saa NBljdzSadaeg oSNNS
users directly affected and about 1.000 complaints at the ODPC there is very little information that can

be derived from the reports.

Thereport claims that the 40.000 requests were a massive issue féraRB that thisd ¢ 2 dzf R LJ | OS
AUNIAY 2y GKS loAfAde 2F | ye 2NBLI jhihistelatorewe wing LINE &
to mention that 40.000 requests at a user basd about 900 Million users means that

only 0.004% (¥ CI OS0221Qa dzZaSNJ 614aS KIFa YIRS Iy I 00Sa
request at a data controller with 22.500 costumers.

LT GKAA A& &S $shouldaot kavedvaivetlediKéa >0 €. a1 F2NJ € cdops
have limited the amount of people that made requests to only the ones that really wanted to get access.

LG aSSya KeLRONRGAOIT (2 TFANBROGO GSIN) R2gy GUKS 2yfe
of requests. We believe that FBvas simply unable or unwilling to additionally process the payments by
thousands of users and therefore waived the fee in its very own interest.

C Access Requests by (only) 0.004% of the overall user base is not exceptional.

C FBIKIFa IRRSR (2 3SGGAy3 Y2NB NBljdzSaita o0& o4l AQAy3
While the report was repeating the law, saying that there is no exception form the 40 days deadline

dzy RSNJ { SOlA2y n 5t! 3 GKS h5t/ K.IB#doihg/safas deprivedl A Y LI &
40.000 data subjects, including us, of their right to access within a reasonable time. Also other
controllers in the EU will have a hard time understanding why the law applies to everyone-but FB

As communicated to the ODPC before, we R SLX @ RA&Gdz2NDPSR G(KI G (KS I 4
tech giant. If laws are simply waived for some, this questions core values of the democratic system. This
O2dzf R 0SS AYGSNIINBGSR GKFIG GKS aNHzZ S 2F flgé Aa yz2

C TheODPChatift SAl fft& aol ADBSRE |-l aadialovetrit @ biBak BedldwA I G A 2y

The firstreport statesthatl | A A YA FAOF yi LINRPLR2NIAZ2Y 2F GKS | dzRA
of personal data held by HBand whether any of the limitedxemptions contained within the Data
Protection Acts could be validly claimed bylF8hile the ODPC seemed to have worked through the
EAAG Ay 2 dNg! ODBEEL sl db@nii 0 GKS hs5t/ KFa y2a Y
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legal analysis puldi We have no possibility to independently verify the final results (which is in fact just
a tiny list). Neither the factual basis (e.g. a list of all dath Ik@ds) neither the legal argumentation (e.g.
GKAOK RIGlI A& y20 aLISNE2YIf RIGFIéE0D 6Fa RAAOf2aSRO

C Therefore we ask the ODPC hereby to disclose evidence, arguments and files in relation to the
existence and legal qualification of (personal) dataon-EBQa aéaidiSvya o

C2S KSNBoeé& Fal GKS hs5t/ (2 RAaOft2aS Ay ngBawr Af GK!
the fact finding was conducted and explain the legal analysis which led to the published results.

As a user it is practically impossible to know about all the data categories that a controller holds,
therefore the user is dependent on the investipns of the authorities to ensure that all data is

disclosed. We have submitted a list of examples that should have triggered reasonable doubt about
FBLQa O2YLIX AlFIYyOS ¢gAGK GKS flrgaod !'G GKS aryS GAYS G
has looked for data categories beyond the list we have submitted.

The ODPC has let us know that is has taken account of the 19 data categories we have listed in our initial
complaint. We have repeatedly pointed out that this wast an exhaustive list of datcategories and

that we expected the ODPC to investigate into other data as well. We have even offered to submit a
second list of data categories that we have collected after the initial complaints. The ODPC has not
gotten back to us on this proposal. Werrently have evidence of about 20 more categories.

During our talks with FBin Vienna, the representatives of ffBave declared that the 19 categories we

listed were exactly the only 19 categoriesIFBd so far not disclose. Given the fact that tls was only

'y SRdzOF SR 3dzSaax AG ¢2ddZ R 6S Iy AYONBRAGES YANI:
Ly | af AQISQ& S/ARMARY £t A G O& h FFA OSNEId&dduyentlg @t y K| &
deliver all personal data through its sskrvice tools (se¥ouTubeat 21:50):

GL 1y2¢ LIS2LX S YAIK(G &areyY WhK gKeé NByQil @&2dz 3AQ0Ay13
giving access tq | think it is a terrifictook Y R 6S I NB O2yaidl yite g2NlAy3aod | 2d

Therefor we do not believe that the ODPC has found all data categories. We are sure that the data
categories listed on pages €% of the first report do not represent all personal ddteld by FB. The

list of these categories is also only naming th& S | & bfih¢ Sategories.tlis unclearwhich exact

data fields or sukcategories are includednder these headline.Re report listse.g.a LIK 2 1 2 8 ¢ = 0 dzi
are also IPs,Dates,EXIF datar tagsattached to pictures these sukrategories are not listed in the

report.

C ¢KSNBE Aa SOARSYOS (KIFdG GKS tAad 2F RIFEGEFSY Llzof A &K
C We hereby ask the ODPC to disclose the methodology and evidence used to derive this list.

The ODPC has repeatedly said that is has worked together wHhvEB closely and checked on the

AYLE SYSy Gl A2y | YRADHUPODOR2 Y ANBRI2 OKEKEI 45§t 88 C.
Given the obvious flaws that we discovered atedcribedd St 26 04 S Selth SQAWA DF & LIINE |
below) we are wondering how the ODPC could overlook these issues. It seems like the ODPC has never
investigated and crosshecked on the factual implementation by-EBf these most obvious issues were
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http://www.youtube.com/watch?v=aFwxme1txJ8

not effectively discovered, ware very much worrying about the quality of the investigation into other
issues (e.g. the investigation on other, so far flisclosed data categories).

l 2¢ O2dzZ R GKS hs5t/ 2@SNiz221 0KIG GKS ad22faég oKS
How can the ODPC guantee that other questions of fact were properly examined if even such
basic problems were not discovered by it?

O )

B.CI 0S0221Qa / NBRAOATAGE NBtFGAYy3a G2 1 O«

In order to demonstrate that FBhas so far repeatedly lied and made obvious falsinslave want to
copy four of the many -enails FB has sent to us and other users in the past year. It later turned out that
the following claims and responses were simply false, misleading and deliberate lies.

E-Mail from the June ©2011 in response tthe initial access request

Hi Max,
We received your request for information about your personal data. Attached to this email, please find a copy of the
personal data you requested.

(.)

Please let us know if you have any additional questions.

Thanks,
Rt

This email was accompanied by a PDF fild®fpagesand56 HO Rl G @QFASA2NA 85 20h9 S¢
G[ 23AAYya¢s ablYSé YR awSIAAGNI GAZ2Y 5F0(S¢o
Soon later FB has given up its position and sent a PDF file &ittata categories and.222 pages

C B has lied for the first time.
C FBI has only given out 1.5% of the data (if counted by pages).

Further email in response to the initial access requests from Jul208 1
Hi Maximilian,

Thank you for your email. The data included in the file yoeived is all the personal data we hold. If no data
related to a category you listed has been provided, that means we do not have such data.

Thanks for contacting Facebook,
Rt

This email was sent after receiving the CD with a PDF that held 57 da¢garies and 1.222 pages.
Later in this proceeding (and thanks to the investigation by the ODPC) it turned out thatasBholding
many more data categories.

FBI has lied for the second time in relation to the access request

C
C FBI has again only giveout a small part of the overall data.
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Further email in response to the initial access requests from Septemb2eng1

(..)
G¢2 RFEGISZ ¢S KIF@S RAaOf2aSR Ittt LISNa2ylf RFIGFE G2 6KAOK
ProtectionAcdi mMpyy YR Hnno o0GKS ! Odav ¢

(...)

This email was sent after receiving the CD with a PDF that held 57 data categories and 1.222 pages.
Later in this proceeding (and thanks to the investigation by the ODPC) it turned out thatasBholding
many more déa categories.

C FBI has lied for the third time in relation to the initial access request.

Standard email to users that made access requests, autumn 2011

(...)
G2S KIF @S 0dzAt isentice O ty @& yeoBemio udeFacEbook the oppiistio access the
personal data we hold about them in accordance with the provisions of EU Directive 95/46/EC.

By offering this tool we are able to give you immediate access to your data at any time free of dWarbave
included all the data that wbkelieve necessary to comply with the requirements of data protection law in this
R2o6yf2F RE

(...

l'd GKAAa GAYS GKS a52¢yf2FR ¢22t¢ 2FFSNBR 2yf& HH
delivered by to us in July 2011. More than 40.000 useve Inaade an access request at this time.

FBI has continued to lie to more than 40.000 users.
FBlI tried to make more than 40.000 users believe that only 38% of the previously disclosed data
categories existed.

C
C

ConclusiogClF OS06221 Qa / Hid Rkess\Reduésts NBt | GAY
Given this record there is no reason why we would possibly believe the current claimsl bipae it
discloses all information. After misusing the trust of users it is now upedndéBemonstrate by the use
of solid evidence that e little bit of information that falls under the right to access is disclosed.

C There isno reason to believedlaims by FBI on the existence of certain data categories without
solid proof,given thishistory of false claims and deliberate lies

C We herely ask the ODPC to disclose all evidence, arguments and files that were produced in
relation to the existence of data categories on BQ& & SNIBISNE |y R GKS 1jdzSa
O2yaidAaiddziS aLISNBR2YFf RFEGFEE 2Nl y2i0
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C. &SeltServicé Approach

FBI has taken a v& R& T T SyphaChi i relation to the response to access requests. Instead of
adzLJLX eAy3 GKS dzaSNARQ 6AGK | O2Lk 2F GKS N¥Yg¢ RFEGEFS
FBI excessive amounts of time (more than one year, instead of 40 a8 8 NJ G KS f I g (2 S
ASNDAOS G22ftaé¢ GKIG aK2dZ R Fff2¢ dzAaSNmR G2 | O0S
been very critical of this approach, since these tools replaced the standard response.

We would not have criticized thiapproachag y & RRAGA 2yt é TSI Gdz2NB F2 NJ dz
GKNRdZAK GKS GNRdzotS 2F YF1Ay3I I F2N¥It NBldSad |
€ cdPopX odzi 6S OFyy2i 4SS K2g &dzOK | G22f OFy NBLI

Qx
Q¢ A

Inrelation to the timeframe FB has added the last bits (EFIX data) to the tool in October 2012, so more
than a year after the initial complaints, about 1,5 years after the initial requests and 4 months after the
July 2012 deadline that was agreed on in fingt report, which was published in December 2011.

Download Tool(sk Access

28 FNB y28 2LILRaAy3I I aR2¢yt2lR G22t¢ Fa Iy IR
in anunbureaucratiovay and without costs. The tool isvery hard 66 RY hy &l OO2 dzy-li &S
has not placed a link in line with other text, but in a gray small (8 pixel) text at the bottom of the page.

RA U
A

{ ONBSyakKz2dyY [AGGtS INre tAy|] G2 GKS aR24yf2l
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