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I. Introduction 
 

1. History of our Complaints 

hƴ ōŜƘŀƭŦ ƻŦ άŜǳǊƻǇŜ-v-ŦŀŎŜōƻƻƪΦƻǊƎέΣ aŀȄ {ŎƘǊŜƳǎ Ƙŀǎ ōǊƻǳƎƘǘ нн ŎƻƳǇƭŀƛƴǘǎ ōŜŦƻǊŜ the Irish Data 

tǊƻǘŜŎǘƛƻƴ /ƻƳƳƛǎǎƛƻƴŜǊ ό5t/ύ ŀƎŀƛƴǎǘ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘΦέ (FB-I).  FB-I is the legal entity running the 

ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǇƭŀǘŦƻǊƳ άŦŀŎŜōƻƻƪΦŎƻƳέ for all users outside of the US and Canada.  

 

Lƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘƛǎ άǘǿƻ ǇŀǊǘȅέ complaints procedure, the Office of the Irish Data Protection 

/ƻƳƳƛǎǎƛƻƴŜǊ όh5t/ύ Ƙŀǎ ǎǘŀǊǘŜŘ ŀƴ ŀŘŘƛǘƛƻƴŀƭ άŀǳŘƛǘέ ǇǊƻŎŜŘǳǊŜ ǘƘŀǘ ƭŀǎǘŜŘ ŀōƻǳǘ ƻƴŜ ȅŜŀǊ and led to 

the publication of a άǊŜǇƻǊǘέ ƛƴ 5ŜŎŜƳōŜǊ нлмм ŀƴŘ ŀ άǊŜǾƛŜǿ ƻŦ ǘƘŜ ǊŜǇƻǊǘέ ƛƴ {ŜǇǘŜƳōŜǊ нлмнΦ The 

outcome of these reports are non-ōƛƴŘƛƴƎ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ǎǳƎƎŜǎǘƛƻƴǎ ŦƻǊ C.-I. 

We were not part of this publƛŎ άŀǳŘƛǘέ procedure and the ODPC says that it is totally independent from 

our άǘwo-party complaintsέ procedure. BŜŎŀǳǎŜ ǘƘŜ άŀǳŘƛǘέ in fact overlapps with the substance of most 

of our complaints ǘƘŜ h5t/ Ƙŀǎ ŀǎƪŜŘ ǳǎΣ ƛŦ ǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ǘƘŜ άŀǳŘƛǘέ solves any of our initial 

complaints. To answer this question we have now puǘ ǘƻƎŜǘƘŜǊ ǘƘƛǎ άǊŜǾƛŜǿ ƻŦ ǘƘŜ ŀǳŘƛǘέΦ 

 

2. Summary of this Review 

We have dedicated extensive ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƛƳŜ ǘƻ ŀƴŀƭȅȊŜ ŀƴŘ ŜǾŀƭǳŀǘŜ ǘƘŜ άŀǳŘƛǘέ ōȅ ǘƘŜ h5t/ ŀƴŘ 

the meaning for our complaints procedure. We hope this document will lead to a final and legally binding 

decision by the DPC in the near future and believe it is as a mile stone in this procedure. 

 

²Ŝ ŀǊŜ ƘŀǇǇȅ ǘƻ ǎŜŜ ǘƘŀǘ ǘƘŜ άŀǳŘƛǘέ Ƙŀǎ ƎŜƴŜǊŀƭƭȅ ǎǳǇǇƻǊǘŜŘ ǘƘŜ ŦŀŎǘǎ we have brought before the 

ODPC. We were especially happy to see that we have no reason to correct any of our initial findings. A 

majority of FB-LΩǎ ŎƻǳƴǘŜǊŀǊƎǳƳŜƴǘǎ ǿŜǊŜ ŀƭǊŜŀŘȅ ŜȄǇŜŎǘŜŘ ŀƴŘ ǿŜǊŜ ŜǾŜƴ ŘŜŀƭǘ ǿƛǘƘ ƛƴ ƻǳǊ ƛƴƛǘƛŀƭ 

complaints.  

 

We are also happy to let you know that some complaints are partly solved through the actions FB-I has 

taken in the last year. Most notably FB-I has changed the sign-up process, implemented deletion periods 

for certain data, updated the privacy policy multiple times, given users access to more data than before, 

and has suspended the facial recognition tools in the EU/EEA. To us this also indicates that our initial 

complains were fully justified. 

 

At the same time we had to find that many facts or claims submitted by FB-I turned out to be false or at 

least not credible. In many cases we had to find that FB-I did not follow the suggestions in ǘƘŜ άŀǳŘƛǘέ ƻǊ 

has simply submitted false or misleading evidence. The ODPC has relied on these facts and claims when 

making its decision, we therefore hope that the facts we are submitting through this review will also lead 

ǘƻ ŀ ǊŜŜǾŀƭǳŀǘƛƻƴ ƻŦ ǘƘŜ άŀǳŘƛǘέ ōȅ ǘƘŜ h5t/Φ 
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3. ά!ǳŘƛǘέ ŀǎ ŀ {ƻƭǳǘƛƻƴ ŦƻǊ ƻǳǊ ά/ƻƳǇƭŀƛƴǘǎέ 

²ƘŜƴ ŀƴŀƭȅȊƛƴƎ ǘƘŜ άŀǳŘƛǘέ procedure we have recognized many steps that lead in the right direction 

and we hereby want to thank the ODPC for its work to achieve these steps. We are aware of the limited 

resources of the ODPC and we are happy to see that the points of discussions could be massively 

narrowed, but we currently see none of our complaints to be fully resolved.  

 

Lƴ Ƴŀƴȅ ŎŀǎŜǎ ǘƘŜ άŀǳŘƛǘέ Ƙŀǎ ǎƛƳǇƭy not covered major parts of our complaints. In many cases the 

άŀǳŘƛǘέ ƻƴƭȅ ƴŀƳŜŘ ƻƴŜ ƻŦ ǘƘŜ ǊŜŀǎƻƴǎ ǿƘȅ ǿŜ ōŜƭƛŜǾŜ ǘƘŀǘ ŀ ŎŜǊǘŀƛƴ ŀŎǘƛƻƴ ōȅ C.-I is illegal, but did not 

elaborate about other arguments we submitted. This is reasonable given the different scope and 

ǇǳǊǇƻǎŜ ƻŦ ǘƘŜ άŀǳŘƛǘέ ŀƴŘ ǎǇŜŎƛŦƛŎ ŎƻƳǇƭŀƛƴǘǎΣ ōǳǘ this ŀƭǎƻ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ άŀǳŘƛǘέ Ŏŀƴƴƻǘ ōŜ ŀƴ 

alternative to a formal decision on our complaints. 

 

In some cases FB-I has simply not implemented the non-binding suggestions expressed by the ODPC in 

ǘƘŜ άǊŜǇƻǊǘέ ŀƴŘ ǘƘŜ άǊŜǾƛŜǿ ƻŦ ǘƘŜ ǊŜǇƻǊǘέΦ !ǎ ŀƴ ŜȄŀƳǇƭŜ ǘƘƛǎ ƛǎ ŜǎǇŜŎƛŀƭƭȅ ƻōǾƛƻǳǎ ǿƘŜƴ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ 

ǎŜŎǘƛƻƴ ƻƴ άŀŎŎŜǎǎ ǊŜǉǳŜǎǘǎέ: In our research it turned out that FB-LΩǎ ǘƻƻƭǎ ǘƻ ƭŜǘ ǳǎers access certain  

information are simply not working.  

 

In some instances the άŀǳŘƛǘέ Ƙŀǎ massively departed from the common European understanding of the 

law. National laws have to be interpreted in line with EU Directives. The EU Data Protection Directive 

(Directive 95/46/EG) has installed the ά!ǊǘƛŎƭŜ нф ²ƻǊƪƛƴƎ tŀǊǘȅέ, representing all European DPCs to 

form a common interpretation of the law.  

aŀƴȅ ƻŦ ǘƘŜ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ŦƛƴŘƛƴƎǎ ƛƴ ǘƘŜ ǊŜǇƻǊǘs are obviously contrary to the common understanding 

expressed in the documents of this institution. While the opinions ƻŦ ǘƘŜ ά!ǊǘƛŎƭŜ н9 ²ƻǊƪƛƴƎ tŀǊǘȅέ ŀǊŜ 

not legally binding, we Ŏŀƴƴƻǘ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ ǘƘŜ άŀǳŘƛǘέ Ŏŀƴ ŘŜǎŎǊƛōŜ ǇǊŀŎǘƛŎŜǎ ōȅ C.-I that are 

ŎƻƴǘǊŀǊȅ ǘƻ ǘƘŜǎŜ ƻǇƛƴƛƻƴǎ ŀǎ ƭŜƎŀƭΣ ƻǊ ŜǾŜƴ άōŜǎǘ ǇǊŀŎǘƛŎŜέΦ ²Ŝ ǿƻǳƭŘ ƴŜŜŘ ŦǳǊǘƘŜǊ ŎƭŀǊƛŦƛŎŀǘƛƻƴ ƻƴ ǿƘȅ 

the ODPC has departed from this common understanding to be able to get a clearer picture. 

 

In some ŎŀǎŜǎ ǘƘŜ άŀǳŘƛǘέ ǊŜǇƻǊǘǎ seem to be based on predictions, unproven claims by FB-I or general 

assumptions that lack fact-based evidence supporting them. We recognize that a facultative non-binding 

άŀǳŘƛǘέ ǇǊƻŎŜŘǳǊŜ ƳƛƎƘǘ ƴƻǘ Ŧƻƭƭƻǿ ƳƻǊŜ ǎǘǊƛƴƎŜƴǘ ŦƻǊƳǎ ƻŦ ǇǊƻƻŦΣ ōǳǘ ǿŜ ǎŜŜ ǘƘƛǎ ŀǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ŘŜŎƛŘŜ 

on fundamental rights in a two-party complaints procedure. We have indicated whenever question the 

evidence or claims in the following document and usually ask the ODPC to disclose existing or have FB-I 

produce evidence that would support these claims. We are sure that by getting these additional 

information we will be in a position to solve these complaints. 

 

In relation to all complaints the ODPC has still not given us access to any of the arguments submitted by 

FB-I. We were also not allowed to access files or evidence concerning our complaints. As expressed 

previously, we are left with almost no information in our own procedure.  

¢Ƙƛǎ ƳŀƪŜǎ ƛǘ ŦŀŎǘǳŀƭƭȅ ƛƳǇƻǎǎƛōƭŜ ǘƻ ƘŀǾŜ ŀ άŦŀƛǊ ǘǊŀƛƭέ ŀƴŘ ƘŀǾŜ ŀ ǇǊƻŘǳŎǘƛǾŜ ŀƴŘ ƳŜŀƴƛƴƎŦǳƭ ǇǊƻŎŜŘǳǊŜΦ 

The ODPC is deciding about very crucial constitutional and fundamental rights. If an authority is deciding 

about such core values it calls for an especially firm, transparent and fair procedure. We have dedicated 

ǘƘŜ ŜƴǘƛǊŜ ǎŜŎƻƴŘ ǎŜŎǘƛƻƴ ƻŦ ǘƘƛǎ ǊŜǇƻǊǘ ǘƻ ǘƘŜ άǇǊƻŎŜŘǳǊŀƭ ƛǎǎǳŜǎέΦ  
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In this section we have outlined in a more detailed way that we only seek access to information that 

somehow relates to our complaints, but we are not requesting such information on submissions by FB-I 

ǘƘŀǘ ƻƴƭȅ ǊŜƭŀǘŜ ǘƻ ǘƘŜ άŀǳŘƛǘέΦ 

We know that the current situation might be extraordinary for the ODPC and we are happy to resolve 

any misunderstanding in this relation. We very much hope that the section in this documents and the 

broad and overwhelming analysis of the situation will eliminate the deadlock that we currently face and 

lead the way to a legally durable solution. 

 

Č Therefore we have to inform the ODPC that, while most complaints were narrowed down to the 

core questions, we are unable to drop any of the 22 complaints. 

 

Č We are also unable to request a formal decision at this stage, because we lack the arguments by 

the other party as well as the majority of all files and evidence in relation to our complaints. 
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4. Status of Complaints 

In order to allow for a better overview we have indicated our status for all complaints in this table.  

As said before we see all our complaints as justified. Some complaints seem to be justified given the 

known facts, but this might change if we receive more information on the facts. We have also indicated 

where it is clear from the evidence that major material steps ǿŜǊŜ ŀƭǊŜŀŘȅ ǘŀƪŜƴ ŘǳǊƛƴƎ ǘƘŜ άŀǳŘƛǘέΦ 

 

Complaint 01  άtƻƪŜǎέ Complaint Justified 

Complaint 02  ά{ƘŀŘƻǿ tǊƻŦƛƭŜǎέ Further Investigation needed 

Complaint 03  ά¢ŀƎƎƛƴƎέ Complaint Justified & Major Steps taken 

Complaint 04  ά{ȅƴŎƘǊƻƴƛȊƛƴƎέ Complaint Justified 

Complaint 05  ά5ŜƭŜǘŜŘ tƻǎǘƛƴƎǎέ Further Investigation needed 

Complaint 06  άtƻǎǘƛƴƎ ƻƴ ƻǘƘŜǊ ¦ǎŜǊǎΩ tŀƎŜέ Complaint Justified & Major Steps taken 

Complaint 07  άaŜǎǎŀƎŜǎέ Complaint Justified 

Complaint 08  άtǊƛǾŀŎȅ tƻƭƛŎȅ ŀƴŘ /ƻƴǎŜƴǘέ Complaint Justified & Major Steps taken 

Complaint 09  άCŀŎŜ wŜŎƻƎƴƛǘƛƻƴέ Complaint Justified & Major Steps taken 

Complaint 10  ά!ŎŎŜǎǎ wŜǉǳŜǎǘǎέ Complaint Justified & Major Steps taken 

Complaint 11  ά5ŜƭŜǘŜŘ ¢ŀƎǎέ Complaint Justified 

Complaint 12  ά5ŀǘŀ {ŜŎǳǊƛǘȅέ Further Investigation needed 

Complaint 13  ά!ǇǇƭƛŎŀǘƛƻƴǎέ Complaint Justified 

Complaint 14  ά5ŜƭŜǘŜŘ CǊƛŜƴŘǎέ Complaint Justified 

Complaint 15  ά9ȄŎŜǎǎƛǾŜ tǊƻŎŜǎǎƛƴƎ ƻŦ 5ŀǘŀέ Complaint Justified 

Complaint 16  άhǇǘ-hǳǘέ Complaint Justified 

Complaint 17  ά[ƛƪŜ .ǳǘǘƻƴέ Complaint Justified 

Complaint 18  άhōƭƛƎŀǘƛƻƴǎ ŀǎ ŀ tǊƻŎŜǎǎƻǊέ Complaint Justified 

Complaint 19  άtƛŎǘǳǊŜ tǊƛǾŀŎȅ {ŜǘǘƛƴƎǎέ Complaint Justified 

Complaint 20  ά5ŜƭŜǘŜŘ tƛŎǘǳǊŜǎέ Complaint Justified 

Complaint 21  άDǊƻǳǇǎέ Complaint Justified & Major Steps taken 

Complaint 22  άbŜǿ tƻƭƛŎȅέ Complaint Justified 
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II. Procedural Issues 
 

Continuing from our previous communication we want to (again) comment on the very problematic 

situation we are facing with respect to the denial of access to files, evidence and arguments concerning 

the complaints proceeding against άFacebook LǊŜƭŀƴŘ [ǘŘέ όC.-I). Because we lack essential information 

we are unable to claim our rights. It is particularly impossible to enforce our rights without getting all 

counterarguments, evidence and files in relation to our complaints. We have to emphasize once more 

ǘƘŀǘ ǘƘŜ ǎǳƎƎŜǎǘŜŘ άŘǊŀŦǘ ŘŜŎƛǎƛƻƴέ ƛǎ ƛƴ ƴƻ ǿŀȅ ǎǳŦŦƛŎƛŜƴǘƭȅ ǇǊƻǾƛŘƛƴƎ ŦƻǊ ŀ ǘǊŀƴǎǇŀǊŜƴǘ ŀƴŘ ŦŀƛǊ ǘǊƛŀƭΦ 
 

In Austria we enjoy a constitutional right to data protection (see § 1 Datenschutzgesetz). The right to 

data protection is also a fundamental right within the European Union since the enactment of Article 8 of 

the Charta on Fundamental Rights of the European Union (CFR).  
 

According to Article 3 of Directive 95/46/EG this constitutional and fundamental right to data protection 

in relation to FB-I has to be enforced in Ireland. This is only possible from a constitutional perspective, 

because the core idea of Directive 95/46/EG is that there are equal laws in all member states and a 

coherent level of enforcement in within the EU/EEA. 
 

It is hard enough to claim rights in a foreign language and legal system, but the idea of equal levels of 

data protection is totally undermined if the competent authority in one member state is in fact not 

enforcing these rights, or makes it substantially impossible for data subjects to effectively claim their 

rights. In a broader sense it is crucial for the functioning of the entire European Union that citizens enjoy 

equal possibilities to claim rights under EU directives and regulations across different member states. 

There might be fields of EU law that have a different tradition or importance from one member state to 

the other, but it is crucial for the system of the Union that EU laws are enforced equally in all member 

states. Otherwise we would jeopardize such rights, undermine national constitutions and the rule of law. 

This seems to be in violation of Article 4 (3) of the EU treaty. 
 

The current procedural obstacles make it actually impossible to effectively enforce our fundamental 

rights in Ireland and are thus causing an additional violation of Article 13 ECHR (right to effective 

remedy) in conjunction with Article 8 ECHR (right to privacy).  
 

We have to stress that the DPC is a public, quasi-judicial tribunal that takes legally binding decisions at 

the core of these constitutional and human rights (see e.g. Article 8 ECHR, Article 8 Charta of 

Fundamental Rights). The ODPC has previously reacted to criticism on the fairness of the procedure with 

e.g. a text message or a press statement saying that the ODPS is άŘƛǎŀǇǇƻƛƴǘŜŘ ǘƘŀǘ ώǿŜ ŀǊŜϐ ǳƴƘŀǇǇȅ 

ǿƛǘƘ ǘƘŜ ƭŜǾŜƭ ƻŦ ǎŜǊǾƛŎŜ ƛǘ Ƙŀǎ ǊŜŎŜƛǾŜŘάΦ Such reactions may be appropriate if people complain about a 

cold coffee at Starbucks, but in respect to fundamental and constitutional rights this leaves us with the 

impression, that the ODPC does currently not see its crucial function regarding such rights.  

Regarding our complaints against FB-I the DPC is the judicial tribunal which is deciding on the protection 

of our fundamental rights, but also effects millions of citizens in the EU and about 190 countries 

worldwide. This responsibility of the ODPC calls for a very firm and transparent decision making process. 
 

We have taken substantial effort to research our rights under the three legal regimes that govern the 

ODPC. We are hoping that this will help to overcome this situation and we hope the ODPC will grant us a 

fair and balanced proceeding. We also hope this will enable us to go on with the proceeding in a way 

that is fully compliant with Irish and European principles for a fair procedure.  
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1. Right to access Files, Evidence and Arguments 
 

As previously mentioned we are aware of the different legal system (common law), costumes and 

culture in the Republic of Ireland compared to Austria.  

 

Even though it is very hard for an average citizen of one member state to dive into the legal sphere of 

such tremendous difference, we have invested substantial time to intensively research the Irish 

administrative law. After consulting different Irish experts we came to the following conclusions: 

 

Two (overlapping) Proceedings 
Our complaints are a two party procedure under section 10 DPA. After we files our complaints the ODPC 

has decided to start an additional ǇǳōƭƛŎ ƛƴǾŜǎǘƛƎŀǘƛƻƴ όάŀǳŘƛǘέύΣ ǿƘƛŎƘ ƛǎ ōŀǎŜŘ ƻƴ ƻǘƘŜǊ ǇǊƻǾƛǎƛƻƴǎ ŀƴŘ 

partly even based on agreements with FB-I.  

Up to date we have never received a clear statement regarding the relation of these two proceedings. 

The ODPC has (very likely for efficiency reasons) decided to conduct both overlapping proceedings at the 

same time, but has failed to define which action is serving which procedure. We understand that most 

actions by the ODPC served both proceedings, while some only served one of the two proceedings. The 

following analysis is looking at evidence, files and arguments that were either produced in relation to our 

complaints only, or ŦƻǊ ǘƘŜ ŎƻƳǇƭŀƛƴǘǎ ŀƴŘ ǘƘŜ ŀǳŘƛǘ όάŘǳŀƭ ǇǳǊǇƻǎŜέ ŘƻŎǳƳŜƴǘǎύΦ 

 

 

 

A. Right to access Files, Evidence and Arguments under Irish Law 
 

5t/ ƛǎ ŀ ά¢Ǌƛōǳƴŀƭέ 
The ODPC has so far not answered our questions aimed at understanding which exact type of a state 

organ the DPC is. In an e-mail form the July 6th the ODPC has let us know that it άƴŜǾŜǊ ƘŀŘ ǘƻ ŎƻƴǎƛŘŜǊ 

ǿƘŜǘƘŜǊ ώƛǘ ƛǎϐ ŀ ¢Ǌƛōǳƴŀƭέ.  

²Ŝ ƘŀǾŜ ǊŜǇŜŀǘŜŘƭȅ ŜȄǇǊŜǎǎŜŘ ƻǳǊ ǾƛŜǿ ǘƘŀǘ ǘƘŜ 5t/ ƛǎ ŀ άǘǊƛōǳƴŀƭέ όŀƴ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ōƻŘȅ ǘƘŀǘ ŘŜŎƛŘŜǎ 

on civil disputes between individuals). We recently found that our view is shared in Irish literature [see 

e.g. Hogan/Morgan, 4th ed., 2012, page 156]. 

In addition we have found that under Irish law άŀ ǘǊƛōǳƴŀƭ ƛǎ ŀƭways subject to constitutional justice in its 

ƳƻǊŜ ǎǘǊƛƴƎŜƴǘ ŦƻǊƳέ [see Hogan/Morgan, 4th ed., 2012, page 180] and that άƛǘ ƛǎ ŀƴ ŜƭŜƳŜƴǘ ƻŦ ŀ ǘǊƛōǳƴŀƭ 

ǘƘŀǘΣ ƛǊǊŜǎǇŜŎǘƛǾŜ ƻŦ ǘƘŜ ǎǳōƧŜŎǘ ƳŀǘǘŜǊ ƛǘ ǎƘƻǳƭŘ ƻōǎŜǊǾŜ ŀ ŦŀƛǊƭȅ ŦƻǊƳŀƭ ǇǊƻŎŜŘǳǊŜέ [see Hogan/Morgan, 

4th ed., 2012, page 469].  

 

Decision about Fundamental Rights 
In addition to the fact that tribunals are (independently from the subject matter) subject to 

constitutional justice in the more stringent form, we want to point out that the DPC is deciding on 

fundamental rights that are at the core of Article 8 ECHR and Article 8 of the CFR. There is no doubt that 

cases concerning such fundamental rights must be reached under a particularly formal, transparent, fair 

and balanced procedure.  
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In addition the Irish law does not allow for an alternative way to enforce these rights other than through 

the DPC. While other member states know alternative law suits (e.g. through ordinary courts) the Irish 

law only allows for a complaint to the DPC. Following the lack of an alternative the DPC has the burden 

to facilitate data subjects with a procedure that is allowing for enforcement in line with all principles of 

constitutional/natural justice in the most stringent form.    

 

No written Provisions  
As outlined before the Irish Data Protection Act (DPA) does not provide for a consistent and clear 

procedure, but is merely naming certain cornerstones and rights. There is also no general law on 

administrative procedure in Ireland. 

We have learned that in Ireland issues that aǊŜ ƴƻǘ ŎƻǾŜǊŜŘ ōȅ ǘƘŜ ǎǘŀǘǳǘƻǊȅ ƭŀǿ Ƴǳǎǘ ōŜ άŦƛƭƭŜŘέ ōȅ 

general principles or case law to ensure compliance with constitutional/naturel justice. This is in contrast 

to previous claims by the ODPC that in such situations only the (little) statuary rights apply. In contrast to 

these claims, the Irish system requires public bodies to act beyond the statues to be compliant with 

general common law principles. 
 

{ŜŜ ŜΦƎΦΥ ά{ǘŀǘŜ όLǊƛǎƘ tƘŀǊƳŀŎŜǳǘƛŎŀƭ ¦ƴƛƻƴύ Ǿ 9ƳǇƭƻȅƳŜƴǘ !ǇǇŜŀƭǎ ¢ǊƛōǳƴŀƭέΥ  

άΦΦΦ If the proceedings derive from statute, then, in the absence of any fixed procedures, the relevant 

authority must create and carry out the necessary procedures; if the set or fixed procedure is not 

comprehensive, the authority must supplement it in such fashion as to ensure compliance with 

Ŏƻƴǎǘƛǘǳǘƛƻƴŀƭ ƧǳǎǘƛŎŜ ΦΦΦέ [taken from Coffey, 2
nd

 Ed., 2010, page 85] 
 

This means that nothing is keeping the ODPC from granting us full access to all files, evidence and 

arguments in relation to our complaints. The ODPC is in fact obliged under Irish common law to 

supplement in the statute to ensure compliance with constitutional and natural justice. 

The ODPC has previously claimed that Article 28 (7) of Directive 95/46/EG is not allowing such disclosure. 

We want to mention that according to our research this section is interpreted in the opposite way by 

ƻǘƘŜǊ ƳŜƳōŜǊ ǎǘŀǘŜǎ ǿƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ άǘǿƻ ǇŀǊǘȅέ ǇǊƻŎŜŜŘƛƴƎǎ ōŜǘǿŜŜƴ ŀ Řŀǘŀ ǎǳōƧŜŎǘ ŀƴŘ ŀ ŎƻƴǘǊƻƭƭŜǊΦ 

After getting in contact with different DPCs all over the EU, we have not found a single member state 

ǘƘŀǘ ƻƴƭȅ ƻŦŦŜǊǎ ŀ άǘǿƻ ǇŀǊǘȅέ ǇǊƻŎŜŜŘƛƴƎ ōŜŦƻǊŜ ǘƘŜ 5t/Σ ōǳǘ ŘƻŜǎ ƴƻǘ ŀƭƭƻǿ ǎǳŎƘ ŘƛǎŎƭƻǎǳǊŜΦ ²Ŝ ŀƭǎƻ 

suggest that the ODPC is awaiting the results from our letter to the Article 29 Working Party. 

 

 

Constitutional Justice / Natural Justice 
In respect to the right to access to files, evidence and arguments, the constitutional justice principle of 

άŀǳŘƛ ŀƭǘŜǊŀƳ ǇŀǊǘŜƳέ seems to be applicable in many different forms, of which we want to name three:  

 

First, the principle includes the direct duty of the tribunal to disclose all relevant material:  

ά! ǇŜǊǎƻƴ ŀŦŦŜŎǘŜŘ ΦΦΦ Ƴǳǎǘ ōŜ ƎƛǾŜƴ ŘŜǘŀƛƭǎ ƻŦ ŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ ŀŘǾƛŎŜ ǊŜŎŜƛǾŜŘ ōȅ ǘƘŜ ǇǳōƭƛŎ ōƻŘȅ ƻǊ 

ǘǊƛōǳƴŀƭ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ƘŜŀǊƛƴƎέ [Coffey, 2nd Ed., 2010, page 84] or ά!ƭƭ ŘƻŎǳƳŜƴǘǎ ŀƴŘ ƻǘƘŜǊ ǊŜƭevant 

ƳŀǘŜǊƛŀƭ Ƴǳǎǘ ƘŀǾŜ ōŜŜƴ ŘƛǎŎƭƻǎŜŘ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀƴǘ ΦΦΦέ [Coffey, 2nd Ed., 2010, page 96] or άŀƭƭ ƛƴŦƻǊƳŀǘƛƻƴ 

ǊŜƭŜǾŀƴǘ ǘƻ ǘƘŜ ƛǎǎǳŜΣ ƛƴŎƭǳŘƛƴƎ ŘŜǘŀƛƭǎ ƻŦ ǘƘŜ ŎŀǎŜ ŀƎŀƛƴǎǘ ŀƴŘ ƛƴ ŦŀǾƻǊ ƻŦ ǘƘŜ ǇŜǊǎƻƴ ŀŦŦŜŎǘŜŘέ 

[Hogan/Morgan, 4th ed., 2012, page 420]. ThŜ ŎǳǊǊŜƴǘ LǊƛǎƘ ŘƛǎŎǳǎǎƛƻƴ ƎƻŜǎ ŜǾŜƴ ŦǳǊǘƘŜǊ άthe entitlement 
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[to see relevant information] extends beyond the bad case against the applicant and embraces other 

ǊŜƭŜǾŀƴǘ ŘƻŎǳƳŜƴǘǎ ŀƴŘ ŎƻƴǘŜȄǘǳŀƭ ƳŀǘŜǊƛŀƭέ [Hogan/Morgan, 4th ed., 2012, page 421]. 
 

Secondly, the principle says that an applicant must be facilitated to make the best possible case:  

If we are not getting the relevant evidence, arguments and files, but only the once the ODPC sees as 

άǊŜƭŜǾŀƴǘέ ǿŜ ŀǊŜ ŘŜǇǊƛǾŜŘ ƻŦ ǳǎƛƴƎ ƳŀǘŜǊƛŀƭ ǘƘŀǘ ƛǎ ƴƻǘ ǎǳǇǇƻǊǘƛƴƎ CŀŎŜōƻƻƪΩǎ όƻǊ ǘƘŜ h5t/Ωǎύ ǇƻǎƛǘƛƻƴΦ 

! ǇŜǊŦŜŎǘ ŜȄŀƳǇƭŜ ŦƻǊ ǘƘƛǎ ƛǎ ǘƘŀǘ ǘƘŜ ŦƛǊǎǘ ǘǿƻ άǊŜǇƻǊǘǎέ Ŏƻƴǘŀƛƴ ƴǳƳŜǊƻǳǎ ŦƛƴŘƛƴƎǎ ǘƘŀǘ ŀǊŜ ŎƻƴǘǊŀǊȅ ǘƻ 

the evidence we have submitted. Currently we have no possibility to elaborate and question these 

findings of the ODPC, since the basis for such (unexpected) results is not disclosed. In different variations 

ƛǘ ƛǎ ƭƻƎƛŎŀƭƭȅ ƛƳǇƻǎǎƛōƭŜ ǘƻ ƳŀƪŜ ǘƘŜ άōŜǎǘ ǇƻǎǎƛōƭŜ ŎŀǎŜέΣ ƛŦ ŘƻŎǳƳŜƴǘǎ ŀǊŜ ƴƻǘ ŘƛǎŎƭƻǎŜŘΦ 
 

In addition we want to mention that according to previous communication the ODPC has forwarded our 

complaints and the submitted evidence to FB-I. While we have made much of the complaints public on 

our web page, there were other parts that were not made public. To our understanding the ODPC has 

delivered the whole compƭŀƛƴǘǎ ǘƻ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘέΣ ǿƘƛŎƘ ǿƻǳƭŘ ŎƻƴǎǘƛǘǳǘŜ ŀ ƳŀǎǎƛǾŜ ƛƳōŀƭŀƴŎŜ 

between the treatments of the two parties before this tribunal and shift the equality of arms and the 

preconditions to make the best possible case favoring FB-I. 
 

Thirdly, the principle to get information obtained outside of a hearing:  

The ODPC has told us repeatedly that FB-LΩǎ ƭŀǿ ŦƛǊƳ όάaŀǎƻƴ IŀȅŜǎ ϧ /ǳǊǊŀƴέύ Ƙŀǎ ǎǳōƳƛǘǘŜŘ ǾŜǊȅ 

excessive and defensive material in relation to our complaints in the autumn of 2011. Such information, 

ŀǎ ǿŜƭƭ ŀǎ ŜΦƎΦ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ǿŀǎ ƻōǘŀƛƴŜŘ ŘǳǊƛƴƎ ǘƘŜ όŦƛǾŜύ άƻƴ ǎƛƎƘǘ Ǿƛǎƛǘǎέ ŎƻƴǎǘƛǘǳǘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ 

that was obtained outside of the hearing before the ODPC. Such information must be disclosed, no 

matter if beneficial or adversely affecting our position. 

 

 

Appeals Process 
During our visit to the ODPC on May 25th 2012 we were told by Gary Davis that all evidence, arguments 

and files would be presented to us when we appeal the decision by the DPC to the Circuit Court and that 

there would be full access to all relevant documents at this stage. This is not in line with Irish law: άΦΦΦǘƘŜ 

applicant is entitled to constitutional justice at the initial stage...έ ώIƻƎŀƴκaƻǊƎŀƴΣ пth ed., 2012, p. 472]. 
 

In addition to his we were recently informed, that the Irish courts have so far ruled, that the appeal 

ŀƎŀƛƴǎǘ ǘƘŜ 5t/ ƛǎ ƻƴƭȅ ƻƴ άǇƻƛƴǘǎ ƻŦ ƭŀǿέ ŀƴŘ ƻƴƭȅ ƻƴ άǎŜǊƛƻǳǎ ŀƴŘ ǎƛƎƴƛŦƛŎŀƴǘ ŜǊǊƻǊ ƻŦ ƭŀǿέ όǎŜŜ bƻǾŀƪ ǾΦ 

Data Protection Commissioner, unreported).  

We are uncertain that this very limited scope of an appeal is in line with Directive 95/46/EG, but for the 

matter of this document, we have to stress that if there is such a limited appeal the previous statements 

by the ODPC were false and misleading. Under such a limited appeal we would have no stage in the 

proceeding or the appeals process where we would have full access to these documents.  
 

²Ŝ ƘŀǾŜ ŀǎƪŜŘ ǘƘŜ h5t/ ǊŜǇŜŀǘŜŘƭȅ ǘƻ ŀǘ ƭŜŀǎǘ ƴŀƳŜ ƻǊ ƎǊŀƴǘ ǳǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǳƴǊŜǇƻǊǘŜŘ όΗύ άŎŀǎŜ ƭŀǿέ 

that the ODPC is referring to when arguing procedural issues. Acceding to our research there is an 

obligation to disclose such material  [see Hogan/Morgan, 4th ed., 2012, page 421f].  

 

Č We ask the ODPC again to send us the case law on procedural rights before the DPC and in an 

appeals situation. 



 

 

 

11 

 

 

If the ODCP is not disclosing the relevant files, arguments and evidence this would lead to another 

ƳŀǎǎƛǾŜ ōǊŜŀŎƘ ƻŦ ǘƘŜ άŀǳŘƛ ŀƭǘŜǊŀƳ ǇŀǊǘŜƳέ principles and the general principles of a fair trial: The DPC 

would have all documents in an appeal proceeding and have full oversight, while we would only have a 

fraction of the necessary information. There would be a drastic imbalance in chances to appeal any 

decision. In fact it would be almost impossible to file a meaningful appeal without knowing what has 

actually happened in the proceeding before the DPC. We would also be unable to assess the chances of 

different legal moves. Such a situation is a textbook example of an unfair proceeding. 

 

Č Lƴ ǎǳƳƳŀǊȅ ŀ άŘǊŀŦǘ ŘŜŎƛǎƛƻƴέ ǿƘŜǊŜ ƻƴƭȅ ƘŀƴŘ-picked parts of evidence, arguments and files are 

referred to is clearly not compliant with the principles of Irish natural/constitutional justice in 

relation to quasi-judicial tribunals where fundamental rights are at stake.  

Č In addition the principles of a fair trial are massively breached during a possible appeals process 

against such a tribunal. 

 

 

 

B. Right to access Files, Evidence and Arguments under Article 6 ECHR 
 

Application 
As mentioned before, the ODCP has to respect the obligations of the European Convention on Human 

Rights (ECHR) since Ireland is a signatory state of the Convention. In previous communication the ODPC 

Ƙŀǎ ŜȄǇǊŜǎǎŜŘ ǘƘŜ ǾƛŜǿΣ ǘƘŀǘ ǘƘŜ 9/Iw ƛǎ ƴƻǘ άƴŀǘƛƻƴŀƭ ƭŀǿέ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ŘƻŜǎ ƴƻǘ ŀǇǇƭȅ ǘƻ ƛǘ ŘƛǊŜŎǘƭȅΦ 

²Ŝ ƘŀǾŜ ǊŜǎŜŀǊŎƘŜŘ ǘƘƛǎ ƛǎǎǳŜ ŀƴŘ ǿŀƴǘ ǘƻ ŘƛǊŜŎǘ ǘƘŜ h5t/Ωǎ ǾƛŜǿ ǘƻ ǘƘŜ LǊƛǎƘ άEuropean Convention on 

IǳƳŀƴ wƛƎƘǘǎ !Ŏǘ нллоέ (ECHR-Act), which transfers the duties under the ECHR into domestic Irish law 

ŀƴŘ ŀǇǇƭƛŜǎ ǘƻ άŜǾŜǊ ƻǊƎŀƴ ƻŦ ǘƘŜ ǎǘŀǘŜέ ώǎŜŜ ǎŜŎǘƛƻƴ о 9/Iw-Act]. The DPC is undoubtedly such an 

άƻǊƎŀƴέ ŀƴŘ ƛǎ ǘƘŜǊŜŦƻǊŜ ōƻǳƴŘ ōȅ the ECHR. The Act is not only transferring the ECHR into Irish law, but 

also declares the opinions, declarations and judgments of the ECtHR as binding for any such organ. 

Therefore the DPC has to observe the rights under the ECHR and the case law by the ECtHR.  

 

Civil Dispute 
!ǎ ǘƘŜ ŎƻǊƴŜǊǎǘƻƴŜ ƻŦ ƳƻŘŜǊƴ ǇǊƻŎŜŜŘƛƴƎǎ !ǊǘƛŎƭŜ сΣ ǇŀǊŀƎǊŀǇƘ м 9/Iw όάŦŀƛǊ ǘǊŀƛƭέύ ŀǇǇƭƛŜǎ ǘƻ ŀƭƭ 

tribunals that decide in a civil matter. This covers all civil and administrative disputes based on national 

(or EU) law between two individuals. The wording of the ECHR is independent of the national 

ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ άŎƛǾƛƭέ ƻǊ ŜΦƎΦ άŀŘƳƛƴƛǎǘǊŀǘƛǾŜέ ƳŀǘǘŜǊǎ ŀƴŘ ǿŀǎ ƛƴǘŜǊǇǊŜǘŜŘ ŎƻƴǾŜƴǘƛƻƴ-autonomously 

ǾŜǊȅ ōǊƻŀŘΣ ǊŜŀŎƘƛƴƎ ƛƴǘƻ Ƴŀƴȅ ŦƛŜƭŘǎ ǘƘŀǘ ŀǊŜ ǘǊŀŘƛǘƛƻƴŀƭƭȅ άŀŘƳƛƴƛǎǘǊŀǘƛǾŜέ ƳŀǘǘŜǊǎΦ .Ŝsides traditional 

ŎƛǾƛƭ ǊƛƎƘǘǎΣ ƭƛƪŜ ǘƘŜ άǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅέ ƻǊ ŘƛŦŦŜǊŜƴǘ άǇŜǊǎƻƴŀƭƛǘȅ ǊƛƎƘǘǎέ !ǊǘƛŎƭŜ с 9/Iw ŜƳōǊŀŎŜǎ ŜΦƎΦ 

ƭƛƳƛǘŀǘƛƻƴǎ ƛƴ ōǳƛƭŘƛƴƎ ŎƻŘŜǎ ƛƴ ǘƘŜ ƛƴǘŜǊŜǎǘ ƻŦ ŀ ƴŜƛƎƘōƻǊ ώŜΦƎΦ ά½ƛŜƎƭŜǊ ǾΦ {ǿƛǘȊŜǊƭŀƴŘέϐΦ ¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ 

Article 6 ECHR is alsƻ ƛƴŘŜǇŜƴŘŜƴǘ ŦǊƻƳ ǘƘŜ ƴŀǘƛƻƴŀƭ ŜƴŦƻǊŎŜƳŜƴǘ ǎȅǎǘŜƳ ŀƴŘ ŎƻǾŜǊǎ άǉǳŀǎƛ-judicial 

ǘǊƛōǳƴŀƭǎέ όƭƛƪŜ ǘƘŜ 5t/ύ ŀǎ ǿŜƭƭ ŀǎ ƻǊŘƛƴŀǊȅ ŎƻǳǊǘǎΦ  
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Regarding our proceedings before the DPC, laws which guarantee the right to data protection between 

individuals would be: Article 8 ECHR, Article 8 CFR, Directive 95/46/EG (which is explicitly applicable 

between individuals) and the Irish DPA (which is directly applicable between individuals).  
 

With view to the case law of the ECtHR there is no doubt that our complaints procŜŜŘƛƴƎ ƛǎ ŀ άŎƛǾƛƭέ 

dispute. The complaints proceeding before the DPC is the only national framework under which these 

ǊƛƎƘǘǎ Ŏŀƴ ōŜ ŜƴŦƻǊŎŜŘΣ ƛǘ ƛǎ ƴƻǘ ŀƴ ƻǇǘƛƻƴŀƭ άhƳōǳŘǎƳŀƴέ ǇǊƻŎŜŜŘƛƴƎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ǇǊƻŎŜŜŘƛƴƎ 

has to be compliant with Article 6 ECHR. [See also e.g. Jacobs, White & Ovey, The European Convention 

on Human Rights, pages 247f] 

 

Right to access files 
There is longstanding, well developed and undisputed case law by the European Court on Human Rights 

(ECtHR) concerning the access to all files, evidence, arguments and other submissions to a tribunal. In 

the numerous cases concerning criminal, civil and administrative matters the ECtHR is repeating (often 

even in a copy/past manner) the same principles: 

1. The άǊƛƎƘǘ ǘƻ ŀŘǾŜǊǎŀǊƛŀƭ ǇǊƻŎŜŜŘƛƴƎǎ means in principle the opportunity for the parties (...) to have 

knowledge of and comment on all evidence adduced or observations field with a view to influence the 

ŎƻǳǊǘΩǎ ŘŜŎƛǎƛƻƴέ ώǎŜŜ ŜΦƎΦ άbƛŜŘŜǊǀǎǘ-IǳōŜǊ ǾΦ {ǿƛǘȊŜǊƭŀƴŘέ ǇΦ нпΣ άYΦ{Φ ǾΦ CƛƴƴƭŀƴŘ ǇΦ нмέ ƻǊ άYΦtΦ ǾΦ 

CƛƴƴƭŀƴŘέΣ ǇΦ нр ŀƴŘ Ƴŀƴȅ ƳƻǊŜΦΦΦϐ 

2. The right was found to be independent from the possible influence on the outcome of the 

proceeding. άWhatever the actual effect which the various opinions may have had on the decision 

(...) in the final instŀƴŎŜΣ ƛǘ ǿŀǎ ŦƻǊ ǘƘŜ ŀǇǇƭƛŎŀƴǘ ǘƻ ŀǎǎŜǎǎ ǿƘŜǘƘŜǊ ǘƘŜȅ ǊŜǉǳƛǊŜŘ Ƙƛǎ ŎƻƳƳŜƴǘǎέΦ [see 

ŜΦƎΦ άYΦ{Φ ǾΦ CƛƴƴƭŀƴŘέΣ ǇΦ но ƻǊ ά±ŀƴƧŀƪ ǾΦ /ǊƻŀǘƛŀέΣ ǇΦ рс ŀƴŘ ƻǘƘŜǊǎΦΦΦϐ 

3. ¢ƘŜ ǊƛƎƘǘ ŜȄǘŜƴŘǎ ǘƻ ŀƭƭ ŘƻŎǳƳŜƴǘǎ ŀƴŘ ŜǾƛŘŜƴŎŜ άwith a view to influencing the (...) decisionsέ 

ƛƴŘŜǇŜƴŘŜƴǘ ƻƴ ǘƘŜ ŀŎǘǳŀƭ ƛƴŦƭǳŜƴŎŜ ƻǊ ǘƘŜ ŀƛƳ ƻŦ ǘƘŜ ŘƻŎǳƳŜƴǘ ώǎŜŜ ŜΦƎΦ άIΦ!Φ[Φ ǾΦ CƛƴƴƭŀƴŘέΣ ǇΦ ппΣ 

άYΦ{Φ ǾΦ CƛƴƴƭŀƴŘέΣ ǇΦ но ƻǊ ǿƛǘƘ ƻǘƘŜǊ ǿƻǊŘǎ ά½ƛŜƎƭŜǊ ǾΦ {ǿƛǘȊŜǊƭŀƴŘέΣ ǇΦ оу ŀƳƻƴƎ Ƴŀƴȅ ƳƻǊŜΦΦΦϐ 

4. The right does not only cover documents and evidence submitted by the parties but extends to 

documents and evidence that was άƻōǘŀƛƴŜŘ ŜȄ ƻŦŦƛŎƛƻέ [see e.g. K.S. v. Finnland, p. 19].  

5. The right to access files, evidence and arguments is always based on Article 6 paragraph 1 (not 

paragraph 2 or 3). This means that it applies to all cases under Article 6, not only to criminal cases. 

6. There may be limitations to the right to access based on legitimate interests of third parties. 
 

In support of these principles see (among many others): άYΦtΦ ǾΦ CƛƴƴƭŀƴŘέΣ άbƛŜŘŜǊǀǎǘ-IǳōŜǊ ǾΦ {ǿƛǘȊŜǊƭŀƴŘέΣ 

άYǳƎƭŜǊ ǾΦ !ǳǎǘǊƛŀέΣ ά½ƛŜƎƭŜǊ ǾΦ {ǿƛǘȊŜǊƭŀƴŘέΣ άIΦ!Φ[Φ ǾΦ CƛƴƴƭŀƴŘέΣ άYΦ{Φ ǾΦ CƛƴƴƭŀƴŘέΣ άIǊŘŀƭƻ ǾΦ /ǊƻŀǘƛŀέΣ ά!ǘƭŀƴ ǾΦ 

¢ƘŜ ¦ƴƛǘŜŘ YƛƴƎŘƻƳέΣ άwǳƛȊ-aŀǘŜƻǎ ǾΦ {ǇŀƛƴέΣ ά[ƻōƻ aŀŎƘŀŘƻ ǾΦ tƻǊǘǳƎŀƭέΣ ά±ŜǊƳŜǳƭŜƴ ǾΦ .ŜƭƎƛǳƳέΣ ά²ŀƭǎǘƻƴ όbƻΦ 

1) ǾΦ bƻǊǿŀȅέΣ άwƻǿŜ ŀƴŘ 5ŀǾƛǎ ǾΦ ¢ƘŜ ¦ƴƛǘŜŘ YƛƴƎŘƻƳέ ƻǊ ά5ƻƳōƻ .ŜƘŜŜǊ .Φ±Φ ǾΦ ¢ƘŜ bŜǘƘŜǊƭŀƴŘǎέ. [See also e.g. 

Jacobs, White & Ovey, The European Convention on Human Rights,  pages 261f] 

 

Č In summary ŀ άŘǊŀŦǘ ŘŜŎƛǎƛƻƴέΣ ǿƘŜǊŜ ƻƴƭȅ ƘŀƴŘ-ǇƛŎƪŜŘ ƻǊ ƻƴƭȅ άǊŜƭŜǾŀƴǘέ όŀŎŎƻǊŘƛƴƎ ǘƻ h5t/ύ 

parts of evidence, arguments and files are referred to, is clearly not compliant with Article 6 ECHR. 

Č The ECtHR is especially emphasizing that it is upon the parties to decide which documents are 

άǊŜƭŜǾŀƴǘέ ŀƴŘ ǘƘŀǘ ŀ ǎŜƭŜŎǘƛƻƴ ōȅ ǘhe tribunal is in breach of Article 6 ECHR. 

Č ¢ƘŜ άŘǊŀŦǘ ŘŜŎƛǎƛƻƴέ ŀǇǇǊƻŀŎƘ ƛǎ ǘƘŜǊŜŦƻǊŜ ŀƭǎƻ ƴƻǘ ŎƻƳǇƭŀƛƴǘ ǿƛǘƘ ǘƘŜ h5t/Ωǎ ƻōƭƛƎŀǘƛƻƴǎ ǳƴŘŜǊ 

ǘƘŜ LǊƛǎƘ ά9ǳǊƻǇŜŀƴ /ƻƴǾŜƴǘƛƻƴ ƻƴ IǳƳŀƴ wƛƎƘǘǎ !Ŏǘ нллоέΦ 
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C. Duty to Provide for an effective Procedure under the ECHR 

 
The European Court on Human Rights (ECtHR) has thus developed comprehensive case law (starting with 

ECtHR 8.7.1987, W. vs. UK; ECtHR 8.7.1987, O. vs. UK, ECtHR 8.7.1987, R. vs. UK) considering that every 

substantial guarantee of the ECHR contains inherently a minimum of procedural safeguards in order to 

serve an effective protection of human rights, such as to have legal standing or  to receive substantial 

information regarding the alleged violation of those rights (see e.g. ECtHR 19.2.1998, Guerra and Others 

vs. Italy No 116/1996/735/932). Such inherent procedural safeguards have to be respected and provided 

independently of the applicability of Article 6 ECHR. 

 

Č The right to procedural safeguards, such as having a legal standing or receiving substantial 

information can also be derived from the ECHR, independently form the application of Article 6. 

 

 

D. Duty to Provide for an effective Procedure under EU Law 
 

It is long standing case law and enshrined in Article 4 (3) of the treaty on the European Union that 

member states (including all government bodies) have to ensure that EU legislation is carried out 

effectively. This does not only mean e.g. the transformation of directives into national law, but also 

includes effective enforcement of these laws by administrative and judicial bodies. The European Court 

of Justice (ECJ) has found member states to violate the treaties if the national implementation is not 

guaranteeing effective enforcement. This does not only cover the material law, but also the procedural 

law that is deployed by the member state [see (old) principle case law of the European Court of Justice 

e.g.: Heylens, 222/86; Johnson, 222/84].  

 

The national procedures have to allow citizens of the EU to make the best possible case and allow for an 

effective remedy. While there is great latitude on how these principles are implemented, there must be 

an effective system in the member state. National law is to be interpreted in compliance with EU law. 

If the ODPC is now depriving us to access all evidence, arguments and files concerning our 22 complaints, 

we are in a situation where an effective enforcement of our rights, that are based on Directive 95/46/EG, 

is factually impossible or at least massively hindered. Under the Irish legal framework it is, in absence of 

a statutory provision, upon the ODPC to deploy procedures that do not deprive criticizes of other 

member states from the possibility to make their best case. 

 

Č {ǳƳƳŀǊƛȊƛƴƎ ŀ άŘǊŀŦǘ ŘŜŎƛǎƛƻƴέ ōȅ ǘƘŜ h5t/Σ ǿƘŜǊŜ ƻƴƭȅ ƘŀƴŘ-picked parts of evidence, arguments 

and files are referred to, is jeopardizing Irish compliance with EU law. 

Č There is an obligation of the member states (and its public bodies) to interpret procedural law in a 

way that allows citizens of other member states to effectively claim their rights. 
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E. {ǳƳƳŀǊȅ άwƛƎƘǘ ǘƻ aŎŎŜǎǎ CƛƭŜǎΣ 9ǾƛŘŜƴŎŜ ŀƴŘ !ǊƎǳƳŜƴǘǎέ 
 

From different remarks in public documents (e.g. the cover of FB-LΩǎ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ ǊŜǾƛŜǿύ ŀƴŘ ǘƘŜ 

general importance of trade secrets in the common law sphere we assume that Facebook Ireland has 

influenced the ODPC concerning the disclosure of documents. If the ODPC has possibly pledged to FB-I 

not to disclose information we want to stress that it cannot be bound by a pledge that deprives another 

party of constitutional rights.  

 

Č We hereby ask the ODPC to inform us about possible deals with FB-I concerning evidence, 

arguments and files in relation to our 22 complaints. 

 

Given the clear law in all three legal spheres that can be deployed in this case, we are asking the ODPC 

again to make clear which evidence, arguments and files were produced in relation to our complaints. 

From this on we might be able to distinguish between three types of arguments, files and evidence that 

are before the ODPC:  

 

1. Most of the documents will be in relation to the overlapping issues of the audit and the complaints.  

2. There might be some material that is outside of the scope of the audit, but within our complaints.  

3. There might be some documents that only relate to the public investigation. 

 

We accept that documents that only relate to the pubic investigation will not be disclosed and fall under 

!ǊǘƛŎƭŜ ну όтύ ƻŦ 5ƛǊŜŎǘƛǾŜ фрκпсκ9D ŀƴŘ ǘƘŜ 5t! όŜΦƎΦ ŘƻŎǳƳŜƴǘǎ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ άǊŜŀƭ ƴŀƳŜέ ǇƻƭƛŎȅ ƻŦ 

Facebook Ireland Ltd, which was not part of our complaintsΣ ōǳǘ ǇŀǊǘ ƻŦ ǘƘŜ άŀǳŘƛǘέύΦ ²Ŝ ƘƻǇŜ ǘƘŀǘ ǘƘƛǎ 

view will also be shared by the Article 29 Working Party, which might deliver an opinion on the 

interpretation of Article 28 (7) soon. 

 

We would also accept limitations to disclosure when fundamental interests of other parties are at stake  

(e.g. trade secrets). It is common practice to blacken sections or words of the relevant files and we are 

accepting such limitations if necessary to protect legitimate interests. However, we would not accept 

general non-disclosure of files because of legitimate interests of others. Moreover, we expect clear and 

transparent communication about such limitations. 

 

Č Therefore we hereby (one more time) request copies and disclosure of all evidence, arguments, 

files and submissions that were produced for (1) the audit and our complaints  

όάŘǳŀƭ ǇǳǊǇƻǎŜέύ ƻǊ όнύ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ƻǳǊ ŎƻƳǇƭŀƛƴǘǎ ƻƴƭȅΦ 

Č If the necessary documents are so far not produced we ask the DPC to produce the necessary 

evidence and files or request from FB-I their arguments.  

 

As a final remark we also want to stress that it must be in the core interest of the ODPC to have a 

productive and meaningful complaints proceeding. Such a proceeding is (independently from the law) 

actually impossible without the possibility for both parties to exchange on documents and arguments.  
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2. tǊƛƴŎƛǇƭŜ ŀƎŀƛƴǎǘ .ƛŀǎ κ 5ŜŎƛǎƛƻƴ ƻƴ άcƻƳǇƭŀƛƴǘǎέ ŘǳǊƛƴƎ άaǳŘƛǘέ 
 

¢ƘŜ άŀuditέ procedure was in fact mainly dealing with our complaints. In the first report from December 

2012 the ODPC has even linked to the complaints on our webpage (europe-v-facebook.org). According to 

the section of the material observations of the ODPC only sections 3.14 to 3.17 are not at all related to 

our complaints, while sections 3.1 to 3.13 are related to our complains. This means that by the pages 

80% of the chapters of the audit report are in some way dealing with our complaints.  
 

The ODPC has expressed legal opinions on all 22 complaints before we were involved in a legal 

proceeding in any way (other than submitting the initial complaints). In summary the ODPC has already 

decided on our complaints before we were even (at least remotely) able to make our case. The DPC has 

even declared that to its understanding our complaints should be decided upon:  
 

ά²Ŝ ǿƻǳƭŘ ƘƻǇŜ ǘƘŀǘ ǘƘŜ problems reported in the review will in fact have dealt with them, because we 

ǘƻƻƪ ŀŎŎƻǳƴǘ ƻŦ ǘƘŜ ǎǳōǎǘŀƴŎŜ ƻŦ ǘƘŜǎŜ ŎƻƳǇƭŀƛƴǘǎΦέ (Billy Hawkes, press conference, Sept. 22
nd

 2012) 
 

Generally public bodies are rather reluctant to change positions, if this would mean that their previous 

decision was wrong. This is especially true if the very same servant has to overthrow its own decision in a 

proceeding that involves massive national and international prestige. 
 

In our concrete case the same public body and very likely the very same civil servants that have already 

ŘŜŎƛŘŜŘ ǳǇƻƴ ǘƘŜƳ ƛƴ ǘƘŜ άŀǳŘƛǘέ ǇǊƻŎŜŜŘƛƴƎΣ ǿƛƭƭ ǘŀƪŜ ǘƘŜ Ŧƛƴŀƭ ŘŜŎƛǎƛƻƴ ŎƻƴŎŜǊƴƛƴƎ ƻǳǊ ŎƻƳǇƭŀƛƴǘǎΦ 

Despite our repeated efforts to contribute to the audit and our repeated requests to take part in the 

process we were not allowed to take part in any way, after filing our complaints. If we are bringing new 

facts, evidence and arguments into the decision process, this would also mean that the ODPC was not 

itself producing such documents, was maybe even overlooking things or not taking everything into 

account, given the fact that the ODPC has so far said that the audit goes beyond the initial complaints. 
 

If the ODPC would follow our claims, it would have to overthrow its own conclusions in the audit report. 

¢Ƙƛǎ ƳŜŀƴǎ ǘƘŜ h5t/ ƳƛƎƘǘ ƘŀǾŜ ǘƻ ŦƛƴŘ ƛǘǎŜƭŦ ŀƴŘ ƛǘǎ άŀǳŘƛǘ ǊŜǇƻǊǘέ ǘƻ ōŜ ǿǊƻƴƎ ƻǊ ƛƴŎƻƳǇƭŜǘŜ ǿƘŜƴ 

following our complaints.  In summary the ODPC is, when deciding about our complaints not only 

ŘŜŎƛŘƛƴƎ ŀōƻǳǘ ŀ ŘƛǎǇǳǘŜ ōŜǘǿŜŜƴ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘέ ŀƴŘ ǳǎΣ ōǳǘ ŀƭǎƻ ŘŜŎƛŘƛƴƎ ƻƴ ƛǘǎ ƻǿƴ ǊŜǇƻǊǘǎΣ 

audit and conclusions. In substance the ODPC objectively becomes the judge in its very own matter.  
 

To avoid such situations procedures are timed and designed in a way that the same cause is only decided 

once by the same body and after prior involvement of all parties. The ODPC has decided to conduct two 

separate procedures on the same material questions at the same time, without the involvement of one 

party, which has led to these problems. 
 

We are now finding ourselves in a textbook example of a situation where the principle against objective 

bias under Article 6 ECHR and Irish natural/constitutional justice is violated. This does not mean that 

there must be a situation of actual bias, but this is irrelevant under the law. The current situation is 

falling under all types of objective bias that one can e.g. find in Hogan/Morgan, 4th ed., 2012, pages 386f. 

In essence the ODPC is risking that any decision may be found to be void by the courts. 
 

Č We hereby ask the ODPC which officer will factually work on our complaints? 

Č We hereby ask how the ODPC will ensure that an unbiased decision will be delivered?   
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III. MATERIAL ISSUES 
 

1. General Remark: Article 29 Working Party Opinions 
 

As we repeatedly refer to the working ǇŀǇŜǊǎ ό²tύ ƻŦ ǘƘŜ ά!ǊǘƛŎƭŜ нф ²ƻǊƪƛƴƎ tŀǊǘȅέ ǘƘǊƻǳƎƘƻǳǘ ǘƘƛǎ 

document, we want to submit the following general remarks regarding these documents: 
 

First of all we want to stress the importance of a common understanding of the European law and an 

equal level of data protection and enforcement throughout the EU/EEA. Besides ensuring the right to 

data protection, the core idea of Directive 95/46/EG is a free flow of information and a fair competition, 

through equal levels of data protection in our common economic area.  
 

!ǎ ŀ ŦƻǊƳ ƻŦ ŜƴǎǳǊƛƴƎ ŀ ŎƻƳƳƻƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ƭŀǿΣ ǘƘŜ ά!ǊǘƛŎƭŜ нф ²ƻǊƪƛƴƎ 

tŀǊǘȅέ Ƙŀǎ ǘƘŜ ŦǳƴŎǘƛƻƴ ǘƻ ŦƻǊƳ ŎƻƳƳƻƴ ƻǇƛƴƛƻƴǎ ƻƴ ǉǳŜǎǘƛƻƴǎ ƻŦ ƎŜƴŜǊŀƭ ƛƳǇƻǊǘŀƴŎŜ όǎŜŜ !ǊǘƛŎƭŜ ол ƻŦ 

Directive 95/46/EG). While the published opinions of the Working Party are not legally binding, they 

must be seen as guiding line by the member states, everything else would make this institution obsolete.  

In addition we also understand the opinions to be the common understanding within the EU of the 

meaning of Directive 95/46/EG. Since the national law has to be interpreted in line with EU directives, 

we generally assume that the published opinions are a strong indication for the national interpretation 

and should be followed by national authorities, when enforcing the national laws. This general thought 

does not mean that there cannot be individual circumstances that would make it possible or even 

necessary to depart from this common understanding (e.g. specific national provisions).  

The ODPC folƭƻǿǎ ǎƻƳŜ ǎƻǊǘ ƻŦ ŀ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ƳƻŘŜƭ ƛƴ ƛǘǎ ǊŜǇƻǊǘǎΣ ǿƘƛŎƘ ƛǘ ŎƭŀƛƳŜŘ ǘƻ ōŜ ƳƻǊŜ 

stringent than the letter of the law. Considering this we believe that FB-I should at least be compliant 

with the relevant working papers, since they represent the common ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ŀ άƳƛƴƛƳŀƭ 

ǎǘŀƴŘŀǊŘέΦ {ƻƳŜ ǿƻǊƪƛƴƎ ǇŀǇŜǊǎ ŀƭǎƻ ǎǳƎƎŜǎǘ ŘƛŦŦŜǊŜƴǘ ƻǇǘƛƻƴǎ ǿƘƛŎƘ ǿƻǳƭŘ ƭŜŀŘ ǘƻ ŎƻƳǇƭƛŀƴŎŜΦ {ƛƴŎŜ 

the ODPC and FB-L Ŧƻƭƭƻǿ ŀ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ŀǇǇǊƻŀŎƘ ǿŜ ǿƻǳƭŘ ŜȄǇŜŎǘ ǘƘŀǘ ǎǳŎƘ ǎǳƎƎŜǎǘƛƻƴǎ ǿƻǳƭŘ ōŜ 

taken into account in their Ƴƻǎǘ ǎǘǊƛƴƎŜƴǘ ŦƻǊƳΦ !ƴȅǘƘƛƴƎ ŜƭǎŜ ŎƻǳƭŘ ƘŀǊŘƭȅ ōŜ άbest ǇǊŀŎǘƛŎŜέ ōǳǘ ǿƻǳƭŘ 

ǊŀǘƘŜǊ ōŜ Ƨǳǎǘ άsome ǇǊŀŎǘƛŎŜέΦ 

 

²Ŝ ƘŀǾŜ ǾŜǊȅ ƳǳŎƘ ǿŜƭŎƻƳŜŘ ǘƘŀǘ ǘƘŜ h5t/ Ƙŀǎ ǇŀǊǘƭȅ ŦƻƭƭƻǿŜŘ ²tмфо ǿƘŜƴ ŘŜŀƭƛƴƎ ǿƛǘƘ ǘƘŜ άŦŀŎƛŀƭ 

ǊŜŎƻƎƴƛǘƛƻƴέ ǘƻƻƭ ōȅ C.-I. At the same time we could only see very little reference to other working 

papers that seem relevant to our complaints. We have decided to bring these documents in, since they 

could possibly be helpful when solving different legal questions. We would be very happy if the ODPC 

could explain why it is departing from this common understanding of the directive, whenever a decision 

or position does not seem to be in line with the relevant WP. 

 

Č We generally assume that the published opinions of the Article 29 Working Party form a common 

understanding of the directive and national laws should be interpreted in line with them. 

Č ! άōŜǎǘ ǇǊŀŎǘƛŎŜέ ǎƻƭǳǘƛƻƴ Ŏŀƴƴƻǘ Ǉƻǎǎƛōƭȅ ōŜ ōŜƭƻǿ ǘƘŜ ƳƛƴƛƳŀƭ ƭŜǾŜƭ ƻǳǘƭƛƴŜŘ ƛƴ ǘƘŜ ǊŜƭŜǾŀƴǘ ²tΦ 

Instead it should follow the suggestions in the most stringent form.  

Č We hereby ask the ODPC to outline when and why it departs from this common understanding, 

whenever we have referred to a specific WP. 
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2. General Remark: Controller 
 

One of the most crucial bases for any legal analysis is to find the entity or person that is responsible for a 

particular action. There is no substantial part of the report dedicated to this principal question, despite 

the fact that this issue is highly disputed (see e.g. the opinion by some German DPCs or many papers by 

scholars). The report refers to WP163, but this working paper does not hold any blanket rules for any 

social network. Therefore a clear answer for facebook.com cannot be derived from it without further 

observations and interpretation. After working on these complaints for 1.5 years, we want to make a 

couple of remarks on this issue: 

 

 

A. wŜƭŀǘƛƻƴ άCŀŎŜōƻƻƪ LƴŎΦ ό¦{!ύέ κ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘΦέ 
 

²ƘƛƭŜ ƻǳǊ ƛƴƛǘƛŀƭ ŎƻƳǇƭŀƛƴǘǎ ǿŜǊŜ ōŀǎŜŘ ƻƴ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŀǘ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘέ όC.-I) is the 

controller of facebook.com for all users outside of the US and Canada, we have to mention that during 

the last 1.5 years there were certain doubts that rose. During our talks with FB-I and its representatives 

we repeatedly heard that certain things are not possible because the management of άCŀŎŜōƻƻƪ LƴŎέ 

(the US parent of FB-I) would never agree to them.  

This is raising the question how freely FB-I is deciding about the operations of facebook.com for all users 

ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ¦{ ŀƴŘ /ŀƴŀŘŀ ŀƴŘ ƛǎ ǘƘŜǊŜŦƻǊŜ ƛǘǎŜƭŦ άŎƻƴǘǊƻƭƭƛƴƎέ ǘƘŜ ǇƭŀǘŦƻǊƳ ǘhat is technically hosted 

in the US. If not only the technical systems, but also the factual control over the operations is exercised 

ōȅ άCŀŎŜōƻƻƪ LƴŎέ ǘƘŜƴ C.-I would not be the controller, but just some operation, which only exists on 

paper and is mainly used to benefit from Irish tax loopholes (Facebook is said to make use of what is 

ƪƴƻǿƴ ŀǎ ǘƘŜ ά5ƻǳōƭŜ LǊƛǎƘ !ƎǊŜŜƳŜƴǘέ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ǇǳǎƘ ŎƻƻǇŜǊŀǘŜ ǘŀȄŜǎ Řƻǿƴ ǘƻ ŀōƻǳǘ н-3%). 

The controller is defined as the person that has factual control. This means that agreements and 

contracts can only be an indication, but do not itself constitute controllership. We have serious doubts 

that FB-I might in fact not be freely deciding about the operations of facebook.com, but given the limited 

information we are currently not claiming that FB-I is not the controller. At the same time we would very 

much hope that the ODPC can deliver some fact based evidence to make sure we are running a 

procedure against the right entity. 

 

Č We would welcome if the ODPC could produce or deliver fact based evidence that ensures that FB-I 

is actually the factual controller of facebook.com outside of the US and Canada. 
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B. Relation Users / Facebook 
 

Split Responsibilities and Powers 

As we have outlined in our initial complaints, we have dealt with the question of the controller in detail 

and found a solution which we see as legally adequate and also produces reasonable results in relation 

to the duties of the users of facebook.com and FB-I. We need to get an understanding where the rights 

and responsibilities of the controllers are running parallel and reflect the factual reality. We also have to 

ensure that whoever is the controller must be able to adhere to the law.  

 

!ǎ ƻǳǘƭƛƴŜŘ ǇǊŜǾƛƻǳǎƭȅΣ ŀ CŀŎŜōƻƻƪ ǇŀƎŜ ƛǎ ƛƴ ŜǎǎŜƴŎŜ ƴƻǘƘƛƴƎ ƻǘƘŜǊ ǘƘŀƴ ŀ άōƭƻƎέ ōȅ ŀ ǳǎŜǊ ǘƘŀǘ ƛǎ ƘƻǎǘŜŘ 

by FB-LΦ 9ǉǳŀƭƭȅ ƭƛƪŜ ŀ άōƭƻƎέΣ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ǇƛŎǘǳǊŜǎΣ ǾƛŘŜƻǎ ŀƴŘ ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ŎƻƳƳŜƴǘ ǘƻ ǇƻǎǘƛƴƎǎΦ 

This is nothing new compared to a usual relationship between a webhost and a user that runs a 

ǘǊŀŘƛǘƛƻƴŀƭ ƘƻƳŜǇŀƎŜ ƻǊ άōƭƻƎέΦ ¢ƘŜǊŜ ƛǎ ƴƻ ŘƻǳōǘΣ ǘƘŀǘ ƻƴƭȅ ǘƘŜ ǳǎŜǊ ŎƻƴǘǊƻƭǎ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ǘƘŜ ǇŀƎŜ 

and that the host is e.g. not liable for illegal postings. FB-I is not responsible for such activity, but might 

only need to take down data, just like any hosting provider of a usual web page. This understanding is 

ŎƻƳƳƻƴƭȅ ŜȄǇǊŜǎǎŜŘ ǿƘŜƴ ǇŜƻǇƭŜ ǊŜŦŜǊ ǘƻ άƳȅ ǇǊƻŦƛƭŜέΣ άƳȅ ǘƛƳŜƭƛƴŜέΣ άƳȅ ƳŜǎǎŀƎŜǎέ ƻǊ άƳȅ Řŀǘŀέ 

when referring to their individual page or data on FB-I. 
 

 
Left: User is controller of data, while Facebook is only Host; Right: Facebook is controller of further processing; 

 

Lƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘƛǎ ŦƛǊǎǘ ǊŜŀƭƳ ǘƘŜǊŜ ƛǎ ǎƻƳŜǘƘƛƴƎ άƴŜǿέ ƻƴ ŦŀŎŜōƻƻƪΦŎƻƳΥ C.-LΣ ŀǎ ǘƘŜ άƘƻǎǘέ ƻŦ ǘƘŜ ŦƛǊǎǘ 

set of functions is also adding other functions that use the same data base, but cater towards other 

ǇǳǊǇƻǎŜǎ ǘƘŀƴ ǘƘŜ ǳǎŜǊǎΩ ǇŀƎŜǎΦ C.-L ƛǎ ŜΦƎΦ ŎƻƭƭŜŎǘƛƴƎ ǳǎŜǊǎΩ Řŀǘŀ ǘƻ ŀƎƎǊŜƎŀǘŜ ǘƘŜ άƴŜǿǎ ŦŜŜŘέ ƻǊ ǳǎŜǎ 

the information to present personalized advertisements, to promote their service to non-users and many 

other such things. The user has no possibility to influence this second set of operations and can therefore 
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not be responsible for them. In fact the users are not even told what FB-I exactly does in relation to this 

second realm of operations. 

 

If the Irish DPA and Directive 95/46/EG are applied to this form of a system, it is clear that we have 

ŘƛŦŦŜǊŜƴǘ άŎƻƴǘǊƻƭƭŜǊǎέ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ƻǇŜǊŀǘƛƻƴǎΦ ¢ƘŜ ŦƛǊǎǘ ǊŜŀƭƳ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ƛǎ ŘƻƴŜ ōȅ ǘƘŜ ǳǎŜǊǎ ŀƴŘ  

FB-I is merely hosting this information and providing the system. The users are therefore controllers and 

FB-L ƛǎ ǘƘŜ ǇǊƻŎŜǎǎƻǊ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜǎŜ ƻǇŜǊŀǘƛƻƴǎ όǿƛǘƘ άCŀŎŜōƻƻƪ LƴŎέ ōŜƛƴƎ ǘƘŜ ǎǳō-processor).  

For the second set of operations are done and under the responsibility of FB-I. FB-I is therefore the only 

ŎƻƴǘǊƻƭƭŜǊ ŀƴŘ άCŀŎŜōƻƻƪ LƴŎέ ǿƻǳƭŘ ōŜ ǘƘe processor, that runs the actual operations. 

 

We also want to point to the wording of Section 1 DPA that defines the controller as άŀ ǇŜǊǎƻƴ ǿƘƻ όΦΦΦύ 

controls the contents ŀƴŘ ǳǎŜ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀέ - it is undisputed that FB-I does not control the contents. 

This analysis is also in line with the wording of WP163 (page 5 and 6) that e.g. states that users are the 

ŎƻƴǘǊƻƭƭŜǊǎ ŦƻǊ ǇŀƎŜǎ ŀƴŘ ǘƘŀǘ ǘƘŜȅ Řƻ ƴƻǘ Ŧŀƭƭ ǳƴŘŜǊ ǘƘŜ άƘƻǳǎŜƘƻƭŘ ŜȄŜƳǇǘƛƻƴέ ǿƘŜƴ ŀ ǇǊƻŦƛƭŜ ƛǎ ǎƘŀǊŜŘ 

with the general public (see the same reŀǎƻƴƛƴƎ ƛƴ ǘƘŜ 9/WΩǎ Lindqvist case). 

 

An equal understanding is shared by the Danish DPC, which claims that users of social networks are 

subject to Danish data protection law (http://www .datatilsynet.dk/english/social-networks). To our 

understanding this means that users are controllers or certain processing on Facebook. 

 

 

 

CŀŎŜōƻƻƪΩǎ ¦ƴŘŜǊǎǘŀƴŘƛƴƎ 

FB-I is generally opposing this system, at the same time FB-I was not able to suggest another approach 

that gives clear and reasonable results. In fact FB-I is flip-flopping when it comes to the responsibilities 

ŀƴŘ ǊƛƎƘǘǎ ǘƻǿŀǊŘǎ ǘƘŜ ǳǎŜǊǎΩ ǇŀƎŜǎΦ ²ƘŜƴŜǾŜǊ ǘƘŜȅ ǿŀƴǘ ǘƻ ƘŀǾŜ ǊƛƎƘǘǎ ŀƴŘ ǇƻǿŜǊ ƻǾŜǊ ǘƘŜ Řŀǘŀ ǘƘŜȅ 

proclaim themselves to be the only responsible person, but as soon as there is a problem they suddenly 

shift all responsibility to the users. Here are some of the statements by FB-I during the past 1.5 years: 

 

 

1. Meeting in Vienna 

During our meeting with FB-I in Vienna, we have discussed this issue very broadly. After talking through 

this issue multiple times we asked Richard Allen, the representative of FB-I, who is the controller for data 

on facebook.com to their understanding. His final statement was: 

 
ά²Ŝ ŀǊŜ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊ ŦƻǊ ǿƘŀǘ ǿŜ ŎƻƴǘǊƻƭΦΦΦ ώŀƴŘϐ ΦΦΦǘƘŜ ǳǎŜǊ Ƙŀǎ ǎƻƳŜ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻƻέ 

 

This statement is not only circular in nature, but is also reflecting FB-LΩǎ ǊŜƭǳŎǘŀƴŎŜ ǘƻ ŎƭŀǊƛŦȅ ǘƘŜ Ƴƻǎǘ 

crucial question of all, which is who has the final responsibility for what happens on the platform. 

In relation to the individual functions FB-I was not willing to give a statement on who they think the 

ŎƻƴǘǊƻƭƭŜǊ ƛǎΦ hƴƭȅ ǿƛǘƘ ǎƻƳŜ ƳƛƴƻǊ ƛǎǎǳŜǎ όŜΦƎΦ ǿƘŜƴ ǳǎŜǊǎ ƛƳǇƻǊǘ ƻǊ ŜȄǇƻǊǘ Řŀǘŀ Ǿƛŀ άŀǇǇǎέύ C.-I was 

willing to take a position. Other than that FB-I was saying that the controller function has to be 

ŘŜǘŜǊƳƛƴŜŘ ƻƴ ŀ άŎŀǎŜ ōȅ ŎŀǎŜ ōŀǎƛǎέΣ ǿƛǘƘƻǳǘ ŘƻƛƴƎ ǎƻ ŦƻǊ ǘƘŜ Ƴƻǎǘ ŦǳƴŎǘƛƻƴǎ ƛƴ ǉǳŜǎǘƛƻƴΦ 

http://www.datatilsynet.dk/english/social-networks
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2. New Policy and Public Statements 

Following the interventions by the ODPC there was a major change of the privacy policy that FB-I is 

operating under. One of the changes was that FB-I is now claiming that it is the controller for all data. 

 

ά¢ƘŜ ǿŜōǎƛǘŜ ǳƴŘŜǊ ǿǿǿΦŦŀŎŜōƻƻƪΦŎƻƳ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜǎ ƻƴ ǘƘŜǎŜ ǇŀƎŜǎ ŀǊŜ ōŜƛƴƎ ƻŦŦŜǊŜŘ ǘƻ ǳǎŜǊǎ ƻǳǘǎƛŘŜ 

of the U.S. and Canada by Facebook Ireland Ltd (...) Facebook Ireland Ltd. (...) is the data controller 

ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ȅƻǳǊ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦέ 

 

This triggered heavy criticism by our group, but also by other legal experts and other European DPCs. In 

essence this would mean that users are losing control over their data as soon as they post something on 

facebook.com. As FB-I had been claiming so far that άŀƭƭ Řŀǘŀ ōŜƭƻƴƎǎ ǘƻ ǘƘŜ ǳǎŜǊǎέ this would be a 

dispossession of users.  

Different media has inquired about this claim, especially in Germany. As an example we want to cite the 

original statement from Robert Ardelt, Speaker of FB-I in Germany in reaction to a question from the 

DŜǊƳŀƴ ¢± ǎƘƻǿ ά{ǘŜǊƴ ¢±έΥ 

 
GERMAN Original:  

Stern TV: Die Facebook-Kritiker "europe vs facebook" werfen Facebook vor, in den neuen Datenschutz-

richtlinien der "Controller" aller Daten zu sein und damit den Nutzer zu enteignen. Was sagen Sie dazu?  

Ardelt: 5ŀǎ ƛǎǘ Ŝƛƴ aƛǎǎǾŜǊǎǘŅƴŘƴƛǎΦ ²ƛǊ ƴǳǘȊŜƴ Řŀǎ ŜƴƎƭƛǎŎƘŜ ²ƻǊǘ αŎƻƴǘǊƻƭά ǳƳ Ȋǳ ŜǊƪƭŅǊŜƴΣ Řŀǎǎ ǿƛǊ Řƛe 

Daten verwalten.  In der englischen Fassung der Vorschläge heißt es dementsprechend, Facebook "is the 

data controller responsible for your personal information". Die Übersetzung "Dateninhaber" ist etwas 

unglücklich, "Datenverwalter" wäre treffender. Denn, um es ganz klar zu sagen: die Daten gehören 

selbstverständlich den Nutzern. 

 

ENGLISH Translation:  

Stern TV: ¢ƘŜ CŀŎŜōƻƻƪ ŎǊƛǘƛǉǳŜǎ αŜǳǊƻǇŜ Ǿǎ ŦŀŎŜōƻƻƪέ ŀǊŜ ŀŎŎǳǎƛƴƎ CŀŎŜōƻƻƪ ǘƻ ƳŀƪŜ ǘƘŜƳǎŜƭǾŜǎ ǘƘŜ 

αŎƻƴǘǊƻƭƭŜǊά ƻŦ ŀƭƭ Řŀǘŀ ƛƴ ǘƘŜ ƴŜǿ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅ ŀƴŘ ǘhereby disappropriating users. What do you say? 

Ardelt: This is a misunderstanding. ²Ŝ ŀǊŜ ǳǎƛƴƎ ǘƘŜ 9ƴƎƭƛǎƘ ǘŜǊƳ άŎƻƴǘǊƻƭέ ǘƻ ŜȄǇƭŀƛƴ ǘƘŀǘ ǿŜ ŀǊŜ ƘƻƭŘƛƴƎ 

the data. The English version of the proposal is therefore saying that Facebook "is the data controller 

ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ȅƻǳǊ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴϦΦ ¢ƘŜ ǘǊŀƴǎƭŀǘƛƻƴ ά5ŀǘŜƴƛƴƘŀōŜǊέ ώDŜǊƳŀƴ ŦƻǊ άŘŀǘŀ ƪŜŜǇŜǊέϐ ƛǎ ŀ 

ōƛǘ ǳƴŦƻǊǘǳƴŀǘŜ ά5ŀǘŜƴǾŜǊǿŀƭǘŜǊέ ώDŜǊƳŀƴ ŦƻǊ άŘŀǘŀ ŀŘƳƛƴƛǎǘǊŀǘƻǊέϐ ǿƻǳƭŘ ōŜ ƳƻǊŜ ŀŎŎǳǊŀǘŜ. Because to 

be very clear: all the data of course belongs to the users. 

 

Lƴ ŀ ǾƛŘŜƻ ŎƘŀǘ ǘƘŀǘ άCŀŎŜōƻƻƪ LƴŎΦέ ǇǳōƭƛǎƘŜŘ ǿƘŜƴ ǘƘŜ ƴŜǿ ǇƻƭƛŎȅ ǿŀǎ ǇǊŜǎŜƴǘŜŘΣ aǊǎΦ Erin Egan (the 

ά/ƘƛŜŦ tǊƛǾŀŎȅ hŦŦƛŎŜǊ-tƻƭƛŎȅέ ƻŦ CŀŎŜōƻƻƪ LƴŎΦύ Ƙŀǎ ƳŀŘŜ ŀ ǎǘŀǘŜƳŜƴǘ ǘƘŀǘ ŎƭŜŀǊƭȅ ǎǘǊŜǎǎŜŘ ǘƘŀǘ ƻƴƭȅ ǘƘŜ 

user has the power over the individual page: 

 

ά!ƎŀƛƴΥ !ƴƻǘƘŜǊ ǿŀȅ ǿŜ ǿŀƴǘŜŘ ǘƻ ōŜ ǊŜŀƭƭȅ ŎƭŜŀǊ ǿƛǘƘ ǳǎŜǊǎ ƛǎΦΦ .ŀǎƛŎŀƭƭȅ L ŎƻƴǘǊƻƭ Ƴȅ ǎǇŀŎŜΦ {ƻ L 

control my timeline. I control the audience for things on my timeline... You control the audience 

ŦƻǊ ǘƘƛƴƎǎ ƻƴ ȅƻǳǊ ǘƛƳŜƭƛƴŜΦΦΦέ ό[ƛǾŜǎǘǊŜŀƳ at 11:30, See Copy on YouTube) 

 

Given these public statements (which are just some of hundreds) it is clear that FB-I has publicly and 

repeatedly stressed, that the users own, control and are responsible for their page. 

 

http://www.youtube.com/watch?v=aFwxme1txJ8


 

 

 

21 

 

 

Recently FB-I has repeated this claim in a posting (see left). FB-I 

clearly claims that άΦΦΦŀƴȅƻƴŜ ǿƘƻ ǳǎŜǎ CŀŎŜōƻƻƪ ƻǿƴǎ ŀƴŘ controls 

the content and information they post, as stated in out terms. They 

control how that content and information is shared. This is our policy 

ŀƴŘ ƛǘ ŀƭǿŀȅǎ Ƙŀǎ ōŜŜƴΦέ 
 

In this statement FB-I says in no way that it has any rights to the data 

or is the sole controller in this statement. 
 

 

3. Responsibilities for illegal Behavior 

The power and control over a situation always go hand in hand with the responsibilities for any illegal 

activity or liability. It is an undisputed general principle that duties and rights are generally not to be 

separated. There is no reason why this should be any different in relation to social networks. 
 

As a wonderful example I want to mention the case of a young Irish student, which has discovered that 

he had been wrongly identified as someone who had taken a taxi without paying. The CCTV video that 

was said to show him was spreading all over facebook.com and other internet services.  

According to news reports FB-I has in essence claimed that it cannot be made responsible for whatever 

its users post on their pages, since they are unable to control and censor every posting. FB-I only 

ŀŎƪƴƻǿƭŜŘƎŜŘ ǘƘŀǘ ƛǘ ǿƻǳƭŘ ǘŀƪŜ Řƻǿƴ ƛƭƭŜƎŀƭ ǇƻǎǘƛƴƎǎΣ ǿƘƛŎƘ Ŧŀƭƭǎ ǳƴŘŜǊ ƛǘǎ ƻōƭƛƎŀǘƛƻƴǎ ŀǎ άƘƻǎǘέΦ Lƴ 

essence FB-I has exactly argued the same way as we did in the initial complaints and above.  
 

9ǉǳŀƭƭȅ wƛŎƘŀǊŘ !ƭƭŜƴ Ƙŀǎ ŀǊƎǳŜŘ ƛƴ ŀ άǿƛǘƴŜǎǎ ǎǘŀǘŜƳŜƴǘέ ōŜŦƻǊŜ ¦Y ŀǳǘƘƻǊƛǘƛŜǎ ǘƘŀǘ ƴƻǘ C.-I but the 

users are responsible for what their users post and do on the platform. FB-I can only take down things 

and police certain things that were reported to it, or that trigged the systems. Here are some excerpts: 
 

άCŀŎŜōƻƻƪ ƻǇŜǊŀǘŜǎ ōƻǘƘ ŀǎ ŀ ǎŜǊǾƛŎŜ ǘƘŀǘ ƛǎ ŘŜƭƛǾŜǊŜŘ ŘƛǊŜŎǘƭȅ ǘƻ ǳǎŜǊǎ ŀƴŘ ŀǎ ŀ ǇƭŀǘŦƻǊƳ ƻƴ ǿƘƛŎƘ ƻǘƘŜǊǎ 

can build their own services. The service is made up of core site features and applications. Fundamental 

features to the experience on Facebook are ŀ ǇŜǊǎƻƴΩǎ IƻƳŜ ǇŀƎŜ ŀƴŘ ¢ƛƳŜƭƛƴŜ όŦƻǊƳŜǊƭȅΣ tǊƻŦƛƭŜύέ 
 

άLǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘŜ ǘƘŀǘ CŀŎŜōƻƻƪ ŘƻŜǎ ƴƻǘ ƛǘǎŜƭŦ ǇǊƻŘǳŎŜ ǘƘŜ ŎƻƴǘŜƴǘ ǘƘŀǘ ƛǎ ǎƘŀǊŜŘ Ǿƛŀ ƛǘǎ ǎŜǊǾƛŎŜΦέ 
 

ά¢Ƙƛǎ ƛǎ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ƻǳǊ ǾƛŜǿ ǘƘŀǘ ǇŜƻǇƭŜ ƻǿƴ ǘƘŜ ŎƻƴǘŜƴǘ ǘƘŜȅ Ǉƻǎǘ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ Ƙŀve a 

ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ƳŀƪƛƴƎ ƧǳŘƎƳŜƴǘǎ ŀōƻǳǘ Ƙƻǿ ǘƘŀǘ ŎƻƴǘŜƴǘ ƛǎ ǎƘŀǊŜŘ ƻƴ ǘƘŜ ǎŜǊǾƛŎŜΦέ 
 

ά¦ǎŜǊǎ ƻŦ ǘƘŜ ǇƭŀǘŦƻǊƳ ƘŀǾŜ ǘƘŜƛǊ ƻǿƴ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ǘƘŜ ƭŜƎŀƭƛǘȅ ƻŦ ŀƴȅǘƘƛƴƎ ǘƘŜȅ ǇƻǎǘΦέ 
 

(Original: levesoninquiry.org.uk/wp-content/uploads/2012/01/Witness-Statement-of-Richard-Allan.pdf) 

 

Summary 

In essence there is no doubt that not FB-LΣ ōǳǘ ǘƘŜ ǳǎŜǊǎ ŎƻƴǘǊƻƭ ǘƘŜ άŦƛǊǎǘ ǊŜŀƭƳέΦ CƻǊ ǘƘƛǎ άfirst ǊŜŀƭƳέ 

FB-I is only a host/processor. At the same time FB-I is the sole controller for everything that fits under 

ǘƘŜ άǎŜŎƻƴŘ ǊŜŀƭƳέΦ ¢ƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ŀƭƭ ŦǳǊǘƘŜǊ ǇǊƻōƭŜƳǎ ƛǎ ōŀǎŜŘ ƻƴ ǘƘƛǎ ǳƴŘŜǊǎǘŀƴŘƛƴƎΦ 
 

Č We hereby ask the ODPC to send us any arguments, files or submissions that indicate other facts. 

Č We have no reason to believe that our analysis in the initial complaint is false. 

http://www.levesoninquiry.org.uk/wp-content/uploads/2012/01/Witness-Statement-of-Richard-Allan.pdf
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C. Household Exemption 
 

In a final remark we also mention that the report has departed from WP163 when it comes to the rights 

ŀƴŘ ŘǳǘƛŜǎ ƻŦ ǘƘŜ ǳǎŜǊǎΦ ²Ŝ Ƴƛǎǎ ŀ ǎƻƭƛŘ ŀƴŀƭȅǎƛǎ ŀƴŘ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ǳǎŜǊǎΩ ǊƻƭŜΦ ¢ƘŜ report says 

that users are not controllers, but fall at the same time ǳƴŘŜǊ ǘƘŜ άƘƻǳǎŜƘƻƭŘ ŜȄŜƳǇǘƛƻƴέΦ ¢Ƙƛǎ ƛǎ ƴƻǘ 

stringent, since only controllers can fall under the law and can subsequently claim a household 

exemption. 
 

ά¦ƴŘŜǊ LǊƛǎƘ ƭŀǿ ǿƘŜǊŜ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǎ CŀŎŜōƻƻƪ ŦƻǊ ǇǳǊŜƭȅ ǎƻŎƛŀƭ ŀƴŘ ǇŜǊǎƻƴŀƭ ǇǳǊǇƻǎŜǎ ǘƻ ƛƴǘŜǊŀŎǘ ǿƛǘƘ 

friends etc. they are considered to be doing so in a private capacity with no consequent individual data 

controller responsibility. This so-called domestic exemption means for instance that there are no fair processing 

ƻōƭƛƎŀǘƛƻƴǎ ΦΦΦ ŦƻǊ ŀƴ ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊ ǿƘŜƴ ǇƻǎǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ƻǘƘŜǊ ƛƴŘƛǾƛŘǳŀƭǎΦΦΦέ όCǊƛǎǘ wŜǇƻǊǘΣ tŀƎŜнпύ 
 

We do not believe that a private user that posts personal data of other data subjects is exempt from the 

law unless it processing data in a small circle of only friends. A standard profile on facebook.com is 

άǇǳōƭƛŎέ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ƴƻ ŘƛŦŦŜǊŜƴǘ ǘƘŀƴ ŀ ƴƻǊƳŀƭ ǿŜōǇŀƎe. There is no reason why such a public profile 

ǎƘƻǳƭŘ ōŜ ǘǊŜŀǘŜŘ ŀƴȅ ŘƛŦŦŜǊŜƴǘ ǘƘŀƴ ŀ ƴƻǊƳŀƭ ǿŜōǇŀƎŜ όǎŜŜ ŀƎŀƛƴ ǘƘŜ 9/WΩǎ Lindqvist ruling). This is also 

in line with findings of the Danish DPC and the Article 29 Working party: 
 

ά²ƘŜƴ ŀŎŎŜǎǎ ǘƻ ǇǊƻŦƛƭŜ ƛƴformation extends beyond self-selected contacts, such as when access to a profile is 

provided to all members within the SNS or the data is indexable by search engines, access goes beyond the 

personal or household sphere. Equally, if a user takes an informed decision to extend access beyond self-

ǎŜƭŜŎǘŜŘ ΨŦǊƛŜƴŘǎΩ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ŎƻƳŜ ƛƴǘƻ ŦƻǊŎŜΦέ ό²tмсоΣ tŀƎŜ сύ 
 

Č We have no doubts about our initial analysis and ask the ODPC to deliver a solid assessment. 
 

 

3. General Remark: Technical Report 
 

Both reports are accompanied by technical sections. These reports are generally in line with our findings 

and seemed to have produced reasonable outcomes, which is why we see our claims generally 

supported by these reports. At the same time there are certain sections that seem to be only based on 

FB-LΩǎ ŎƭŀƛƳǎ ƻǊ ŀǊŜ ƛƳǇƻǎǎƛōƭŜ ǘƻ ǾŜǊƛŦȅ ƛƴŘŜǇŜƴŘŜƴǘƭȅΦ ²ƘƛƭŜ ǿŜ ǊŜǎǇŜŎǘ ǘƘŜ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ ƻŦ ŎŜǊǘŀƛƴ 

trade secrets of FB-I or security relevant information, we cannot base our proceeding on such findings.  
 

Č We hereby ask the ODPC to disclose the evidence, arguments and files that the technical report is 

based on in so far as they relate to our initial complaints.  

Č We understand that it might not be possible to disclose certain information, that is e.g. covered by 

trade secrets or information that would allow circumventing FB-LΩǎ ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳǎΦ 
 

In addition we want to mention that we were unable to find out more about the company doing the 

ǎŜŎƻƴŘŀǊȅ ŀƴŀƭȅǎƛǎ όάC¢w {ƻƭǳǘƛƻƴǎέύΣ ƻǘƘŜǊ ǘƘŀƴ ǘƘŜ ŦŀŎǘ ǘƘŀǘ 5ŀǾŜ hΩwŜilly, who seems to be working for 

άC¢w {ƻƭǳǘƛƻƴǎέΣ Ƙŀǎ ŀƭǊŜŀŘȅ ŎƻƴŘǳŎǘŜŘ ǘƘŜ ŦƛǊǎǘ ŀƴŀƭȅǎƛǎΦ ¢ƘŜ ǿŜōǇŀƎŜ ƻŦ άC¢{ {ƻƭǳǘƛƻƴǎέ ŘƻŜǎ ƴƻǘ ƘŀǾŜ 

ŀ ƭŜƎŀƭ ƴƻǘƛŎŜΦ ¢ƘŜ ¦w[ ƛǎ ǊŜƎƛǎǘŜǊŜŘ ōȅ ά5ƻƳŀƛƴ 5ƛǎŎǊŜŜǘ tǊƛǾŀŎȅ {ŜǊǾƛŎŜέ ƛƴ WŀŎƪǎƻƴǾƛƭƭŜΣ CƭƻǊƛŘŀΣ ¦{!Φ 

Only a look at the Irish companies register returned an address of a residential house in Blessington, 

Ireland.  
 

Č ²Ŝ ƘŜǊŜōȅ ŀǎƪ ǘƘŜ h5t/ ǘƻ ƎƛǾŜ ǳǎ ŀ ǊƻǳƎƘ ƛŘŜŀ ŀōƻǳǘ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ƻŦ άC¢w {ƻƭǳǘƛƻƴǎέΦ 
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4. Complaint 01: άtƻƪŜǎέ 
 

The December Report quotes the complaint and brings forward FB-LΩǎ ŀǊƎǳƳŜƴǘ ǘƘŀǘ ǘƘŜ ǊŜǘŜƴǘƛƻƴ ƻŦ 

ƳƻǊŜ ǘƘŀƴ ǘǿƻ ȅŜŀǊ ƻƭŘ ǇƻƪŜǎ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ǇǊŜǾŜƴǘ άŎȅōŜǊ ōǳƭƭȅƛƴƎέΦ Lƴ ƻǳǊ ƳŜŜǘƛƴƎ ǿƛǘƘ C.-I in 

±ƛŜƴƴŀ ƛǘ ǿŀǎ ŀŘŘŜŘ ǘƘŀǘ ǘƘŜȅ ƘŀǾŜ ǘƻ ōŜ ƪŜǇǘ ŦƻǊ άŀƭƭ ǎƻǊǘǎ ƻŦ ǊŜŀǎƻƴǎέΣ ōǳǘ C.-I was unable to tell us the 

exact purposes for which they are processed. In a follow-up letter by Richard Allen (FB-I) he also added 

that FB-I is using the deleted information άŦƻǊ ƻǘƘŜǊ ǇǳǊǇƻǎŜǎ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ōǊƛƴƎƛƴƎ ǘƘŜ ΦΦΦ ǎŜǊǾƛŎŜ ǘƻ 

ǘƘŜ ǳǎŜǊǎέ. The letter refers to the clause of FB-LΩǎ ǇƻƭƛŎȅ ǘƘŀǘ ŀƭƭƻǿǎ ŦƻǊ ŀƴȅ ƪƛƴŘ ƻŦ ǇǊƻŎŜǎǎƛƴƎΥ 
 

ά²Ŝ ǳǎŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ǊŜŎŜƛǾŜ ŀōƻǳǘ ȅƻǳ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎ ǿŜ ǇǊƻǾƛŘŜ ǘƻ 

you and other users, like your friends, our partners, the advertisers that purchase ads on the site, and the 

ŘŜǾŜƭƻǇŜǊǎ ǘƘŀǘ ōǳƛƭŘ ǘƘŜ ƎŀƳŜǎΣ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŀƴŘ ǿŜōǎƛǘŜǎ ȅƻǳ ǳǎŜΦέ 
 

We were unable to find any solid consequence as to how FB-I changed its system concerning old pokes in 

the September 2012 report. In our direct talks we were not informed about how FB-I has changed or was 

ƛƴǘŜƴŘƛƴƎ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ άtƻƪŜǎέΦ  

 

Neither the DPA, nor Directive 95/46/EG allow mass storage of data without the consent of the data 

subject and for the mere possibility to prevent the rights of a user in a rather hypothetical situation 

όάŎȅōŜǊ ōǳƭƭȅƛƴƎ Ǿƛŀ ǇƻƪŜǎέύΦ  

While it is true that cyber bullying happens on facebook.com, like anywhere else on the internet, there 

ŀǊŜ ƻǘƘŜǊ ǎƻƭǳǘƛƻƴǎ όŜΦƎΦ ōȅ άōƭƻŎƪƛƴƎέ ǘƘŜ ǳǎŜǊύ ǘƘŀƴ ƪŜŜǇƛƴƎ ŜǾŜǊȅ ƭƛǘǘƭŜ ōƛǘ of information about every 

user. Otherwise most of the data protection legislation would be redundant, since all information could 

be possibly used for some hypothetical legal case.  

In addition we want to mention, that the recipient (so the hypothetical vƛŎǘƛƳ ƻŦ άǇƻƪŜ ōǳƭƭȅƛƴƎέ 

situation) in this situation has deleted these pokes. If the victim e.g. wants to press charges because of 

άǇƻƪŜ ƘŀǊŀǎǎƳŜƴǘέ ƘŜκǎƘŜ Ŏŀƴ ǎƛƳǇƭȅ ƴƻǘ ŘŜƭŜǘŜ ǘƘŜ ǇƻƪŜǎΦ  

 

Č The only substantial counterclaim of FB-I why pokes are kept for an indefinite time  

όάǇƻƪŜ ƘŀǊŀǎǎƳŜƴǘέύ ƛǎ ǎǳǊŜƭȅ ŎǊŜŀǘƛǾŜΣ ōǳǘ ƭŜƎŀƭƭȅ ŀōǎǳǊŘΦ 

 

The fact that FB-I has stored information, without a legitimate purpose and without a justification, 

without proper information and for an indefinite time constitutes a clear breach of the provisions of the 

Irish DPA and the Directive 95/46/EG as described in our Complaint 01 from August 18th 2011. 

 

Č ²Ŝ ŀǎƪ ǘƘŜ h5t/ ǘƻ ƛƴǾŜǎǘƛƎŀǘŜ Ƙƻǿ άtƻƪŜǎέ ŀǊŜ ǘǊŜŀǘŜŘ ōȅ C.-I after the complaint was launched 

and disclose all information that FB-I has delivered on this issue. 

Č We ask the ODPC to ensure that this illegal processing of data is not conducted further and all old 

άǇƻƪŜέ Řŀǘŀ ƛǎ ŘŜƭŜǘŜŘΦ 

Č If no other arguments, evidence or files are before the ODPC, we are now reassured that FB-I has 

been in breach of the law and that our complaint was therefore fully justified. 

Č To show that a breach of the Irish law is not without consequences, to prevent other companies in 

Ireland and the EU to breach the law as well and to show that international companies are not 

above the law we hope that the DPC will impose a substantial penalty. 
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5. Complaint 02: ά{ƘŀŘƻǿ tǊƻŦƛƭŜǎέ 
 

After researching the findings in both reports and the technical analysis, we came to the conclusion, that 

despite FB-LΩǎ ŎƭŀƛƳ ƴƻǘ ǘƻ ƘƻƭŘ άǎƘŀŘƻǿ ǇǊƻŦƛƭŜǎέΣ ǘƘŜǊŜ ŀǊŜ ŦŀǊ ǊŜŀŎƘƛƴƎ Řŀǘŀ ǎŜǘǎ ŀōƻǳǘ ǳǎŜǊǎ ŀƴŘ ƴƻƴ-

ǳǎŜǊǎ ǘƘŀǘ ŀǊŜ ƛƴǾƛǎƛōƭŜ ǘƻ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘ όǿƘƛŎƘ ǿŜ ƘŀǾŜ ŎŀƭƭŜŘ άǎƘŀŘƻǿ ǇǊƻŦƛƭŜǎέύΦ ¢Ƙƛǎ Ŏŀƴ ŀƭǎƻ ōŜ 

ǎŜŜƴ ƻƴ ŀ Řŀƛƭȅ ōŀǎƛǎ ǿƘŜƴ ƛƴǾƛǎƛōƭŜ Řŀǘŀ ƛǎ άǎǳǊŦŀŎƛƴƎέ ŜΦƎΦ ŀǎ άŦǊƛŜƴŘ ǎǳƎƎŜǎǘƛƻƴǎέ ƻǊ ǿƘŜƴ ǘƘƛƴƎǎ ǘƘŀǘ 

ŀǊŜ ƻƴƭȅ ǊŜƭŀǘŜŘ ƛƴ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ŀǊŜ ŜΦƎΦ άƎǊƻǳǇŜŘέ ƻƴ ŦŀŎŜōƻƻƪΦŎƻƳΦ ¢Ƙƛǎ άǎƘŀŘƻǿ Řŀǘŀέ ŜƴŀōƭŜǎ C.-I 

to know much more about users than what they deliberately shared or exchanged via facebook.com. 

When submitting the initial complaint we were unable to further specify the issue, but we are now able 

to do so:  

 

!ǎ ŀƴ ŜȄŀƳǇƭŜ ǿŜ ǿŀƴǘ ǘƻ ǎǳōƳƛǘ ǘƘŜ ƎǊŀǇƘƛŎ ōŜƭƻǿΦ Lǘ ŎƻƳōƛƴŜǎ aŀȄ {ŎƘǊŜƳǎΩ ŦǊƛŜƴŘ ƭƛǎǘ ǿƛǘƘ ǘƘŜ ŦǊƛŜƴŘ 

ƭƛǎǘǎΩ ƻŦ Ƙƛǎ ŦǊƛŜƴŘǎΦ ¢ƘŜ ǊŜǎǳƭǘ ƛǎ ŀ άǿŜōέ ǘƘŀǘ ǎƘƻǿǎ ŎŜǊǘŀƛƴ Ǝroups of friends. This (simple) graphic in 

connection with basic information about the friends allows e.g. to determine that he was serving his 

community service as an ET at the Red Cross instead of serving at the military (1), was a member of an 

NGO (2), stayed in a Muslim country for a longer time (3) or went to certain Universities and Schools (4). 

Other information (e.g. health, sexual orientation or political views) can be determined in the same way. 

 

 
Relationship between different users, ōŀǎŜŘ ƻƴƭȅ ƻƴ м ǎǳōƳƛǘǘŜŘ ŀƴŘ ŀōƻǳǘ мрл ƻǘƘŜǊ ΨǎŎǊŀǇŜŘΩ ŦǊƛŜƴŘ ƭƛǎǘǎΦ  

 

¢Ƙƛǎ ƛǎ ŀ ǾŜǊȅ ōŀǎƛŎ ƎǊŀǇƘƛŎΣ ƻƴƭȅ ǳǎƛƴƎ ŦǊƛŜƴŘ ƭƛǎǘǎΦ Lƴ ǊŜŀƭƛǘȅ ǘƘŜǊŜ ŀǊŜ ŀŘŘƛǘƛƻƴŀƭ άƘƛŘŘŜƴέ ŎƻƴƴŜŎǘƛƻƴǎ ǘƻ 

many more users (e.g. by searches, imports, address books, click data) and every dot is not only a name, 

1 

4 

4 

2 

3 

4 
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but again a whole Facebook profile. In addition to these profiles and connections, hidden click data, 

advertisement information or data from social plugins can be added to every dot. 

¢ƘŜ ǊŜǎǳƭǘ ƛǎ ǿƘŀǘ ƛǎ ƪƴƻǿƴ ŀǎ άōƛƎ ŘŀǘŀέΥ !ŦǘŜǊ ǇǊƛŎŜǎ ŦƻǊ ǇǊƻŎŜǎǎƛƴƎ ŀƴŘ Řŀǘŀ ǎǘƻǊŀƎŜ ŘǊƻǇǇŜŘΣ 

ŎƻƳǇŀƴƛŜǎ ƘŀǾŜ ŘŜǇŀǊǘŜŘ ŦǊƻƳ ŀ ǇǳǊǇƻǎŜ ōŀǎŜŘ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ŘŀǘŀΣ ōǳǘ ŀǊŜ ƛƴǎǘŜŀŘ ŘŜǇƭƻȅƛƴƎ άǿŜōέ 

systems that are able to connect seemingly unrelated data of millions of users with each other 

όάŎƻǊǊŜƭŀǘƛƻƴǎέύΦ CƻǊ ŘƻƛƴƎ ǎƻ ǘƘŜ άǾƛǎƛōƭŜέ Řŀǘŀ ƛǎ ŎƻƴƴŜŎǘŜŘ ǿƛǘƘ άƛƴǾƛǎƛōƭŜέ Řŀǘŀ ǘƘŀǘ ƳƛƎƘǘ ǎŜǊǾŜ 

another purpose (e.g. protocols, IPs, friend finder data, administrative data, data of others). This allows 

for profiling on people that have never really shared anything on facebook.com, or are not even a 

ƳŜƳōŜǊ ƻŦ ǘƘŜ ǇƭŀǘŦƻǊƳΦ ¢Ƙƛǎ ǇǊŀŎǘƛŎŜ ǎŜŜƳǎ ǘƻ ōŜ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ƻŦ ǿƘŀǘ ǿŜ ŎŀƭƭŜŘ άǎƘŀŘƻǿ ǇǊƻŦƛƭŜǎέ 

in the initial complaint. In essence, data that the user did not knowingly share or is not visible is 

processed in a way that a profile can be derived that is much bigger than what is visible for the user. 

 

In the section on advertisement in the report from December 2011, FB-I only seems to mention the most 

basic possibilities to target ads. There is no word on more sophisticated functions as described above, 

ŜǾŜƴ ǘƘƻǳƎƘ ǎǳŎƘ ǘŜŎƘƴƛǉǳŜǎ ŀǊŜ άǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘέ ŀƴŘ ŀǊŜ ƪƴƻǿƛƴƎƭȅ ŘŜǇƭƻȅŜŘ ōȅ Ƴƻǎǘ ƛƴǘŜǊƴŜǘ ƎƛŀƴǘǎΦ 

It seems like FB-I has only disclosed the types of data processing that are very obvious and reasonable. 

When considering the exact wording of such statements, it become clear that they are all written in a 

way which also allows for other processing:  

 

άCƻǊ ŜȄŀƳǇƭŜΣ C.-L ǎǘŀǘŜŘ ǘƘŀǘ ƛŦ ŀ ǳǎŜǊ ƳŜƴǘƛƻƴŜŘ ŀ ŎŀǊ ƛƴ ŀ ǎǘŀǘǳǎ ǳǇŘŀǘŜ ŀƴŘ ŀƭǎƻ άƭƛƪŜŘέ ǎƻƳŜǘƘƛƴƎ 

related to cars, FB-L ƳƛƎƘǘ ǘŀǊƎŜǘ ŀŘǎ ǘƻ ǘƘŜ ǳǎŜǊ ŀǘ ŀ ǇƻǘŜƴǘƛŀƭ ŎŀǊ ōǳȅŜǊΦέ όwŜǇƻǊǘΣ tŀƎŜ прύ 

 

This does not say, that FB-I does not use other, less obvious, information to target ads, promote their 

ǎŜǊǾƛŎŜ ƻǊ ǎǳƎƎŜǎǘ άŦǊƛŜƴŘǎέΦ 

 

The audit and the technical report cover so far only the small fraction of this form of processing that was 

deployed by FB-L ǘƻ άŦǊƛŜƴŘ ǎǳƎƎŜǎǘƛƻƴέΣ ōǳǘ ŘƛŘ ƴƻǘ ŜƭŀōƻǊŀǘŜ ǘƘŜ ƻǾŜǊŀƭƭ ǇǊƻōƭŜƳ ƻŦ άǎƘŀŘƻǿ ǇǊƻŦƛƭŜǎέ 

and data processing by FB-I that is not solely based on the information that users have deliberately 

ǎƘŀǊŜŘ ƻƴ ŦŀŎŜōƻƻƪΦŎƻƳΦ hǳǊ /ƻƳǇƭŀƛƴǘ лн ŎƭŜŀǊƭȅ ƴŀƳŜǎ ǘƘŜ άŦǊƛŜƴŘ ǎǳƎƎŜǎǘǎέ ŀǎ ƻƴƭȅ ƻƴŜ ƻŦ Ƴŀƴȅ 

possible results of these extensive profiles. 

 

Č We cannot elaborate further, because of the lack of evidence, arguments and files in relation to 

this complaint. 

Č Therefore, we ask the ODPC to investigate if and how such processing of data takes place and 

disclose all information that FB-I has delivered on this issue and investigate further to determine if 

the complaint is justified or not and get back to us with the results. 

Č Currently we have no reason to believe that our initial complaint is not justified, given the doubts 

above. 
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6. /ƻƳǇƭŀƛƴǘ ло ά¢ŀƎƎƛƴƎέ 
 

We welcome that FB-L Ƙŀǎ ƛƴǘǊƻŘǳŎŜŘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ǇǊŜŀǇǇǊƻǾŜ άǘŀƎǎέ ōŜŦƻǊŜ ǘƘŜȅ ŀǊe publically shown. 

At the same time this is just a first step in the right direction, since users have to actively opt-out from 

automatic publication of tags that other users can place at any time. It takes many steps to deactivate 

the automatic tagging mechanism (8 clicks). Compared to the other options in the relevant pop-up FB-I 

requires users to go down one more level into the menu, by having a second pop-up that is only 

accessible through a text link, instead of a button (like the rest of the option). The wording is also 

ŎƻƴŦǳǎƛƴƎΣ ǎƛƴŎŜ ǳǎŜǊǎ ƘŀǾŜ ǘƻ ŎƘƻƻǎŜ άŜƴŀōƭŜŘέ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ ŀǳǘƻƳŀǘƛŎ ǇǳōƭƛŎŀǘƛƻƴ ƻŦ ǘŀƎǎΦ 

 

     
Screenshots: Disabling automatic publication of Tags 

 

 

 

 

This change to the previous system only changes the initial visibility of tags (in pictures or postings). It 

does not ,however, allow disabling tagging itself. It does also not change the removal of tags. FB-I still 

ƪŜŜǇǎ ŀƭƭ άǊŜƳƻǾŜŘέ ǘŀƎǎΦ  

 

Č The new system allows to prevent automatic publication of tags (a step in the right direction). 

Č ¢ƘŜ ǎȅǎǘŜƳ ƛǎ ƛƴ ŦŀŎǘ ŀƴ άƻǇǘ-ƻǳǘέ ŦǊƻƳ ŀǳǘƻƳŀǘƛŎ ǇǳōƭƛŎŀǘƛƻƴ ŀƴŘ ƛǎ ǿŜƭƭ ƘƛŘŘŜƴΦ 

Č There is no change in relation to the removal of tags and the fact that FB-I keeps even the 

άǊŜƳƻǾŜŘέ ǘŀƎǎΦ 
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The ODPC has changed its position from the first report towards the review: While in the first report it 

has claimed that there must be a possibility to fully turn off tags, it has changed its position without any 

material argument that was any new: 
 

ά¢ŀƪƛƴƎ ŀŎŎƻǳƴǘ ƻŦ ǘƘŜ ǾŀǊƛƻǳǎ ǘƻƻƭǎ ŀǾŀƛƭŀōƭŜ ǘƻ ǳǎŜǊs to manage Tags and to delete them if they so wish 

ǿŜ ŀǊŜ ƴƻǘ ǊŜǉǳƛǊƛƴƎ ŀƴ ŀōƛƭƛǘȅ ǘƻ ǇǊŜǾŜƴǘ ¢ŀƎƎƛƴƎ ŀǘ ǘƘƛǎ ǘƛƳŜΦέ όwŜǾƛŜǿΣ ǇŀƎŜ пуύ 
 

Only some numbers from the United States (!) that indicate that only some people remove tags seemed 

to be new evidence. We cannot understand why the ODPC has changes its position. 
 

Č We hereby ask the ODPC to explain this change of position. 

Č If any arguments, files or evidence was not disclosed in relation to this change we hereby ask the 

ODPC to deliver such documents. 
 

 

The reports are not covering all the issues of you initial complaints, especially the question how there 

could possibly be an informed and specific consent by the data subject to the postings, if the data subject 

does not even know which kind of picture or posting he/she got connected to, was not covered. 

¢ƘŜ ƭŀǿ ŘƻŜǎ ƴƻǘ ŀƭƭƻǿ ǘƻ ǇǊƻŎŜǎǎ Řŀǘŀ ōŀǎŜŘ ƻƴ άŎƻƴǎŜƴǘέΣ ōǳǘ ǿƛǘƘƻǳǘ ŀƴȅ ŀŦŦƛǊƳŀǘƛǾŜ ŀŎǘƛƻƴ ōȅ ǘƘŜ 

Řŀǘŀ ǎǳōƧŜŎǘΣ Ƨǳǎǘ ōŜŎŀǳǎŜ ǇŜƻǇƭŜ Ƴŀȅ ǎŀȅ άƴƻέ ƭŀǘŜǊΦ ¢ƘŜ ǊŜǇƻǊǘ ƛǎ ŀƭǎƻ ƳƛǎǎƛƴƎ ŀƴƻǘƘŜǊ ǇƻƛƴǘΥ ¢ƘŜ ƭŀǿ 

apǇƭƛŜǎ ǘƻ άǾƛǎƛōƭŜέ ŀƴŘ ōǳǘ ŀƭǎƻ άƛƴǾƛǎƛōƭŜέ ŘŀǘŀΦ 9ǾŜƴ ǿƘŜƴ ǇŜƻǇƭŜ remove the tags,  FB-I still keeps the 

ƛƴŦƻǊƳŀǘƛƻƴΦ Lǘ ƛǎ Ƨǳǎǘ ƴƻǘ ǾƛǎƛōƭŜ ŀƴȅƳƻǊŜΣ ōǳǘ Ŏŀƴ ǎǘƛƭƭ ōŜ ǳǎŜŘ ǘƻ ǘǊŀŎƪ ǳǎŜǊǎ ƻǊ ǎŜǊǾŜ άǊŜƭŜǾŀƴǘ ŀŘǎέΦ 

Even just the fact that the information is ƪŜǇǘ ŎƻƴǎǘƛǘǳǘŜǎ άǇǊƻŎŜǎǎƛƴƎέ ƻŦ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ 
 

Č ¢ƘŜǊŜ ƛǎ ƴƻ ŀŦŦƛǊƳŀǘƛǾŜ ŀŎǘƛƻƴ ǘƘŀǘ Ŏŀƴ Ǉƻǎǎƛōƭȅ ŎƻƴǎǘƛǘǳǘŜ άǎǇŜŎƛŦƛŎέ ŀƴŘ άƛƴŦƻǊƳŜŘέ ŎƻƴǎŜƴǘΦ 

Č ¢ƘŜ Řŀǘŀ ƛǎ ǇǊƻŎŜǎǎŜŘ ŜǾŜƴ ŀŦǘŜǊ ǘƘŜ άǊŜƳƻǾŀƭέΣ ǘƘŜǊŜŦƻǊŜ C.-L ŘƻŜǎ ƴƻǘ ŜǾŜƴ ǇǊƻǾƛŘŜ ŀƴ άƻǇǘ-ƻǳǘέΦ 

Č Also tags thaǘ ƘŀŘ ǘƻ ōŜ άǊŜǾƛŜǿŜŘέ ŀǊŜ ƪŜǇǘ ŀŦǘŜǊ ǘƘŜȅ ŀǊŜ ǊŜƳƻǾŜŘΦ 

Č We hereby ask the ODPC to produce or disclose evidence, files and counterarguments in connection 

with the initial complaint. Currently we see ourselves reassured that the original complaint was 

fully justified. 
 

 

 

Currently there is only one solution which we would understand to be fully compliant with the law. This 

ǎƻƭǳǘƛƻƴ ƛǎ ōȅ ǘƘŜ ǿŀȅ ǘƘŜ ǎǘŀƴŘŀǊŘ ǇǊƻŎŜŘǳǊŜ ǿƛǘƘ άƛƴǾƛǘŀǘƛƻƴǎέ ƻǊ άŀŘŘƛƴƎέ ǇŜƻǇƭŜ ƛƴ Ƨǳǎǘ ŀōƻǳǘ ŀƭƭ 

other systems we know of and should ōŜ ŘŜǇƭƻȅŜŘ ǿƛǘƘ ǘŀƎǎΣ ƎǊƻǳǇǎΣ ŜǾŜƴǘǎ ŀƴŘ ƻǘƘŜǊ άƻōƧŜŎǘǎέ ǘƘŀǘ 

data subjects get connected to by others: 
 

Step 1:  A third party can establish a link between a data subject and an object.  

 This link stays invisible until there is an action by the data subject. 

Step 2: ¢ƘŜ ǳǎŜǊ ƎŜǘǎ ŀ ƴƻǘƛŎŜ ǘƻ άŀŎŎŜǇǘέ ƻǊ άǊŜƳƻǾŜέ ƛǘΦ 

Step 3: Removed ƭƛƴƪǎ ŀǊŜ ŘŜƭŜǘŜŘΣ ǳǎŜǊǎ Ƴŀȅ ƎŜǘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ άǎǘŀȅ ŘƛǎŎƻƴƴŜŎǘŜŘέ όthe removal is then stored).  

Accepted links are turning into a visible link (e.g. a tag, group membership or RSVP) and may be processed 

further by FB-I (e.g. for serving ads). 
 

Additional systems like limiting the users that can establish links, deleting links if no action by the user is 

ǘŀƪŜƴ ǿƛǘƘƛƴ ŀ ǊŜŀǎƻƴŀōƭŜ ǘƛƳŜΣ ƻǊ άōƭƻŎƪέ ƭƛǎǘǎ ŎƻǳƭŘ ŦǳǊǘƘŜǊ enhance the system. 
 

Č This solution is a standard practice and the only known system that is compliant with the law. 
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7. /ƻƳǇƭŀƛƴǘ лп ά{ȅƴŎƘǊƻƴƛȊƛƴƎέ 
 

The reports and the technical analysis did not uncover anything substantially new. The reports do not 

cover the legal clŀƛƳǎ ƻŦ ǘƘŜ ƛƴƛǘƛŀƭ ŎƻƳǇƭŀƛƴǘΣ ōǳǘ ǊŜŦŜǊ ǘƻ ǘƘŜ ƻǳǘŎƻƳŜǎ ƻŦ ǘƘŜ /ŀƴŀŘƛŀƴ 5t/Ωǎ 

investigation and the investigation by the Hamburg DPC. We took a closer look at these investigations 

and came to the conclusion that the Canadian DPC was in essence referring to the solution by the 

Hamburg DPC: 

 
ά²ƘŜƴ ǘƘŜ ŎƻƳǇƭŀƛƴǘǎ ǿŜǊŜ ŦƛƭŜŘΣ ƛƴǾƛǘŀǘƛƻƴǎ ǇǊƻǾƛŘŜŘ ƭƛǘǘƭŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǇǊƻŎŜǎǎ ŦƻǊ ǇǊƻǾƛŘƛƴƎ ŦǊƛŜƴŘ 

suggestions. They also lacked a clear feature enabling recipients to opt-out of receiving further messages, or of 

having their email address used to generate friend suggestions. 

During the investigation, the company agreed to make a number of changes following discussions with our 

Office along with another international data protection office, which had related concerns. In particular, 

Facebook added a more user-friendly method to opt out of receiving friend suggestions or any further 

messages. As well, it removed friend suggestions from initial invitations and only sent these in subsequent 

ǊŜƳƛƴŘŜǊǎΦέ ό{ƻǳǊŎŜΥ http://www.priv.gc.ca/media/nr-c/2012/bg_120404_e.asp)  

 

The solution by the Hamburg DPC is only making sure that FB-L ǇǊƻǾƛŘŜǎ ŦƻǊ ŀƴ άƻǇǘ-ƻǳǘέ ǎƻ ǘƘŀǘ ǳǎŜǊǎ Řƻ 

not get further e-mails and that FB-I only uses e-Ƴŀƛƭ ŀŘŘǊŜǎǎŜǎ ƻŦ ƛǘǎ ǳǎŜǊǎ ŦƻǊ άƳŀǘŎƘƛƴƎ ŦǊƛŜƴŘǎέ ōǳǘ 

not for other purposes. The initial invitation (see screenshot) is sent by other users of FB-I. If the 

recipients do ƴƻǘ ŎƭƛŎƪ ƻƴ ǘƘŜ ǘƛƴȅ άǳƴǎǳōǎŎǊƛōŜέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ǘƛƴȅ Ǝrey text, FB-I is currently assuming 

ǘƘŀǘ ǘƘŜ ǳǎŜǊǎ ŎƻƴǎŜƴǘ ǘƻ ƎŜǘǘƛƴƎ ŦǳǊǘƘŜǊ άƛƴǾƛǘŀǘƛƻƴǎέ by FB-I (others might call ǘƘŜǎŜ άƛƴǾƛǘŀǘƛƻƴǎέ it 

ǎƛƳǇƭȅ άǎǇŀƳέύΦ   
 

The text and the design of the invitation is controlled by FB-I. FB-I is e.g. using the subjecǘ ά/ƘŜŎƪ ƻǳǘ Ƴȅ 

ǇƘƻǘƻǎ ƻƴ CŀŎŜōƻƻƪέ ŦƻǊ ǘƘƛǎ ƳŜǎǎŀƎŜ ς the test account we were using did not hold a single photo(!). 

¢ƘŜ ǊŜŎƛǇƛŜƴǘ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜ ƛǎ ǘǊƛŎƪŜŘ ƛƴǘƻ ōŜƭƛŜǾƛƴƎ ǘƘŀǘ ǘƘŜ ƛƴǾƛǘŜǊ ǿŀƴǘǎ ǘƻ άǎƘŀǊŜέ ǇƛŎǘǳǊŜǎΣ ƛƴ ŦŀŎǘ 

FB-I composed this message. Only the recipient and a small portion of the message (underlined in green) 

are chosen by the user that is sending the invitation.  
 

 
  Screenshot: Invitation and Opt-Out Link 

http://www.priv.gc.ca/media/nr-c/2012/bg_120404_e.asp
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We therefore question FB-LΩǎ ŎƭŀƛƳ ƴƻǘ ǘƻ ōŜ ǎŜƴŘƛƴƎ ǘƘŜ ƳŜǎǎŀƎŜ ǘƘŜƳǎŜƭǾŜǎ ŀƴd not to be the 

controller. In essence they are deciding about the content (even false content). The inviting user does 

not even see the subject or the content of the message. FB-I is also running the infrastructure and the 

ǎȅǎǘŜƳ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ άōƭƻŎƪέ ƳŜssages. Non-ŎƭƛŎƪƛƴƎ ƻŦ ǘƘŜ άǳƴǎǳōǎŎǊƛōŜέ ōǳǘǘƻƴ ƛǎ ŀƭǎƻ ǎŜŜƴ ōȅ C.-I as 

ŎƻƴǎŜƴǘ ǘƻ ƘŀǾŜ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘǎΩ Řŀǘŀ ōŜ ǇǊƻŎŜǎǎŜŘ ōȅ C.-I, not the individual user. To be able to get 

that in line with the legal framework, FB-L Ƙŀǎ ǘƻ ōŜ ŀǘ ƭŜŀǎǘ άƧƻƛƴǘ ŎƻƴǘǊƻƭƭŜǊέ ŦƻǊ ǎǳŎƘ ƛƴǾƛǘŀǘƛƻƴǎΦ 
 

Č It is not consequent to say that the individual user is responsible for the invitation and, but 

ŎƭŀƛƳƛƴƎ ǘƘŀǘ ƴƻǘ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άǳƴǎǳōǎŎǊƛōŜέ ƭƛƴƪ ƛǎ ŎƻƴǎŜƴǘƛƴƎ ǘƻ ǇǊƻŎŜǎǎƛƴƎ ōȅ C.-I. 

Č FB-I cannot shift the responsibility to the user, yet shift the advantage to itself. 
 

 

Agreement with the Hamburg DPC 
The solution that was reached by the DPC in Hamburg was surely a big step in the right direction. At the 

same time it is not in line with the duty to get an informed, specific and unambiguous consent. If not 

clicking a tiny link, in a tiny gray text, in a message that users have never asked for constitutes informed 

and unambiguous consent, we can totally eliminate the idea of consent based processing. This form of 

consent is the total opposite everything that can be read in any data protection book or in WP187: 
 

ά¢ƘŜ ƴƻǘƛƻƴ ƻŦ ϦƛƴŘƛŎŀǘƛƻƴϦ ƛǎ ǿƛŘŜΣ ōǳǘ ƛǘ ǎŜŜƳǎ ǘƻ ƛƳǇƭȅ ŀ ƴŜŜŘ ŦƻǊ ŀŎǘƛƻƴΦέ ό²tмутΣ tŀƎŜ мнύ 
 

άCƻǊ ŜȄŀƳǇƭŜΣ ŀ Řŀǘŀ ŎƻƴǘǊƻƭƭŜǊ Ƴŀȅ ƘŀǾŜ ƴƻǘ ƘŀǾŜ ǘƘŜ ŎŜǊǘŀƛƴǘȅ ƴŜŜŘŜŘ ǘƻ ŀǎǎǳme consent in the following 

case: let us imagine a situation where upon sending a letter to customers informing them of an envisaged 

transfer of their data unless they object within 2 weeks, only 10% of the customers respond. In this example, it 

is contestable that the 90% that did not respond did indeed agree to the transfer. In such cases the data 

ŎƻƴǘǊƻƭƭŜǊ Ƙŀǎ ƴƻ ŎƭŜŀǊ ƛƴŘƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ƛƴǘŜƴǘƛƻƴ ƻŦ Řŀǘŀ ǎǳōƧŜŎǘǎΦέ ό²tмутΣ tŀƎŜ мнύ 
 

ά¢ƘŜ ŦŀŎǘ ǘƘŀǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ŘƛŘ ƴƻǘ ǳƴŘŜǊǘŀƪŜ ŀƴȅ ǇƻǎƛǘƛǾŜ ŀŎǘƛƻƴ ŘƻŜs not allow to be concluded that he gave 

Ƙƛǎ ŎƻƴǎŜƴǘΦ ¢ƘǳǎΣ ƛǘ ǿƛƭƭ ƴƻǘ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ ǳƴŀƳōƛƎǳƻǳǎ ŎƻƴǎŜƴǘΦέ ό²tмутΣ tŀƎŜ нпύ 
 

ά9ȄŀƳǇƭŜΥ ƛƴǾŀƭƛŘ ŎƻƴǎŜƴǘ ŦƻǊ ŦǳǊǘƘŜǊ ǳǎŜǎ ƻŦ ŎǳǎǘƻƳŜǊ Řŀǘŀ !ƴ ƻƴ-line book retailer sends an email to its loyalty 

program customers informing them that their data will be transferred to an advertising company, which plans 

to use it for marketing  purposes. Users are given two weeks to respond to the email. They are informed that a 

lack of response will be deemed consent to the transfer. This type of mechanism, whereby consent is derived 

from a lack of reaction from individuals, does not deliver valid, unambiguous consent. It is not possible to 

ascertain without any doubt that individuals have agreed to the transfer from theƛǊ ƭŀŎƪ ƻŦ ǊŜǎǇƻƴǎŜΦέ  

(WP187. Page 24) 
 

ά/ƻƴǎŜƴǘ ōŀǎŜŘ ƻƴ ŀƴ ƛƴŘƛǾƛŘǳŀƭϥǎ ƛƴŀŎǘƛƻƴ ƻǊ ǎƛƭŜƴŎŜ ǿƻǳƭŘ ƴƻǊƳŀƭƭȅ ƴƻǘ ŎƻƴǎǘƛǘǳǘŜ ǾŀƭƛŘ ŎƻƴǎŜƴǘΣ ŜǎǇŜŎƛŀƭƭȅ ƛƴ 

an on-ƭƛƴŜ ŎƻƴǘŜȄǘΦέ ό²tмутΣ tŀƎŜ орύ 
 

Given this very clear picture, we have no doubts that there is ƴƻ άǳƴŀƳōƛƎǳƻǳǎέ ŎƻƴǎŜƴǘ ǿƘŜƴ Řŀǘŀ 

subjects to not react to an e-mail. Otherwise there could be some claim in any spam e-mail that would 

allow using all personal data of the recipient. 

If a recipient does not care about the (non-ŜȄƛǎǘƛƴƎύ άǇƛŎǘǳǊŜǎέ ƻǊ ǘƘŜ user that invited him/her, the 

recipient might not even read the message. In such a situation the recipient has in no way given consent. 
 

Č Inaction following an e-mail does never constitute informed and unambiguous consent. 
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So why did the Hamburg DPC agree to such a system that is in clear breach of WP187, the German law 

and even the ECJs rulings (see e.g. Volker und Markus Schecke v Land Hessen)? The simple answer can be 

found in one of the last sentences of the press information on the webpage of the Hamburg DPC: 
 

 αbƻŎƘ ǿŜƛǘŜǊƎŜƘŜƴŘŜ [ǀǎǳƴƎŜƴΣ Ŝǘǿŀ ŘŜǊ ƎŅƴȊƭƛŎƘŜ ±ŜǊȊƛŎƘǘ ŀǳŦ Řŀǎ LƳǇƻǊǘƛŜǊŜƴ Ǿƻƴ 5ŀǘŜƴ 5ǊƛǘǘŜǊΣ ǿŀǊŜƴ ƛƴ 

den Verhandlungen nicht zu erreichen. Sie dürften auch aus rechtlichen Gründen kaum durchsetzbar seinΦέ  

Translation: α! ōǊƻŀŘŜǊ ǎƻƭǳǘƛƻƴΣ for example a total abandonment  of the import of third party data, were not 

possible to achieve in the negotiations. They would also for legal reasons probably not be enforceableΦέ 
 

In essence The Hamburg DPC was uncertain if he has jurisdiction over FB-I όǎŜŜ ŀōƻǾŜ άDŜƴŜǊŀƭ wŜƳŀǊƪΥ 

/ƻƴǘǊƻƭƭŜǊέύΦ ¢ƘŜǊŜŦƻǊŜ ǘƘŜ IŀƳōǳǊƎ 5t/ Ƙŀǎ ŀƎǊŜŜŘ ǘƻ ǿƘŀǘŜǾŜǊ ƛǘ ǿŀǎ ŀōƭŜ ǘƻ ƎŜǘ ŦǊƻƳ C.-I through 

negotiations. This solution is not the result of a formal procedure that was applying the law to FB-I but 

ǘƘŜ ǊŜǎǳƭǘ ƻŦ ŀ άǘǊŀŘŜέ ǿƘŜǊŜ C.-I had the much better cards.  

We are of the opinion that this step was reasonable given the conditions the Hamburg DPC was 

operating under, but this cannot be the bases for a decision by the Irish DPC, that clearly has jurisdiction 

over FB-I. Sƻƭǳǘƛƻƴǎ ƘŀǾŜ ǘƻ ōŜ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ƭŀǿ ŀƴŘ Ŏŀƴƴƻǘ ōŜ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ŀ ōŀŎƪǊƻƻƳ άŘŜŀƭέΦ 

 

Č The solution reached by the Hamburg DPC was a step in the right direction, but is not in line with 

the law or the common opinion within the EU (WP187). 

Č FB-I was not able to deliver any material counterarguments. 

Č We ask the ODPC to deliver any counterarguments, files or evidence concerning this matter. 

Č Therefore we have no reason to believe that our initial complaint is not justified. 

 

 

hǘƘŜǊ CƻǊƳǎ ƻŦ LƳǇƻǊǘƛƴƎ ¦ǎŜǊǎΩ 5ŀta 
Despite criticism of the ODPC in the first report, FB-I still allows users to import up to 5.000 (!)  

e-Ƴŀƛƭ ŀŘŘǊŜǎǎŜǎ ǘƻ ƛƴǾƛǘŜ ǇŜƻǇƭŜ ǘƻ ŀ ƴŜǿ άǇŀƎŜέΦ ¢ƘŜǊŜ ƛǎ ƴƻ ǿŀȅ ǘƘŀǘ C.-I is getting valid consent to 

the processing of this information and the repƻǊǘ ŀƴŘ ǘƘŜ ǘŜŎƘƴƛŎŀƭ ŀƴŀƭȅǎƛǎ ƻƴƭȅ ƭŜŀŘ ǘƻ ŀ άƎŜƻ ōƭƻŎƪέ ƻŦ 

ǳǎŜǊǎ ƛƴ ǘƘŜ 9¦κ99!Φ ²Ŝ ŀǊŜ ǿƻƴŘŜǊƛƴƎ Ƙƻǿ ǘƘƛǎ ƛǎ ŘƻƴŜ ŜΦƎΦ ǿƘŜƴ ŀ 9ǳǊƻǇŜŀƴ ǳǎŜǊ ǳǎŜǎ ŀ άΦŎƻƳέ Ŝ-mail. 

In addition the report does not investigate about the further use of this data by FB-I. We also want to 

stress that Ireland is responsible for all users outside of the US and Canada. There is no reason 

whatsoever that the same steps were not also taken for users in other countries.  

 

Č FB-I was not able to deliver any material counterarguments. 

Č We ask the ODPC to deliver any counterarguments, files or evidence concerning this matter. 

Č Therefore we have no reason to believe that our initial complaint is not justified. 
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8. /ƻƳǇƭŀƛƴǘ лр ά5ŜƭŜǘŜŘ tƻǎǘƛƴƎǎέ 
 

According to the December Report, FB-I has claimed that the deleted posts were only visible because 

they were still within the deletion period of 90 days. In fact FB-I says that Max Schrems has deleted these 

ǇƻǎǘƛƴƎǎ ŀǘ ŀǇǇǊƻȄƛƳŀǘŜƭȅ мн Řŀȅǎ ōŜŦƻǊŜ ǘƘŜ άŀŎŎŜǎǎ ǊŜǉǳŜǎǘέΦ ²Ŝ ŀǊŜ ǳƴŎŜǊǘŀƛƴ ƛŦ C.-I refers to the 

production of the file (which would be July 11th 2011) or the filing of the access request (which would be 

June 2nd 2011).  

We also miss a stringent explanation of why only some postings were available, while most postings 

were not in the file. Were the other undeleted postings not disclosed, or were other postings deleted? 
 

Č Therefore, we are asking the ODPC to disclose the exact reaction by FB-I to in relation to this 

complaint, as well as possible evidence that was delivered in relation to this complaint. 

Č We ask the ODPC to let FB-I explain how they were able to come up with the exact number of 

άŀǇǇǊƻȄƛƳŀǘŜƭȅ мн Řŀȅǎέ ŀƴŘ Ƙƻǿ ǘƘŜȅ ŎŀƭŎǳƭŀǘŜŘ ǘƘƛǎ ŜȄŀŎǘ ƴǳƳōŜǊ ƻŦ ŘŀȅǎΦ  

Č We also want to get a stringent explanation how only certain postings ended up in the file. 

 

 

Written by Max Schrems: 

Either way the claim seems to be false. I have repeatedly used a Firefox Plug-LƴΣ ŎŀƭƭŜŘ άƛaŀŎǊƻǎέΣ ǿƘƛŎƘ 

has automatically deleted all postings on my wall, as well as other Facebook data like my messages. A 

short video that shows how this works can be found on YouTube. 

I have run the plug-in for the first time during the year 2010 or even before that and the last time during 

the first half a year of 2011. I can recall this because this was before and during my studies abroad.  

²ƘƛƭŜ L Ŏŀƴƴƻǘ ǊŜŎŀƭƭ ǘƘŜ ŜȄŀŎǘ ǘƛƳŜǎΣ L ƘŜǊŜōȅ ŀǎǎǳǊŜ ǘƘŀǘ L ƘŀǾŜ ŘŜƭŜǘŜŘ ŀƭƭ ƻŦ Ƴȅ CŀŎŜōƻƻƪ άǿŀƭƭέ 

repeatedly and way before the 90 day period that FB-I claims. 

 

 

Č We ask the ODPC to get solid proof which would support FB-LΩǎ ŎƭŀƛƳ ǘƘŀǘ ǘƘŜ ǇƻǎǘƛƴƎǎ ǿŜǊŜ 

deleted only 12 days before the filing of the access request or before the production of the data file 

ǿƘƛŎƘ άCŀŎŜōƻƻƪ LƴŎΦέ όǘƘŜ ¦{ ǇŀǊŜƴǘ ƻŦ C.-I) has sent to Max Schrems. 

 

The postings that were found in the data set were dating back to 2008 and 2009. This means that they 

must have been deleted when Max Schrems has used the automatic script for the very first time in 2010. 

This would have been way before the 90 days and would surely include postings from 2008 and 2009. 

The claim by FB-I seems to be false and misleading. 

 

Č In essence we are asking the ODPC to investigate the exact circumstances and get back to us with 

the exact arguments and solid evidence for FB-LΩǎ ŎƻǳƴǘŜǊŀǊƎǳƳŜƴǘǎΦ 

Č Currently we have no reason to believe that Complaint 05 is not justified, given the doubts above. 

 

 

 

  

http://www.youtube.com/watch?v=PZ6QDmZys78
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9. /ƻƳǇƭŀƛƴǘ лс άtƻǎǘƛƴƎ ƻƴ ƻǘƘŜǊ ¦ǎŜǊǎΩ tŀƎŜǎέ 
 

We are happy to see that FB-I has made great progress in respect to this complaint by implementing a 

system whŜǊŜ Řŀǘŀ ǎǳōƧŜŎǘǎ Ŏŀƴ ǎŜŜ ǘƘŜ ŀǳŘƛŜƴŎŜ ƻŦ ŀƴƻǘƘŜǊ ǳǎŜǊǎΩ ǇŀƎŜ ǘƘŜȅ ŎƻƳƳŜƴǘ ƻƴΦ ¢ƘŜ ǊŜǇƻǊǘ 

points out the functions and we have nothing further to add at this point. 

 

Č FB-I has changed towards a model that we suggested in the initial complaint. 

Č Therefore we have no doubt that our initial complaint was justified. 

 

 

FB-LΩǎ ƴŜǿ ǎƻƭǳǘƛƻƴ ŀƭǎƻ Ƙŀǎ ŀ ŘǊŀǿōŀŎƪ ǘƘŀǘ ǿŜ ƘŀǾŜ ǇƻƛƴǘŜŘ ƻǳǘ ƛƴ ǇǊŜǾƛƻǳǎ ŜȄŎƘŀƴƎŜ ǿƛǘƘ ǘƘŜ h5t/Υ 

5ŀǘŀ ǎǳōƧŜŎǘǎ Ŏŀƴ ƻƴƭȅ ŎƻƴǎŜƴǘ ƛƴ ŀƴ άƛƴŦƻǊƳŜŘέ ŀƴŘ άǎǇŜŎƛŦƛŎέ ǿŀȅΦ ¢ƘŜ Ƴŀƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ Řŀǘa 

subjects will consider before posting is the audience of a posting. FB-I displays the audience set by the 

ƻǿƴŜǊ ƻŦ ǘƘŜ ǇŀƎŜΣ ōǳǘ ƛǘ ŀƭǎƻ ŀƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ŎƘŀƴƎŜ ŜΦƎΦ ŦǊƻƳ άŦǊƛŜƴŘǎ ƻƴƭȅέ ǘƻ άǇǳōƭƛŎέΦ  Lǘ ƛǎ ŀ 

cornerstone of facebook.com to make people believe that they exchange among their friends and that it 

ƛǎ ƴƻǘ ǇǳōƭƛŎ ƛŦ ƻƴŜ ǳǎŜǊ Ǉƻǎǘǎ ƻƴ ŀƴƻǘƘŜǊ ǳǎŜǊǎΩ ǇŀƎŜΦ hƴƭȅ ǘƘƻǊƻǳƎƘ ǘƘƛǎ ǎȅǎǘŜƳ C.-I gets users to open 

up under their real name in a way they would never do on a public blog or discussion forum. 

Thiǎ ƛǎ ǳƴŘŜǊƳƛƴŜŘ ǎƛƴŎŜ ǘƘŜ άƻǿƴŜǊέ ƻŦ ǘƘŜ ǇŀƎŜ όmind: FB-I currently claims to be the controller of 

facebook.comύ Ŏŀƴ ǎǿƛǘŎƘ ǘƘŜ ǇƻǎǘƛƴƎǎ ŦǊƻƳ άŦǊƛŜƴŘǎέ ǘƻ άǇǳōƭƛŎέΦ aŀƪƛƴƎ ŀƴȅ ŎƻƳƳŜƴǘ ǾƛŜǿŀōƭŜ ŀƴŘ 

searchable for anyone in the world. This is the assessment of the ODPC: 

 

άThis Office has considered this issue in detail (...)  and is inclined to the view that if a Facebook user chooses to 

post on another Facebook user's page that they do not do so with an expectation that the post will be either 

private or resǘǊƛŎǘŜŘ ǘƻ ŀƴ ŀǳŘƛŜƴŎŜ ǘƘŀǘ ǘƘŜȅ ŀǊŜ ŎƻƳŦƻǊǘŀōƭŜ ǿƛǘƘΦέ (Second Report, Page 49) 

 

We cannot share this position, since it was the core idea and supported by the ODPC that users should 

get this information in order to make informed decisions. It is not stringent to now claim that users do 

not post data with the expectation that this post will only be shown to a restricted audience. 

 
The ODPC further noted: άIf a user has a concern about the audience for a post they make or that the audience 

might be subsequently expanded from say "friends only" to "public" then there is a simple solution available to 

them and that is not to post on other user's pages.έ (Second Report, Page 49) 

 

This argument can be deployed in a privacy discussion in a local pub, but has nothing to do with the law. 

If this argument is consequently deployed we could shred the whole proceeding against FB-I, since in the 

end all users have the option not to use the service. It is the essence of data protection law to allow 

people to use new technology and be able to trust it.  

 

Č We cannot share the view of the ODPC in this respect and think our initial complaint is justified. 

Č We hereby ask the ODPC to disclose all documents that relate to this complaint. 

Č In addition we urgently ask the ODPC to name the provision of the Irish Data Protection Act from 

ǿƘƛŎƘ ƛǘ Ƙŀǎ ŘŜǊƛǾŜŘ ǘƘƛǎ άǎƛƳǇƭŜ ǎƻƭǳǘƛƻƴέΣ ǎƛƴŎŜ ǿŜ ǿŜǊŜ ǳƴŀōƭŜ ǘƻ ŦƛƴŘ ƛǘΦ  
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10. /ƻƳǇƭŀƛƴǘ лт άaŜǎǎŀƎŜǎέ 
 

The reports and technical analysis are helpful to get a broader insight of how FB-I processes deleted 

messages. At the same time there are certain inconsistencies of the technical report with the facts we 

ŦƻǳƴŘΦ CƻǊ ŜȄŀƳǇƭŜ ǘƘŜ ǊŜǇƻǊǘ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ƻƴŎŜ ŀ ǳǎŜǊ Ƙŀǎ ŘŜƭŜǘŜŘ Ƙƛǎ άƻǳǘōƻȄέΣ ƛǘ ƛǎ ƴƻǘ ǇƻǎǎƛōƭŜ ǘƻ 

ŦƛƴŘ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƳŜǎǎŀƎŜǎ ƛƴ ǘƘŜ άƛƴōƻȄŜǎέ of the hundreds of recipients: 
 

ά!ƴƻǘƘŜǊ ŀƭǘŜǊƴŀǘƛǾŜ ǿƻǳƭŘ ōŜ ǘƻ ǎŎŀƴ ŀƭƭ ƻǘƘŜǊ ŎŜƭƭǎ ƛƴ ¢ƛǘŀƴ ώC.-LΩǎ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳϐ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜǘƘŜǊ ŀƴȅ 

other references to the attachment are left. This would remove the advantage of the fact that there is no 

association between cellsΦέ ό¢ŜŎƘƴƛŎŀƭ wŜǇƻǊǘ ƛƴ ǘƘŜ άwŜǾƛŜǿέΣ ǇŀƎŜ рмύ 

 

We want to stress that FB-I was able to deliver all messages that were deleted when supplying Max 

{ŎƘǊŜƳǎ ǿƛǘƘ ǘƘŜ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ ƛƴƛǘƛŀƭ ŀŎŎŜǎǎ ǊŜǉǳŜǎǘ όǘƘŜǊŜ ǿŜǊŜ ŀōƻǳǘ олл ǇŀƎŜǎ ƻŦ άŘŜƭŜǘŜŘέ 

messages). FB-L Ƙŀǎ ŎƭŀƛƳŜŘ ǘƘŀǘ ǘƘŜǎŜ ƳŜǎǎŀƎŜǎ ǿŜǊŜ ƴƻǘ ŘŜƭŜǘŜŘ ōŜŎŀǳǎŜ ƛǘ ǿŀǎ ƛƴ ǘƘŜ άƛƴōƻȄέ ƻŦ ƻǘƘŜǊ 

users, as we have anticipated in the initial complaint. This fact demonstrate that FB-I is capable of 

retrieving all deleted messages of a particular users, even when he/she deleted at the copies that were 

stored in the original section of the system. 
 

Č FB-I is able to retrieve all deleted messages from the system, no matter where they are stored. 

 

FB-I has further argued that messages are fully deleted when all data subjects that have been part of the 

conversation have deleted the message. We cannot see any facts or material arguments that would 

support this claim in the reports or the technical analysis.  
 

Č We could not find any fact based evidence that messages are deleted when all users have deleted 

their individual copy of the message. 

 

FB-I claimed that it is not processing the content of a message. There has not been any fact based 

evidence supporting this claim. There are facts that indicate that FB-I uses non-content data of personal 

messages and recently FB-I has said that it also scans the content for different filters and an alert system 

aiming at child predators. The technical analysis of the report only says  that άŀ ŦǳƭƭΣ ŘŜǘŀƛƭŜŘ ǊŜǾƛŜǿ ƻf 

ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƻŦ ǘƘŜ ǇǊƛǾŀǘŜ ƳŜǎǎŀƎƛƴƎ ǎȅǎǘŜƳ ƛǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŀǳŘƛǘΦέ   

There is also no provision in FB-LΩǎ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅ ǘƘŀǘ ǿƻǳƭŘ ƘƛƴŘŜǊ C.-I from processing the content of 

messages for any purpose (like e.g. advertisement or friend suggestions). The difference between 

ŎƻƴǘŜƴǘ ŀƴŘ ƻǘƘŜǊ ƳŜǎǎŀƎŜ Řŀǘŀ ƛǎ ƴƻǘ ǊŜŦƭŜŎǘŜŘ ƛƴ ǘƘŜ ǇƻƭƛŎȅΦ ¢ƻ ǘƘŜ ŎƻƴǘǊŀǊȅ άƳŜǎǎŀƎŜǎέ ŀǊŜ ƭƛǎǘŜŘ ƛƴ 

ǘƘŜ ƎŜƴŜǊŀƭ ǎŜŎǘƛƻƴ ŀōƻǳǘ άƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ǊŜŎŜƛǾŜ ŀōƻǳǘ ȅƻǳέΦ !ƭƭ ǘƘƛǎ Řŀǘŀ ƛǎ ƻƴƭȅ ƎƻǾŜǊƴŜŘ ōȅ ƻƴŜ 

provision in the policy which allows for any practically operation: 

 

ά²Ŝ ǳǎŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ǊŜŎŜƛǾŜ ŀōƻǳǘ ȅƻǳ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎ ǿŜ ǇǊƻǾƛŘŜ ǘƻ ȅƻǳ 

and other users like your friends, our partners, the advertisers that purchase ads on the site, and the developers 

ǘƘŀǘ ōǳƛƭŘ ǘƘŜ ƎŀƳŜǎΣ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŀƴŘ ǿŜōǎƛǘŜǎ ȅƻǳ ǳǎŜΦέ 

 

Č There is no fact based evidence of the extent of processing of the content of messages. 

Č FB-LΩǎ ƻǿƴ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅ ŘƻŜǎ ƴƻǘ ƭƛƳƛǘ ǘƘŜ ǳǎŜ ƻŦ ŎƻƴǘŜƴǘ ƻŦ ƳŜǎǎŀƎŜǎ ŦƻǊ ǎǇŜŎƛŦƛŎ ǇǳǊǇƻǎes. 

Č There is fact based evidence that non-content data is not used.  
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The Material Claim 
Independent form these factual problems the reports have not dealt with the material claim in the initial 

complaints which is in essence that the system itself might work reasonable in respect to each detail of 

the operation, but that the overall result of the processing is excessive given the purpose.  

 

Deletion Process 
FB-I generates endless amounts of personal, private chat messages that can factually not be deleted. All 

ǳǎŜǊǎ ǘƘŀǘ ƘŀǾŜ ŎƻƳƳǳƴƛŎŀǘŜŘ Ǿƛŀ ŦŀŎŜōƻƻƪΦŎƻƳ ƘŀǾŜ ǘƻ άŘŜƭŜǘŜέ ŜǾŜǊȅ ǎƛƴƎƭŜ ŎƻƴǾŜǊǎŀǘƛƻƴΣ ǿƘƛŎƘ ǘŀƪŜǎ 

6 clicks from the start page. If a user would want to delete all his/her copies if would take hours. There is 

ƴƻ ǿŀȅ ŦƻǊ άƳŀǎǎ ŘŜƭŜǘƛƻƴέ ŀƴŘ C.-I does ƴƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ άŘŜƭŜǘŜέ ƻƭŘ ŎƘŀǘǎΣ ƭƛƪŜ ŜǾŜǊȅ ƻǘƘŜǊ ŎƘŀǘ 

ǎȅǎǘŜƳ ǿŜ ŀǊŜ ŀǿŀǊŜ ƻŦΦ ¢ƘŜ ƳŜǊƎŜǊ ōŜǘǿŜŜƴ άŎƘŀǘǎέ ŀƴŘ άƳŜǎǎŀƎŜǎέ Ƙŀǎ ŦǳǊǘƘŜǊ ƭŜŀŘ ǘƻ ŀ ǎȅǎǘŜƳ 

where every little exchange is treated like highly relevant personal mail. This does not reflect the ǳǎŜǊǎΩ 

reality and is an exceptional approach that cannot be seen anywhere in the world.  

 

 

 

 

 

 
 

Screenshots: Deletion of a copy of a chat conversation through the user. 

 

Č It is practically impossible for users to delete all their messages with reasonable efforts. 

Č There is no standard deletion and no option for mass deletion. 
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Comparison to E-Mail and Chat Programs 
If this is compared to e-mails we want to stress, that e-mails donnot work in a similar fashion, since the 

άƛƴōƻȄέ ŀƴŘ άƻǳǘōƻȄέ ƻŦ the different users are spread out all over the personal computers of every 

individual user or maybe situated at their provider (webmail). If a user deletes his set of e-mails it is 

factually impossible to find the corresponding e-mails in the outbox or inbox of the other recipients 

because no one can reconstruct the communication and is therefore unable to know about the other 

recipients. This is totally different on facebook.com as the data set of Max Schrems has demonstrated. In 

addition normal software όƭƛƪŜ άhǳǘƭƻƻƪέύ ƻƴ ŀ ǳǎŜǊǎΩ ŎƻƳǇǳǘŜǊ ƳŀƪŜǎ ǘƘŜ ǳǎŜǊ ŀǊŎƘƛǾŜ ƻǊ ŘŜƭŜǘŜ ƻƭŘ 

messages and offers many options to get rid of old e-mails. 
 

Lƴ ŎƻƳǇŀǊƛǎƻƴ ǘƻ ǎȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ŎƭƻǎŜǊ ǘƻ ǿƘŀǘ ŀ ǳǎŜǊ ŜȄǇŜŎǘǎ ŦǊƻƳ ŀ άŎƘŀǘέ ƭƛƪŜ ǘƘŜ ƻƴŜ ƻŦŦŜǊŜŘ ƻƴ 

facebook.com it is more than obvious that all these services delete chats within a very short period of a 

couple of hours or days. There is never an endless storage of all private messages in a central location. 
 

Č FB-LΩǎ ŎƘŀǘ ǎȅǎǘŜƳ Ŏŀƴ ƛƴ ƴƻ ǿŀȅ ōŜ ŎƻƳǇŀǊŜŘ ǘƻ ƻǘƘŜǊ ǎȅǎǘŜƳǎ that offer similar functionality, 

since these systems do not allow to centrally retrieve old, deleted messages. 
 

 

Government Access 
In addition FB-I is legally obliged to disclose such information upon orders by authorities from all over 

the EU or the US. In addition FB-I also allows authorities of other countries to get copies of this highly 

personal communication. In the US where the servers are situated, there is not even a constitutional 

right to privacy when messages are stored on a central system. This legal way to access such data has to 

be taken into consideration when assessing the risk of privacy violations. 
 

 

Surveillance by Design 
In summary we are looking at a system that might not be intentionally aimed at getting users into this 

position, but does in fact generate endless amounts of junk data (= old chats) that can practically not be 

deleted by the individual users, since it can always be retrieved through the counterparts of the copies. 

The system that FB-I has generated does not follow the iŘŜŀ ƻŦ άǇǊƛǾŀŎȅ ōȅ ŘŜǎƛƎƴέ ōǳǘ ŎƻǳƭŘ ǊŀǘƘŜǊ ōŜ 

ŘŜǎŎǊƛōŜŘ ŀǎ όǇƻǎǎƛōƭȅ ǳƴƛƴǘŜƴǘƛƻƴŀƭύ άǎǳǊǾŜƛƭƭŀƴŎŜ ōȅ ŘŜǎƛƎƴέΦ  

The law does not only cover intentional threats to the right to data protection of the individual, but is 

mainly covering systematic problems that bear a tremendous factual risk of a breach of the right to 

privacy of data subjects. This is the preventative character of the law, which must clearly be triggered by 

this system and the risks that we mentioned above. 

Facebook.com was initially designed as a student project, but since it has become a standard form of 

communication and for some the main form of communication, a design that is in fact making every 

single message centrally retrievable, independent from the deletion by the user cannot be in line with 

the principles set out in Section 2 DPA and Article 6 of Directive 95/46/EG. 
 

Č Therefore we have every reason to believe that our initial complaint it fully justified. 

Č We ask the ODPC to disclose all files, evidence and arguments on this complaint and make FB-I 

produce a material counterargument. 

Č We would not sport a penalty, since we believe this happened without any negligence by FB-I. 
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11. /ƻƳǇƭŀƛƴǘ лу άtǊƛǾŀŎȅ tƻƭƛŎȅ ŀƴŘ /ƻƴǎŜƴǘέ 
 

A. Privacy Policy 
Old Policy: Since we have filed our initial complaints in August 2011, FB-I has changed its privacy policy 

twice (!) and there is a third change on the way. We want to point at WP187 and the original complaints 

concerning the level and form of information, which especially very complex systems have to be 

accompanied with (see WP187 page 21).  

The claims FB-I has submitted to the ODCP concerning the old policy seem not stringent to us. The report 

has only cited claims by FB-I that our claims are wrong, but the report does not deliver any material 

arguments by FB-I. From the current level of information we cannot see that any material 

counterarguments were brought forward concerning our initial complaints. 

Because of the limited information we got through the report, we cannot really respond to the 

counterarguments to what we have brought forward concerning the content of the old privacy policy. 

.ǳǘ ǿŜ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ h5t/Ωǎ ŦƛƴŘƛƴƎǎ ƛƴ ǘƘŜ ǊŜǇƻǊǘ ƻŦ 5ŜŎŜƳōŜǊ нлмм ǘƻ ōŜ ǾŜǊȅ ƳǳŎƘ ǎǳǇǇƻǊǘƛƴƎ ƻǳǊ 

view and see nothing that would be contrary to the claims in our initial complaint. 

 

Č We ask the ODPC to disclose all arguments, evidence and files in relation to FB-LΩǎ 

counterarguments. We face total absence of material counterarguments by FB-I. 

Č We are still of the view that FB-LΩǎ ƻƭŘ ǇƻƭƛŎȅ ŎƻǳƭŘ ƴƻǘ ŎƻƴǎǘƛǘǳǘŜ ŀ ǾŀƭƛŘ ƭŜƎal basis for the 

processing of our data under the DPA and Directive 95/46/EG. 

Č If there are no other arguments than the ones named above, we are of the view that our complaint 

was justified in relation to the previous policy. 
 

 

New Policy: We very much welcome that FB-I now has a single document and stopped linking to 

hundreds of other pages in its policy. At the same time the new policy is still of extreme length, 

extremely vague and impossible to understand for a normal user. After working with this policy for 

almost a year, it is still not possible for the members of our group to exactly say what FB-I does or does 

ƴƻǘ Řƻ ǿƛǘƘ ǳǎŜǊǎΩ ŘŀǘŀΣ ōŀǎŜŘ ƻƴ ǘƘƛǎ ǇƻƭƛŎȅΦ 
 

We believe that there are ways to limit the length of the policy to a couple of pages, if FB-I puts some 

effort into it. Currently it seems that FB-I rather puts a lot of effort in a lengthy policy in order to deter 

users from reading and understanding it. 
 

²Ŝ ǿŜƭŎƻƳŜ ǘƘŜ ŀǇǇǊƻŀŎƘ ƻŦ άƛƴƭƛƴŜέ ŎƻƴǎŜƴǘ ŦƻǊ ŜǾŜǊȅ ŦǳƴŎǘƛƻƴΦ ²Ŝ ƘŀǾŜ ƻǳǊǎŜƭǾŜǎ ǎǳƎƎŜǎǘŜŘ ǘƻ get 

specific consent every time a user uses a new tool for the first time, since it is impossible for a user to 

ǳƴŘŜǊǎǘŀƴŘ άŦŀŎŜōƻƻƪΦŎƻƳέ ŀŦǘŜǊ ǎƛƎƴƛƴƎ ǳǇ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜΦ ¢Ƙƛǎ Ǉƻƛƴǘ ǿŀǎ ŀƭǎƻ ƳŀŘŜ ōȅ h5t/ ƛƴ ǘƘŜ 

first report. While this helps to constitute a valid and meaningful act of consent, there must be a 

ŘƻŎǳƳŜƴǘ ƛƴ ǘƘŜ ŜƴŘ ǘƘŀǘ ǎǇŜŎƛŦƛŜǎ ƛƴ ƻƴŜ ǇƭŀŎŜ ǿƘŀǘ ŎŜǊǘŀƛƴ ŀŎǘƛƻƴǎ ǘƘŀǘ ŀǊŜ ŘƻƴŜ άƛƴƭƛƴŜέ ƳŜŀƴ ŀƴŘ 

what consequences they have. This has in the end to be done in a privacy policy, which might be 

ǎŜǇŀǊŀǘŜŘ ƛƴǘƻ άƳƻŘǳƭŜǎέ ŦƻǊ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ŦǳƴŎǘƛƻƴǎ ƻŦ ŦŀŎŜōƻƻƪΦŎƻƳ ŀ ǳǎŜǊ Ƙŀǎ ŀŎǘƛǾŀǘŜŘΦ 

 

The first report by the ODPC of December 2011 has to our view outlined many important things 

concerning the current policy. We especially want to point at the findings on pages 39 to 41. When 
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looking at the changes by FB-I and the review, we had to find that not much of these findings were in the 

ŜƴŘ ƛƳǇƭŜƳŜƴǘŜŘΦ ¢ƘŜ ŎƘŀƴƎŜ ƛƴ ǘƘŜ ǇƻƭƛŎȅ ƛǎ ƛƴ ǘƘŜ ŜƴŘ Ƨǳǎǘ ŀ ƳƛƴƻǊ άŦŀŎŜ ƭƛŦǘέ ǘƘŀǘ ƛƴ ŦŀŎǘ Ƴŀƛƴƭȅ 

deprives users of rights and allows FB-I to process data in an even broader way. The new policy has not 

led to any limitation of FB-LΩǎ ǳǎŜ ƻŦ ŘŀǘŀΦ 
 

We are still of the view that, while the new policy has at least shrunk to one single document, it is still 

not a valid basis for the processing by FB-I. This is not only because of the vague, unclear and lengthy 

style, but also because many provisions seem to be in violation of the DPA and Directive 95/46/EG. We 

have summarized some issues as examples why we are still of the opinion that this cannot be the basis 

for a valid consent: 
 

a. We believe FB-I has to clearly say or list what they do with our data. While FB-I elaborates over pages 

about where they get data and how export or display it to users they are not saying very much about 

ǿƘŀǘ ƘŀǇǇŜƴǎ ƛƴ ǘƘŜ άōƭŀŎƪ ōƻȄέΦ  
 

Currently the only sentence that generally controls the use of user data is the following:  
 

ά²Ŝ ǳǎŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ǊŜŎŜƛǾŜ ŀōƻǳǘ ȅƻǳ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎ ǿŜ ǇǊƻǾƛŘŜ ǘƻ 

you and other users [like your friends, our partners, the advertisers that purchase ads on the site, and the 

ŘŜǾŜƭƻǇŜǊǎ ǘƘŀǘ ōǳƛƭŘ ǘƘŜ ƎŀƳŜǎΣ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŀƴŘ ǿŜōǎƛǘŜǎ ȅƻǳ ǳǎŜϐΦέ 
 

This sentence splits into two segments:  
 

The first segment defines a purpose which embraces aƭƭ άǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎέ C.-I provides. If this 

segment is inverted it says that FB-I is only prohibited from using data in relation to services and 

features it does not at all provide. In plain English this translates segment says  
 

ά²Ŝ Ƴŀȅ ǳǎŜ ȅƻǳǊ Řŀǘŀ ŦƻǊ ŜǾŜǊȅǘƘƛƴƎΣ ŜȄŎŜǇǘ ƻŦ ǘƘƛƴƎǎ ǿŜ ŘƻƴΩǘ ŘƻΦέ 
 

The second segment defines the people in relation to which FB-I may use personal data. This 

segment limits FB-LΩǎ ǳǎŜ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ άyou and other usersέΦ ¢ƘŜǎŜ ƻǘƘŜǊ ǳǎŜǊǎ ŀǊŜ 

then specified by giving examples όάƭƛƪŜέ) which amount to everyone FB-I has any contract or 

business with. Given the fact that FB-I has about 1 billion users and millions of additional partners, 

cooperate users or advertisers and we currently have a little more than 2 billion internet users, this 

is again a meaningless definition and translates to  
 

ά²Ŝ Ƴŀȅ ǳǎŜ ȅƻǳǊ Řŀǘŀ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ŜǾŜǊȅƻƴŜ ǿŜ ƛƴǘŜǊŀŎǘ ǿƛǘƘ (half of the internet)Φέ  
 

This is maybe the most abstract (and therefore the most unlimited) purpose ever written into a 

ǇǊƛǾŀŎȅ ǇƻƭƛŎȅΦ Lǘ Ŏŀƴ ƛƳǇƻǎǎƛōƭŜ ōŜ ŀ άǎǇŜŎƛŦƛŎ ŀƴŘ ƛƴŦƻǊƳŜŘέ ŎƻƴǎŜƴǘΦ ¢Ƙƛǎ ƛǎ ǊŀǘƘŜǊ ŀ ǘŜȄǘ ōƻƻƪ 

example of blanket consent: Practically any set of operation can be done under this provision. Such a 

statement is totally contrary to the law and any legal opinion we know, including WP187, pages 19f. 

 

On top of this, the policy also claims that users consent to future developments of facebook.com. So 

ǳǎŜǊǎ ŀǊŜ ǎǳǇǇƻǎŜŘƭȅ ƎƛǾƛƴƎ ŀ άǎǇŜŎƛŦƛŎ ŀƴŘ ƛƴŦƻǊƳŜŘέ ŎƻƴǎŜƴǘ ǘƻ ǇǊƻŎŜǎǎƛƴƎ ǘƘŀǘ ŘƻŜǎ ƴƻǘ ŜǾŜƴ exist: 
 

άDǊŀƴǘƛƴƎ ǳǎ ǘƘƛǎ ǇŜǊƳƛǎǎƛƻƴ ƴƻǘ ƻƴƭȅ ŀƭƭƻǿǎ ǳǎ ǘƻ ǇǊƻǾƛŘŜ CŀŎŜōƻƻƪ ŀǎ ƛǘ ŜȄƛǎǘǎ ǘƻŘŀȅΣ ōǳǘ ƛǘ ŀƭǎƻ ŀƭƭƻǿǎ ǳǎ 

to provide you with innovative features and services we develop in the future that use the information we 

ǊŜŎŜƛǾŜ ŀōƻǳǘ ȅƻǳ ƛƴ ƴŜǿ ǿŀȅǎΦέ 
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There is no way that consent to an unclear and non-existing future form of processing personal data 

can in any way be informed or specific. This allows FB-I to do practically everything, since the 

ƭƛƳƛǘŀǘƛƻƴ ǘƻ ǇǊƻŎŜǎǎ Řŀǘŀ ƻƴƭȅ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ άǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎέ ŀǎ ŜȄŀƳƛƴŜŘ ŀōƻǾŜ Ŏŀƴ ōŜ 

widened any time by FB-LΩǎ ŘŜŎƛǎƛƻƴ ǘƻ ŜƴƎŀƎŜ ƛƴ ƴŜǿ άǎŜǊǾƛŎŜǎ ŀƴŘ ŦŜŀǘǳǊŜǎέΦ 
 

b. FB-L Ƙŀǎ ǘƻ ǿƻǊƪ ǘƻǿŀǊŘǎ ŀ άƳƻŘǳƭŜέ ǇƻƭƛŎȅ ǎȅǎǘŜƳ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ƎŜǘ ŀƴ ƻǾŜǊǾƛŜǿ ƻǾŜǊ ǘƘŜ ǇǊƻŎŜǎǎ 

and then consent to it. FB-I works in thƛǎ ŘƛǊŜŎǘƛƻƴ ōȅ ƛƳǇƭŜƳŜƴǘƛƴƎ άƛƴ ƭƛƴŜέ ŎƻƴǎŜƴǘΣ ōǳǘ ǘƘƛǎ ƛǎ 

currently a fractioned system, which mainly leads to confusion, not informed consent.  
  

c. FB-I has to implement an άhǇǘ-Lƴέ ƛƴǎǘŜŀŘ ƻŦ ŀƴ άhǇǘ-hǳǘέ ǎȅǎǘŜƳ ŦƻǊ ŀƭƭ Řŀǘŀ ǳǎŜ ŀƴŘ ŀƭƭ ŦŜŀǘǳǊŜǎ 

(e.g. face recognition, applications or tags). Now new options are automatically activated without 

notice. Users should be able to make an informed decision. This is also in line with the findings of the 

ODPC in the first report and WP187 of the Article 29 Working Party. See also Complaint 16 below. 
 

d. FB-I has to precisely say which personal data it stores. Currently there are only very vague and 

general claims (e.g. ά²Ŝ ǊŜŎŜƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ȅƻǳ ŦǊƻƳ ȅƻǳǊ ŦǊƛŜƴŘǎ ŀƴŘ ƻǘƘŜǊǎέ).  

Clear information could be delivered through a continuously updated list of all data categories and 

subcategories that are stored about a user. FB-I should also explain the purpose for keeping the 

information. It has to be clear and easy to understand what is generally captured by FB-LΩǎ services.  
 

e. FB-I has to clarify who is responsible όǘƘŜ άŎƻƴǘǊƻƭƭŜǊέύ ŦƻǊ ǿƘŀǘ ǇŀǊǘ ƻŦ C.-I. We oppose that users 

FB-I now claims that it is the controller for personal pages, messages and pictures. FB-I has put a 

provision into the new policy saying it is the (sole?) controller, but at the same time FB-I makes 

ǇǳōƭƛŎ ǎǘŀǘŜƳŜƴǘǎ ǘƻ ǘƘŜ ŎƻƴǘǊŀǊȅ όǎŜŜ άDŜƴŜǊŀƭ wŜƳŀǊƪǎ оΥ /ƻƴǘǊƻƭƭŜǊέ ŀōƻǾŜύΦ 
 

f. FB-I has to use clear and understandable language. We think that FB-LΩǎ ǳǎŀƎŜ ƻŦ ǾŀƎǳŜ ǿƻǊŘƛƴƎ  

όŜΦƎΦ άƭƛƪŜέΣ άƳŀȅέ ƻǊ άŎƻǳƭŘέύ ƛǎ ƴƻǘ ŀǇǇǊƻǇǊƛŀǘŜ ŦƻǊ ŀ ǎǇŜŎƛŦƛŎ ŀƴŘ ƛƴŦƻǊƳŜŘ ŎƻƴǎŜƴǘΦ 
 

g. FB-I has to rewrite the information on άŎƻƻƪƛŜǎέ. FB-I should clearly say which kind of cookies (e.g. 

HTTP or Flash), with which content and for what exact purpose they are using. The current section is 

full of general statements: ά²Ŝ ǳǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ƭƛƪŜ ŎƻƻƪƛŜǎ ΦΦΦ ǘƻ ǇǊƻǾƛŘŜ ŀƴŘ ǳƴŘŜǊǎǘŀƴŘ ŀ ǊŀƴƎŜ ƻŦ 

ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎέΦ 
 

h. FB-I has to delete ŀƭƭ Řŀǘŀ ǘƘŜ ǳǎŜǊǎ ƘŀǾŜ ǇǊŜǾƛƻǳǎƭȅ άǊŜƳƻǾŜŘέ ƻǊ άŘŜƭŜǘŜŘέΦ It seems like the 

deleted data we have discovered in 2011 is still on FB-LΩǎ ǎŜǊǾŜǊǎ ŀƴŘ ƻƴƭȅ Řŀǘŀ ǘƘŀǘ ǿŀǎ ŘŜƭŜǘŜŘ ŀŦǘŜǊ 

the changes are in fact deleted. 
 

i. !ŦǘŜǊ ƛǘ ǿŀǎ ŘƛǎŎƻǾŜǊŜŘ ǘƘŀǘ άŘŜƭŜǘŜŘέ ƛƴŦƻǊƳŀǘƛƻƴ ǿŀǎ ǎǘƛƭƭ ƪŜǇǘ ōȅ C.-I they simply relabeled the 

ōǳǘǘƻƴǎ ǘƻ άƘƛŘŜέΣ ƛƴ ƻǊŘŜǊ ǘƻ ǇǊŜǾŜƴt people from effectively deleting data, this cannot be the 

proper reaction. It usually takes extra effort to really delete information (hidden sub menus) and 

intends to deter users form deleting data. We believe FB-I has to have άŘŜƭŜǘŜέ as a standard option 

to allow user control and in order to allow users to withdraw previous consent. 
 

j. FB-L Ƙŀǎ ǘƻ ƛƳǇƭŜƳŜƴǘ ŦǳƴŎǘƛƻƴǎ ǘƘŀǘ ŀƭƭƻǿ ǳǎŜǊǎ ǘƻ άmass deleteέ ŘŀǘŀΦ {ǳŎƘ ŀǎ ŀ ŦǳƴŎǘƛƻƴ ǘƻ ŘŜƭŜǘŜ 

all data of a certain category and all data that is older than a certain date. This allows users to 

ŜŦŦƛŎƛŜƴǘƭȅ ƎŜǘ ǊƛŘ ƻŦ ƻƭŘ άƧǳƴƪ Řŀǘŀέ ƛŦ ǘƘŜ ǳǎŜǊǎ ǿƛǎƘŜǎ ǎƻΦ  
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¢ƘŜ ǊŜǇƻǊǘǎΩ ŀǇǇǊƻŀŎƘ ƻŦ ƘƛƎƘƭƛƎƘǘƛƴƎ άǇŜǊ ƛǘŜƳέ ŘŜƭŜǘƛƻƴ ƳŀƪŜǎ ƛǘ ǇǊŀŎǘƛŎŀƭƭȅ ƛƳǇƻǎǎƛōƭŜ ŦƻǊ ǳǎŜǊǎ ǘƻ 

delete more than just individual pieces of data. If a user wants to delete e.g. all old data on a 

timeline they would sit for hours to click on every item for at least three times to get rid of it. 

This in fact undermines the possibility to withdraw consent for the processing of data: Users are only 

able to delete the whole account, or little bits of data, there is nothing between these two extremes. 

Lǘ ƛǎ ǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘ ǿƛǘƘ ŀƭƭ ƻǘƘŜǊ άŎƭƻǳŘέ ǎȅǎǘŜƳǎ ǘƻ ŀƭƭƻǿ ŦƻǊ Ƴŀǎǎ ŘŜƭŜǘƛƻƴΦ 
 

k. FB-I has to list specific data retention criteria that make it clear to users how long which information 

is held by FB-I. Currently FB-I just says that it may keep old information as άƭƻƴƎ ŀǎ ƴŜŎŜǎǎŀǊȅέ, which 

is a mere restatement of Section 2(1)(c)(iv) DPA, but not an adequate information about FB-LΩǎ ŀŎǘǳŀƭ 

practice. The ODPC has asked FB-I to provide a clear retention policy; we are missing such a clear 

statement by FB-I up to this very day. 

Lƴ ŀ ǾƛŘŜƻ 9Ǌƛƴ 9Ǝŀƴ όCŀŎŜōƻƻƪ LƴŎΦΩǎ ά/ƘƛŜŦ tǊƛǾŀŎȅ hŦŦƛŎŜǊύ ǿŀǎ ǘǊȅƛƴƎ ǘƻ ŜȄǇƭŀƛƴ ǊŜǘŜƴǘƛƻƴ ǇŜǊƛƻŘǎΣ 

ōǳǘ ƻƴƭȅ ǎŀƛŘ ǘƘŀǘ ǎƘŜ άthinksέ C.-I was talking about 180 days (see video on YouTube at 19:04), but 

this is about as much as we were able to find out in relation to exact retention periods.  

Such non-information about exact retention periods is unacceptable and does not allow for a specific 

and informed consent. 
 

l. FB-I has to take back the change that allows them to ƪŜŜǇ ǳǎŜǊǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ŀŦǘŜǊ ǳǎŜǊǎ ƘŀǾŜ 

deleted their accounts. FB-I goes even further on this in the recently proposed third version of the 

new policy. 

It used to be that FB-I said it deleted all information when you delete an account, this was changed 

with the new policy. FB-I does at the same time not disclose which information is kept after deletion 

of an account and how long such information is kept. We ask the ODPC to find out which data is 

kept, the purpose for this and the legal basis for such processing. This provision also seems to be in 

conflict with the withdrawal of consent and the idea that data which is used on the bases of consent 

should not be processed on another basis when consent was withdrawn (see WP187). 
 

m. FB-I has to take into account that it cannot effectively enforce its policies in relation to external 

developers. As the investigations of the ODPC have shown FB-I cannot even ensure that developers 

have some sort of privacy policy, not to mention the other obligations of an external provider of 

applications. FB-I cannot rely on agreements with external contractors, if they are impossible to 

police and enforce in reality. FB-I points at agreements that are not worth the paper they are written 

on. FB-I should close these holes in the legal framework and find other solutions that might mean 

that only developers that are certified, checked or at least personally identified can get a hold of 

ǳǎŜǊǎΩ Řŀǘŀ όǎŜŜ ŀƭǎƻ ά/ƻƳǇƭŀƛƴǘ мо - !ǇǇƭƛŎŀǘƛƻƴǎέύΦ 
 

n. We believe FB-I has to take back the change that makes the user responsible for getting back the 

data from applications or other third parties. The old policy said developers are obliged to delete all 

user data as soon as the user deleted the application, which was in line with the EU laws and the 

Safe harbor agreement. Under the new policy the user has to specifically ask the application provider 

to delete such data. The deletion of an application is a clear and explicit act that constitutes a 

withdrawal of consent, previous consent cannot be a basis for further processing. 
 

o. We believe FB-L Ƙŀǎ ǘƻ ƭƛƳƛǘ ǘƘŜ ǳǎŜ ƻŦ ǳǎŜǊǎΩ Řŀǘŀ ŦƻǊ advertisement and other purposes to certain 

data categories. Currently FB-L Ŏŀƴ ǳǎŜ ŀƴȅ ƻŦ ǘƘŜ ǳǎŜǊǎΩ Řŀǘŀ ŦƻǊ ŀŘǾŜǊǘƛǎŜƳŜƴǘ όŜΦƎΦ ǇǊƛǾŀǘŜ 

http://www.youtube.com/watch?v=aFwxme1txJ8
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messages, sexual preferences, interactions with friends or what others post and share). The new 

policy restates this. While FB-I is, according to the reports, claiming that it is in fact not processing all 

data categories for all purposes the privacy policy does not reflect this and needs to be adapted in a 

way that this is reflected.  
 

p. FB-I has to take back the changes that limit the scope of the άǎƘƻǿ Ƴȅ ǎƻŎƛŀƭ actions in FB-L !Řǎέ 

options. Under the old policy users could turn this function off, the new policy limits the scope of the 

opt-out. 
 

q. FB-L Ƙŀǎ ǘƻ ŘƛǎŎƭƻǎŜ ǿƘƛŎƘ Řŀǘŀ ŎŀǘŜƎƻǊƛŜǎ ŀǊŜ ǳǎŜŘ ŦƻǊ ŘŜǘŜǊƳƛƴƛƴƎ ǳǎŜǊǎΩ personal interests. 

Currently it is unclear how FB-L ŦƛƴŘǎ ƻǳǘ ǳǎŜǊǎΩ ƛƴǘŜǊŜǎǘǎ ŦƻǊ ǘŀǊƎŜǘŜŘ ŀŘǾŜǊǘƛǎŜƳŜƴǘ ƛŦ ǘƘŜ 

information is not posted by the user (see also Complaint 02 ς Shadow Profiles). 
 

r. FB-I works mainly with examples to explain their processing. Most of these examples seem 

reasonable (e.gΦ ƛŦ ǳǎŜǊǎ ǎŀȅ ǘƘŜȅ άƭƛƪŜέ ŎŀǊǎΣ ǘƘŜȅ ƎŜǘ ŀŘǎ ƻƴ ŎŀǊǎύΣ ōǳǘ ǘƘŜ ƎŜƴŜǊŀƭ ǇǊƻǾƛǎƛƻƴǎ ŀƭǎƻ 

allow for other processing that might not be that reasonable an acceptable for users. We believe 

that FB-I has to highlight processing that cannot be reasonably expected, instead of rather obvious 

processing. 
 

As said before, the issues listed above are only some examples. In general FB-LΩǎ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅ ƛǎ ŀ 

lengthy document, that has endless vague and general provisions, that allow endless leeway. A data 

subject cannot predict what FB-I is, or is not doing with its data after reading this document.  

FB-L ǎƻƳŜǘƛƳŜǎ ŎƭŀƛƳŜŘ ǘƘŀǘ ǘƘŜ ǇƻƭƛŎȅ Ƙŀǎ ǘƻ ōŜ άŦƭŜȄƛōƭŜέ ǘƻ ŀƭƭƻǿ ŦƻǊ ƴŜǿ ǎŜǊǾƛŎŜǎ ǿƛǘƘƻǳǘ ŎƘŀƴƎƛƴƎ 

the policy every time. In fact FB-I currently proposes the fourth (!) policy since we have filed our initial 

ŎƻƳǇƭŀƛƴǘǎΣ ŘŜǎǇƛǘŜ ƘŀǾƛƴƎ ŀ ǾŜǊȅ άŦƭŜȄƛōƭŜέ ǇƻƭƛŎȅΦ {ƻ ǘƘƛǎ ŀǊƎǳƳŜƴǘ ǎŜŜƳǎ ǘƻ ƭŀŎƪ ŀƴȅ ǎǳōǎǘŀƴŎŜΦ 

FB-I does provide some examples that substitute these general rules which allows for some insights, but 

as they are not an exhaustive description of FB-LΩǎ ƻǇŜǊŀǘƛƻƴǎΣ ǘƘƛǎ Ŏŀƴ ǘƘŜǊŜŦƻǊŜ ƻƴƭȅ ŎƻƴǎǘƛǘǳǘŜ 

informed and specific consent for these specific operation.  
 

Overall we believe that FB-I has to draft a totally new policy. We suggest there is on section for the core 

features and additional sections for additional features that users consent to opting into such features. 

FB-I should prompt users about any major updates and thereby get explicit and informed consent 

whenever new features are introduced. Such a system would be in line with the law as well as WP187 

and WP163. Such an approach would surely be supported by NGOs, DPCs and users and would 

ŎƻƴǎǘƛǘǳǘŜ ǊŜŀƭ άōŜǎǘ ǇǊŀŎǘƛŎŜέΦ 
 

Č We ask the ODPC to get a clear statement on who is the controller of every operation on 

facebook.com and what FB-L ƳŜŀƴǎ ōȅ ǿƘŜƴ ǎŀȅƛƴƎ ǘƘŜ ǳǎŜǊǎΩ Řŀǘŀ άōŜƭƻƴƎǎέ ǘƻ ǘƘŜ ǳǎŜǊΣ ǿƘŜƴ 

ǘƘŜȅ ŀǊŜ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ƴƻǘ ƭŜǘǘƛƴƎ ǘƘŜ ǳǎŜǊ ōŜ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊ ƻǾŜǊ άǘƘŜƛǊέ ŘŀǘŀΦ 

Č We ask the ODPC to disclose all arguments, evidence and files in relation to FB-LΩs 

counterarguments concerning the new and old privacy policies. 

Č We ask the ODPC to have FB-I produce a list of all data categories and explain the exact, specific 

ǇǳǊǇƻǎŜǎ ŦƻǊ ǿƘƛŎƘ ǘƘƛǎ Řŀǘŀ ƛǎ ǳǎŜǎ όǎŜŜ ŀƭǎƻ ά/ƻƳǇƭŀƛƴǘ мл ς !ŎŎŜǎǎ wŜǉǳŜǎǘǎέύ 

Č We ask the ODPC to review FB-LΩǎ ƴŜǿ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ŎƭŀƛƳǎ ƭƛǎǘŜŘ ŀōƻǾŜΦ 

Č Given the issues brought forward above, we are sure that Complaint 08 is justified in relation to 

the new policy as well. 
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B. Consent 
 

Old Sign-Up Process: We welcome that the ODPC has made FB-I change its sign-up process towards a 

new system that gets much closer to what we have outlined in our initial complaint. At the same time 

the report does not say one word about the millions of users that have signed up to facebook.com 

before this change was made. There is no mentioning about the validity of the consent for former users. 

If the ODPC is saying that the form of consent that FB-I obtained previously is not satisfactory, there is no 

stringent way around that fact that this means that users that signed up previously have not given a valid 

consent. We are still of the view, that FB-I does currently not have a valid consent by users that signed 

up before this change. Mind, that this still allows FB-I to operate under other provisions of the DPA and 

Directive 95/46/EG (e.g. performance a contract). 

FB-I is cited repeatedly in the report form December 2011 to claim that the ongoing use of facebook.com 

would constitute informed, specific and unambiguous consent to the (old or new) policy. We are again 

pointing to WP187, which is clearly saying that the sole use of a page (or online game) does not 

constitute unambiguous consent to a far reaching privacy policy (see WP187, page 23). 

 

Č In substance FB-I deployed arguments we cannot share. We are still of the view that there has 

been no valid act of consent. FB-I would have to ask all existing users for a new and valid consent. 

Č If there are no other arguments than the ones named above, we are of the view that our complaint 

was justified in relation to the act of consent under the old sign-up process. 

 

New Sign-Up Process: We welcome the improvements, but the new page is still not really emphasizing 

that there is some act of consent to a privacy policy. The relevant text has grown by only 1 pixel (!) from 

7 to 8 pixels, making it again the smallest text on the page. All other text is at least 50% bigger (13 pixels). 
 
 

 
Screenshot: New sign up page on facebook.com with size of different text. 

13 px 

27 px 
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We still question if this small link can really constitute an informed, unambiguous and specific consent, 

given the large amount of very problematic and complicated data processing FB-I engages in. The 

ǎƻƭǳǘƛƻƴ ƛǎ ǎǳǊŜƭȅ ŀ ǎǘŜǇ ŀƘŜŀŘΣ ōǳǘ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ǿƻǳƭŘ ōŜ ŀǘ ƭŜŀǎǘ ŀ ŎƘŜŎƪ ōƻȄΣ ǿƘƛŎƘ ƛǎ ǎŜŜƴ ǘƻ ōe 

necessary for any form of consent in many member states. The reports did also not take into account the 

fact that facebook.com has become a standard form of communication and that a consent to a 

ƳƻƴƻǇƻƭȅ ƛǎ ƘŀǊŘƭȅ άŦǊŜŜέΦ ¢Ƙƛǎ ǾƛŜǿ ǿŀǎ ŀƭǎƻ ǎƘŀǊŜŘ ōȅ ǘƘŜ Article 29 Working Party in WP187:  

 
ά/ƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ǘƘŀǘ ǎƻƳŜ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪǎ ƘŀǾŜ ŀŎǉǳƛǊŜŘΣ ǎƻƳŜ ŎŀǘŜƎƻǊƛŜǎ ƻŦ ǳǎŜǊǎ όǎǳŎƘ ŀǎ 

teenagers) will accept the receipt of behavioral advertising in order to avoid the risk of being partially excluded 

ŦǊƻƳ ǎƻŎƛŀƭ ƛƴǘŜǊŀŎǘƛƻƴǎΦέ 
 

Č ¢ƘŜ ǊŜƭŀǘƛǾŜ ǎƛȊŜ ƻŦ ǘƘŜ ǘŜȄǘ ǿŀǎ ǇǊŀŎǘƛŎŀƭƭȅ ƴƻǘ ƛƳǇǊƻǾŜŘΣ ǘƘŜǊŜ ƛǎ ƴƻ άŎƘŜŎƪ-ōƻȄέ ŀƴŘ ǘƘŜ ŎƻƴǎŜƴǘ 

to the usage of data is not separated from consent to the civil law terms. 

Č The new sign-up page is a step in the right direction, but hardly in line with the law and for sure 

ƴƻǘ άōŜǎǘ ǇǊŀŎǘƛŎŜέΦ  

Č ¢ƘŜ h5t/ ŘƛŘ ƴƻǘ ǘƻǳŎƘ ƻƴ Ƙƻǿ άŦǊŜŜέ ŎƻƴǎŜƴǘ ƻƴ ŦŀŎŜōƻƻƪΦŎƻƳ ǊŜŀƭƭȅ ƛǎΦ C.-I did bring forward 

any counterarguments. We ask the ODPC to produce and disclose such documents. 

 

 

C. Improved Information for new Users 
 

We welcome that new users get additional information. At the same time new users are still not 

άǿŀƭƪŜŘέ ǘƘǊƻǳƎƘ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ōǳǘ ǘƘŜǊŜ ƛǎ ƻƴƭȅ ƻƴŜ ƻŦ Ƴŀƴȅ ƭƛƴƪǎ to this information, which appears on 

ǘƘŜ ά²ŜƭŎƻƳŜ tŀƎŜέΦ ¢ƘŜ ŦƻǳǊ ǎǘeps are not taking into account all the different settings FB-I offers, but 

only show some settings that are already well known to many users. Every picture constitutes of a 

picture and only one or two sentences: 

 

1. ά¸ƻǳ Ŏŀƴ ǇƛŎƪ ŀƴŘ ŎƘƻƻǎŜ ǘƘŜ ŀǳŘƛŜƴŎŜ ŦƻǊ the things you post on your timeline τ like share your school 

ǇǳōƭƛŎƭȅΣ ōǳǘ ƻƴƭȅ ƭŜǘ ŦǊƛŜƴŘǎ ǎŜŜ ȅƻǳǊ ǇƘƻǘƻǎΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ƘƛŘŜ ǘƘŜ ǘƘƛƴƎǎ ƻǘƘŜǊ ǇŜƻǇƭŜ Ǉƻǎǘ ǘƻ ȅƻǳǊ ǘƛƳŜƭƛƴŜΦέ 

2. άTagging is an easy way to let people know when they're in photos*. A tag creates a link to the person's 

ǘƛƳŜƭƛƴŜ ŀƴŘ Ƴŀȅ ǎƘŀǊŜ ȅƻǳǊ Ǉƻǎǘ ǿƛǘƘ ǘƘŜƛǊ ŦǊƛŜƴŘǎΦέ 

3. ά¸ƻǳ Ŏŀƴ ŎƻƴǘǊƻƭ ǿƘƻ Ŏŀƴ ǎŜƴŘ ȅƻǳ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ ƛƴ ȅƻǳǊ Iƻǿ ¸ƻǳ /ƻƴƴŜŎǘ ǎŜǘǘƛƴƎǎέ 

4. ά/ƻƴǘǊƻƭ ǿƘƻ Ŏŀƴ ŀŎŎŜǎǎ ǿƘŀǘΣ ƛƴŎƭǳŘƛƴƎ ǿƘŀǘ ƛƴŦƻ ȅƻǳǊ ŦǊƛŜƴŘǎ ŀƴŘ ƻǘƘŜǊǎ Ŏŀƴ ōǊƛƴƎ ǿƛǘƘ ǘƘŜƳ in the apps and 

ǿŜōǎƛǘŜǎ ǘƘŜȅ ǳǎŜΦέ 

We are wondering how these 107 words (of which 14 words are only promoting a tool) can constitute 

proper information about a highly complex system with more than 170 possible options (counted by the 

άbŜǿ ¸ƻǊƪ ¢ƛƳŜǎέ ƛƴ 2010). Many options are not explained at all. There is e.g. no mentioning that users 

Ŏŀƴ ǘƻǘŀƭƭȅ ǘǳǊƴ ƻŦŦ άŀǇǇǎέ ƻǊ άǇŜǊǎƻƴŀƭƛȊŜŘ ŀŘǎέ ƻǊ ǘƘŜ ƻǇǘƛƻƴǎ ŦƻǊ ǘƘŜ ŀŎŎŜǎǎ ōȅ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎΦ 
 

Č The additional information that is provided is another small step into the right direction, but surely 

not the giant leap towards an informed consent by all users. 

Č We still believe that only a system where users get a quick information when they first use a 

ŦǳƴŎǘƛƻƴ ŎƻƳǇŀǊŜŘ ǿƛǘƘ άǇǊƛǾŀŎȅ ŦǊƛŜƴŘƭȅέ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎ Ŏŀƴ ŎƻƳōƛƴed constitute a specific, 

informed an unambiguous consent. 
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12. /ƻƳǇƭŀƛƴǘ лф άCŀŎŜ wŜŎƻƎƴƛǘƛƻƴέ  
 

We very much welcome the deactivation of the automatic biometric facial recognition tool (called άǘŀƎ 

ǎǳƎƎŜǎǘέ ōȅ C.-I). The tool was clearly not in line with the DPA and Directive 95/46/EG. This was very 

clearly stated in WP163 issues by the Article 29 Working Party. The procedure has shown to our 

understanding, that there must be unambiguous, informed and specific consent for additional processing 

like the facial ǊŜŎƻƎƴƛǘƛƻƴΦ ¢Ƙƛǎ Ŏŀƴƴƻǘ ōŜ ƻōǘŀƛƴŜŘ ōȅ ƛƴŀŎǘƛǾƛǘȅ ƻŦ ǘƘŜ ǳǎŜǊ ƻǊ ōȅ ŀƴ άƻǇǘ-ƻǳǘέ ǎȅǎǘŜƳ 

(see also WP187, page 35). We hope the ODPC is moving towards this - European - understanding in 

relation to other complaints as well (e.g. Complaint 16 ς άhǇǘ hǳǘέύΦ 

 

What is at the same time disturbing is that the ODPC has in the relating statements more or less said that 

an unambiguous consent is not really necessary under the law, but more a consequence of pressure 

from other European DPCs and somewhat inspired by tƘŜ h5t/Ωǎ άōŜǎǘ ǇǊŀŎǘƛŎŜέ ŀǇǇǊƻŀŎƘΦ 

 

We also want stress that the ODPC has not dealt with the other provisions of the Irish DPA and Directive 

95/46/EG that are necessary to make this form of data processing legitimate. The Article 29 Working 

Party has clearly stated that even a valid consent does not allow the controller to waive other principles 

of data protection law (see e.g. WP187 page 34). Especially the requirement to be non-excessive seems 

to be relevant in the relation to FB-LΩǎ ŦŀŎƛŀƭ ǊŜŎƻƎƴƛǘƛƻƴ ǘool. The ODPC has not at all elaborated the 

question whether it is proportionate to generate biometrical data of 1 Billion users only in order to avoid 

a couple of clicks for a user that wants to tag someone. It his is not excessive, we wonder what is? 

 

Even though the first attempt by FB-L ǘƻ ƎŜǘ ǘƘŜ ǘƻƻƭ άŀǇǇǊƻǾŜŘέ ōȅ ŀ ƴƻǘƛŎŜ ƻƴ ŦŀŎŜōƻƻƪΦŎƻƳ ǎŜŜƳǎ ǘƻ 

be obsolete after the Re-Audit, we still want to quickly point to the wording and the way FB-I has 

implemented this mechanism. The following information was displayed to users:  

 

 
Wording used by FB-I (Screenshot delivery by Richard Allan, FB-I). 

 

Despite the fact that the message was only displayed three times and the user was further enrolled with 

the facial recognition tool if he/she was not interacting with it (see above) the wording not allowing for 

ŀƴ άƛƴŦƻǊƳŜŘέ ŎƻƴǎŜƴǘΦ ¢ƘŜǊŜ ƛǎ ƴƻ ǿƻǊŘ ƻƴ άŦŀŎƛŀƭ ǊŜŎƻƎƴƛǘƛƻƴέ ƻǊ άōƛƻƳŜǘǊƛŎǎέΦ .ȅ ǘƘŜ ǿƻǊŘƛƴƎ C.-I 

ƻƴƭȅ ǳǎŜǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ǎƻƳŜƻƴŜ ƛǎ άǘŀƎƎŜŘέ όǎƻ ǘƘŜ ǘŀƎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǘǎŜƭŦύ ǘƻ ƎǊƻǳǇ ǇƛŎǘǳǊŜǎΦ Lƴ 

reality FB-I uses their faces (not the tagsύ ǘƻ Řƻ ǎƻΦ ¢ƘŜ ǿƻǊŘƛƴƎ ƻŦ ǘƘŜ ōǳǘǘƻƴ όάhƪŀȅΣ Dƻǘ Lǘέύ ŘƻŜǎ ƴƻǘ 

give the impression that the user has a choice, but that this is just an information. Further information 

and an option to turn the feature off, could only be found in the second or third layer of the menu. Color, 
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pictures of friends and vague wording was also used to deter users from opting-out. All together is a 

ǇǊƛƳŜ ŜȄŀƳǇƭŜ Ƙƻǿ ǘƘŜǊŜ ǿƻǳƭŘ ƴŜǾŜǊ ōŜ ŀ ǾŀƭƛŘ ŎƻƴǎŜƴǘΣ ŜǾŜƴ ƛŦ ǘƘŜ ǳǎŜǊ ŎƭƛŎƪŜŘ ƻƴ άhƪŀȅΣ Dƻǘ ƛǘέΦ 

 

We are waiting to see how the new system will be designed that only recognizes faces of users that have 

previously consented. From a logical side it seems to be necessary to recognize people first before it can 

be checked if they have consented to facial recognition. This seems also to be unclear in the current 

situation: How does FB-I guarantee that a photo of a data subject living in the EU that is e.g. uploaded in 

South America is not processed by the facial recognition tool? Given the experiences mentioned above 

will also have to see how FB-I is exactly getting a valid consent when redeploying this tool in the EU/EEA.  

 

ά9¦έ ŀƴŘ ά99!έ ŀǊŜ ŀƭǎƻ ǘƘŜ ƪŜȅ ǿƻǊŘǎ ŦƻǊ ǘƘŜ ƭŀǎǘ ǊŜƳŀǊƪ ǿŜ ǿŀƴǘ ǘƻ ƳŀƪŜΥ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǊŜǇƻǊǘǎ  

the ODPC is responsible fƻǊ ŀƭƭ ǇǊƻŎŜǎǎƛƴƎ ƻŦ άCŀŎŜōƻƻƪ LǊŜƭŀƴŘ [ǘŘέΣ ǎƻ ŀƭƭ ƻǇŜǊŀǘƛƻƴǎ ƻŦ ŦŀŎŜōƻƻƪΦŎƻƳ 

outside of the US and Canada.  

¢ƘŜ 5t! ŀƴŘ 5ƛǊŜŎǘƛǾŜ фрκпсκ9D Řƻ ƴƻǘ ŘƛǎǘƛƴƎǳƛǎƘ ōŜǘǿŜŜƴ ǘƘŜ Řŀǘŀ ƻŦ ά9¦ Řŀǘŀ ǎǳōƧŜŎǘǎέ ŀƴŘ ǘƘŜ Řŀǘŀ 

of other people. It is therefore not stringent, that FB-I was only made to comply with the legal 

ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǳǎŜǊǎΩ ǿƛǘƘƛƴ ǘƘŜ 9¦κ99!Φ ¢ƘŜ ǊƛƎƘǘ ǘƻ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƛǎ ƴƻǘ ƻƴƭȅ ŀ ƘǳƳŀƴ ǊƛƎƘǘ όƛƴ 

ƻǇǇƻǎƛǘƛƻƴ ǘƻ άŎƛǘƛȊŜƴǎΩ ǊƛƎƘǘǎέύ ōǳǘ ǿŜ ŀǊŜ ŀƭǎƻ ōƻǳƴŘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǊƛƎƘǘ ǘƻ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǳǎŜǊǎΩ 

outside of the EU/EEA according to international law. Any user from associated countries (like e.g. 

Switzerland) will hardly understand why the ODPC did not enforce their fundamental rights. 

 

Č We welcome the new approach, but believe that the ODPC has to ensure that an unambiguous, 

ǎǇŜŎƛŦƛŎ ŀƴŘ ƛƴŦƻǊƳŜŘ ŎƻƴǎŜƴǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǳƴŘŜǊ ǘƘŜ ƭŀǿ όƴƻǘ Ƨǳǎǘ ǳƴŘŜǊ ŀ άōŜǎǘ ǇǊŀŎǘƛŎŜέ 

approach). 

Č We ask the ODPC to figure out how FB-I is currently distinguishing between users form the EU/EEA 

and other users and how FB-I is intending to do so between users that have and have not 

consented to facial recognition. 

Č We ask the ODPC to also elaborate over the other principles that govern processing of data. 

Č We are making the ODPC aware that it is responsible for all users outside of the US/Canada and 

that all these users have the same rights under EU (and Irish) law. 
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13. /ƻƳǇƭŀƛƴǘ мл ά!ŎŎŜǎǎ wŜǉǳŜǎǘǎέ 
 

hƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ άǇǊƻƳƛƴŜƴǘέ ŎƻƳǇƭŀƛƴǘǎ ǿŀǎ ǘƘŜ ŎƻƳǇƭŀƛƴǘ ŘŜŀƭƛƴƎ ǿƛǘƘ ǘƘŜ ǊƛƎƘǘ ǘƻ ŀŎŎŜǎǎ ŀƴŘ C.-LΩǎ 

non-compliance with the initial access request by Max Schrems that was sent to FB-I on June 2nd 2011. 

Given the fact of its prominence and that more than 40.000 people have made access requests as well 

we would have expected that this issue would be prioritized and investigated in an especially transparent 

and detailed way. Instead we had to find that the exact opposite seemed to have happened, which is 

ŀƭǎƻ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ŦŀŎǘǎ ǿŜ ƘŀŘ ǘƻ ŦƛƴŘ ǿƘŜƴ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ ŎǳǊǊŜƴǘ άǎƻƭǳǘƛƻƴέ ǘƻ ŀŎŎŜǎǎ ǊŜǉǳŜǎǘǎΦ 

 

 

A. ¢ƘŜ h5t/Ωǎ wŜǇƻǊǘǎ ŀƴŘ LƴǾŜstigation 
 

5ŜǎǇƛǘŜ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ǘƘŜ άŀŎŎŜǎǎ ǊŜǉǳŜǎǘǎέ ǿŜǊŜ ŀ Ǉƻƛƴǘ ƻŦ ƎǊŜŀǘ ǇǳōƭƛŎ ŘƛǎŎǳǎǎƛƻƴ ǿƛǘƘ ƳƻǊŜ ǘƘŀƴ плΦллл 

users directly affected and about 1.000 complaints at the ODPC there is very little information that can 

be derived from the reports.  
 

The report claims that the 40.000 requests were a massive issue for FB-I and that this άǿƻǳƭŘ ǇƭŀŎŜ ŀ 

ǎǘǊŀƛƴ ƻƴ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ ŀƴȅ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ǇǊƻǾƛŘŜ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǿƛǘƘƛƴ пл ŘŀȅǎΦέ In this relation we want 

to mention that 40.000 requests at a user base of about 900 Million users means that  

only  0.004% (!) ƻŦ CŀŎŜōƻƻƪΩǎ ǳǎŜǊ ōŀǎŜ Ƙŀǎ ƳŀŘŜ ŀƴ ŀŎŎŜǎǎ ǊŜǉǳŜǎǘΦ ¢Ƙƛǎ ƛǎ ŜǉǳƛǾŀƭŜƴǘ ǘƻ ŀ ǎƛƴƎƭŜ 

request at a data controller with 22.500 costumers.  

LŦ ǘƘƛǎ ƛǎ ǎŜŜƴ ŀǎ άǘƻƻ ƳǳŎƘέΣ C.-I should not have waived the riƎƘǘ ǘƻ ŀǎƪ ŦƻǊ ϵ сΦорΣ ǿƘƛŎƘ ǿƻǳƭŘ ǎǳǊƭȅ 

have limited the amount of people that made requests to only the ones that really wanted to get access. 

Lǘ ǎŜŜƳǎ ƘȅǇƻŎǊƛǘƛŎŀƭ ǘƻ ŦƛǊǎǘ ǘŜŀǊ Řƻǿƴ ǘƘŜ ƻƴƭȅ ƭƛƳƛǘŀǘƛƻƴ ǘƻ ǘƘŜƴ ŎƻƳǇƭŀƛƴ ŀōƻǳǘ ŀƴ άŜȄǘǊŜƳŜέ ƴǳƳōŜǊ 

of requests. We believe that FB-I was simply unable or unwilling to additionally process the payments by 

thousands of users and therefore waived the fee in its very own interest. 

 

Č Access Requests by (only) 0.004% of the overall user base is not exceptional.  

Č FB-I Ƙŀǎ ŀŘŘŜŘ ǘƻ ƎŜǘǘƛƴƎ ƳƻǊŜ ǊŜǉǳŜǎǘǎ ōȅ ǿŀƛǾƛƴƎ ǘƘŜ ŦŜŜ ƻŦ ϵ сΦорΦ 

 

While the report was repeating the law, saying that there is no exception form the 40 days deadline 

ǳƴŘŜǊ {ŜŎǘƛƻƴ п 5t!Σ ǘƘŜ h5t/ Ƙŀǎ ƛƴ ŦŀŎǘ ǎƛƳǇƭȅ άǿŀƛǾŜŘέ ǘƘŜ ƭŀǿ ŦƻǊ C.-I. By doing so it has deprived 

40.000 data subjects, including us, of their right to access within a reasonable time. Also other 

controllers in the EU will have a hard time understanding why the law applies to everyone but FB-I.  

As communicated to the ODPC before, we are ŘŜŜǇƭȅ ŘƛǎǘǳǊōŜŘ ǘƘŀǘ ǘƘŜ ƭŀǿ ǿŀǎ ǎƛƳǇƭȅ άǿŀƛǾŜŘέ ŦƻǊ ŀ 

tech giant. If laws are simply waived for some, this questions core values of the democratic system. This 

ŎƻǳƭŘ ōŜ ƛƴǘŜǊǇǊŜǘŜŘ ǘƘŀǘ ǘƘŜ άǊǳƭŜ ƻŦ ƭŀǿέ ƛǎ ƴƻǘ ƻŦ ǊŜƭŜǾŀƴŎŜ ŦƻǊ ǘƘŜ h5t/Φ 

 

Č The ODPC has iƭƭŜƎŀƭƭȅ άǿŀƛǾŜŘέ ŀ ǎǘŀǘǳǘƻǊȅ ƻōƭƛƎŀǘƛƻƴ ƻŦ C.-I and allowed it to break the law. 

 

The first report states that άŀ ǎƛƎƴƛŦƛŎŀƴǘ ǇǊƻǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ŀǳŘƛǘ ǿŀǎ ΦΦΦ ŦƻŎǳǎŜŘ ƻƴ ŜǎǘŀōƭƛǎƘƛƴƎ ǘƘŜ ŜȄǘŜƴǘ 

of personal data held by FB-I and whether any of the limited exemptions contained within the Data 

Protection Acts could be validly claimed by FB-LΦέ While the ODPC seemed to have worked through the 

ƭƛǎǘ ƛƴ ƻǳǊ ŎƻƳǇƭŀƛƴǘ όάмл ς !ŎŎŜǎǎ wŜǉǳŜǎǘέύΣ ǘƘŜ h5t/ Ƙŀǎ ƴƻǘ ƳŀŘŜ ŀƴȅ ŜǾƛŘŜƴŎŜΣ ŀǊƎǳƳŜƴǘŀǘƛƻƴ ƻǊ 



 

 

 

46 

 

legal analysis public. We have no possibility to independently verify the final results (which is in fact just 

a tiny list). Neither the factual basis (e.g. a list of all data FB-I holds) neither the legal argumentation (e.g. 

ǿƘƛŎƘ Řŀǘŀ ƛǎ ƴƻǘ άǇŜǊǎƻƴŀƭ Řŀǘŀέύ ǿŀǎ ŘƛǎŎƭƻǎŜŘΦ 

 

Č Therefore we ask the ODPC hereby to disclose evidence, arguments and files in relation to the 

existence and legal qualification of (personal) data on FB-LΩǎ ǎȅǎǘŜƳǎΦ 

Č ²Ŝ ƘŜǊŜōȅ ŀǎƪ ǘƘŜ h5t/ ǘƻ ŘƛǎŎƭƻǎŜ ƛƴ ŘŜǘŀƛƭ ǘƘŜ ƳŜǘƘƻŘƻƭƻƎȅ ǘƘŀǘ ƭŜŘ ǘƻ ǘƘŜ h5t/Ωǎ ŦƛƴŘƛng, how 

the fact finding was conducted and explain the legal analysis which led to the published results. 

 

As a user it is practically impossible to know about all the data categories that a controller holds, 

therefore the user is dependent on the investigations of the authorities to ensure that all data is 

disclosed. We have submitted a list of examples that should have triggered reasonable doubt about  

FB-LΩǎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ƭŀǿΦ !ǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ǘƘŜǊŜ ŀǊŜ ƴƻ ŦŀŎǘǎ ǘƘŀǘ ǿƻǳƭŘ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜ h5t/ 

has looked for data categories beyond the list we have submitted. 

The ODPC has let us know that is has taken account of the 19 data categories we have listed in our initial 

complaint. We have repeatedly pointed out that this was not an exhaustive list of data categories and 

that we expected the ODPC to investigate into other data as well. We have even offered to submit a 

second list of data categories that we have collected after the initial complaints. The ODPC has not 

gotten back to us on this proposal. We currently have evidence of about 20 more categories. 

During our talks with FB-I in Vienna, the representatives of FB-I have declared that the 19 categories we 

listed were exactly the only 19 categories FB-I did so far not disclose. Given the fact that the list was only 

ŀƴ ŜŘǳŎŀǘŜŘ ƎǳŜǎǎΣ ƛǘ ǿƻǳƭŘ ōŜ ŀƴ ƛƴŎǊŜŘƛōƭŜ ƳƛǊŀŎƭŜ ƛŦ ǿŜ ǿƻǳƭŘ ƘŀǾŜ ƳŀŘŜ ŀ άмлл҈ ƘƛǘέΦ  

Lƴ ŀ άƭƛǾŜ ǎŜǎǎƛƻƴέ C.-LΩǎ /ƘƛŜŦ tǊƛǾŀŎȅ hŦŦƛŎŜǊΣ 9Ǌƛƴ 9Ǝŀƴ Ƙŀǎ ƛƴŘƛǊŜŎǘƭȅ ǎǘŀǘŜŘ ǘƘŀǘ C.-I does currently not 

deliver all personal data through its self-service tools (see YouTube at 21:50): 

 

άL ƪƴƻǿ ǇŜƻǇƭŜ ƳƛƎƘǘ ǎŀȅΥ ΨhƘ ǿƘȅ ŀǊŜƴΩǘ ȅƻǳ ƎƛǾƛƴƎ ǳǎ ŀŎŎŜǎǎ ǘƻ ƳƻǊŜΩΦ .ǳǘ ǘƘƛƴƪ ŀōƻǳǘ Ƙƻǿ ƳǳŎƘ ǿŜ ŀǊŜ 

giving access to ς I think it is a terrific tool ŀƴŘ ǿŜ ŀǊŜ Ŏƻƴǎǘŀƴǘƭȅ ǿƻǊƪƛƴƎΦ ¸ƻǳ ƪƴƻǿ ƛǘΩǎ ƴƻǘ ŜŀǎȅΗέ 

 

Therefor we do not believe that the ODPC has found all data categories. We are sure that the data 

categories listed on pages 64-65 of the first report do not represent all personal data held by FB-I. The 

list of these categories is also only naming the άƘŜŀŘƭƛƴŜsέ of the categories. It is unclear which exact 

data fields or sub-categories are included under these headline. The report lists e.g. άǇƘƻǘƻǎέΣ ōǳǘ ǘƘŜǊŜ 

are also IPs, Dates, EXIF data or tags attached to pictures these sub-categories are not listed in the 

report. 

 

Č ¢ƘŜǊŜ ƛǎ ŜǾƛŘŜƴŎŜ ǘƘŀǘ ǘƘŜ ƭƛǎǘ ƻŦ ŘŀǘŀΣ ǇǳōƭƛǎƘŜŘ ƛƴ ǘƘŜ h5t/Ωǎ ǊŜǇƻǊǘǎΣ ƛǎ ƛƴŎƻƳǇƭŜǘŜΦ 

Č We hereby ask the ODPC to disclose the methodology and evidence used to derive this list. 
 

 

The ODPC has repeatedly said that is has worked together with FB-I very closely and checked on the 

ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŀƴŘ ŦǳƴŎǘƛƻƴƛƴƎ ƻŦ ǘƘŜ άǎŜƭŦ-ǎŜǊǾƛŎŜ ŀǇǇǊƻŀŎƘέ ǘŀƪŜƴ ōȅ C.-I.  

Given the obvious flaws that we discovered and described ōŜƭƻǿ όǎŜŜ ǎŜŎǘƛƻƴ ά/Φ Self-{ŜǊǾƛŎŜ !ǇǇǊƻŀŎƘέ 

below) we are wondering how the ODPC could overlook these issues. It seems like the ODPC has never 

investigated and cross-checked on the factual implementation by FB-I. If these most obvious issues were 

http://www.youtube.com/watch?v=aFwxme1txJ8


 

 

 

47 

 

not effectively discovered, we are very much worrying about the quality of the investigation into other 

issues (e.g. the investigation on other, so far non-disclosed data categories).  
 

Č Iƻǿ ŎƻǳƭŘ ǘƘŜ h5t/ ƻǾŜǊƭƻƻƪ ǘƘŀǘ ǘƘŜ άǘƻƻƭǎέ ǿƘŜǊŜ ƛƴ ŦŀŎǘ ƴƻǘ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅΚ 

Č How can the ODPC guarantee that other questions of fact were properly examined if even such 

basic problems were not discovered by it? 
 

 

B. CŀŎŜōƻƻƪΩǎ /ǊŜŘƛōƛƭƛǘȅ ǊŜƭŀǘƛƴƎ ǘƻ !ŎŎŜǎǎ wŜǉǳŜǎǘǎ 
 

In order to demonstrate that FB-I has so far repeatedly lied and made obvious false claims we want to 

copy four of the many e-mails FB-I has sent to us and other users in the past year. It later turned out that 

the following claims and responses were simply false, misleading and deliberate lies. 

 

E-Mail from the June 9th 2011 in response to the initial access request 

Hi Max, 

We received your request for information about your personal data. Attached to this email, please find a copy of the 

personal data you requested. 

(...) 

Please let us know if you have any additional questions. 

 

Thanks, 

R##### 
 

This e-mail was accompanied by a PDF file of 18 pages and 5 όΗύ Řŀǘŀ ŎŀǘŜƎƻǊƛŜǎΥ ά9-aŀƛƭǎέΣ ά[ƻŎŀƭŜέΣ 

ά[ƻƎƛƴǎέΣ άbŀƳŜέ ŀƴŘ άwŜƎƛǎǘǊŀǘƛƻƴ 5ŀǘŜέΦ  

Soon later FB-I has given up its position and sent a PDF file with 57 data categories and 1.222 pages.  
 

Č FB-I has lied for the first time. 

Č FB-I has only given out 1.5% of the data (if counted by pages). 
 

 

Further e-mail in response to the initial access requests from July 18th 2011  

Hi Maximilian, 

 

Thank you for your email. The data included in the file you received is all the personal data we hold. If no data 

related to a category you listed has been provided, that means we do not have such data. 

 

Thanks for contacting Facebook, 

R##### 
 

This e-mail was sent after receiving the CD with a PDF that held 57 data categories and 1.222 pages. 

Later in this proceeding (and thanks to the investigation by the ODPC) it turned out that FB-I was holding 

many more data categories.  
 

Č FB-I has lied for the second time in relation to the access request 

Č FB-I has again only given out a small part of the overall data. 
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Further e-mail in response to the initial access requests from September 28th 2011 
 (...) 

ά¢ƻ ŘŀǘŜΣ ǿŜ ƘŀǾŜ ŘƛǎŎƭƻǎŜŘ ŀƭƭ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƻ ǿƘƛŎƘ ȅƻǳ ŀǊŜ ŜƴǘƛǘƭŜŘ ǇǳǊǎǳŀƴǘ ǘƻ {ŜŎǘƛƻƴ п ƻŦ ǘƘŜ LǊƛǎƘ 5ŀǘŀ 

Protection Actǎ мфуу ŀƴŘ нлло όǘƘŜ !ŎǘǎύΦέ 

(...) 

 

This e-mail was sent after receiving the CD with a PDF that held 57 data categories and 1.222 pages. 

Later in this proceeding (and thanks to the investigation by the ODPC) it turned out that FB-I was holding 

many more data categories.  

 

Č FB-I has lied for the third time in relation to the initial access request. 

 

 

Standard e-mail to users that made access requests, autumn 2011 

(...)  

ά²Ŝ ƘŀǾŜ ōǳƛƭǘ ŀ ŎƻƴǾŜƴƛŜƴǘ ǎŜƭŦ-service tool to offer people who use Facebook the opportunity to access the 

personal data we hold about them in accordance with the provisions of EU Directive 95/46/EC. 

 

By offering this tool we are able to give you immediate access to your data at any time free of charge.  We have 

included all the data that we believe necessary to comply with the requirements of data protection law in this 

ŘƻǿƴƭƻŀŘέ 

(...) 

 

!ǘ ǘƘƛǎ ǘƛƳŜ ǘƘŜ ά5ƻǿƴƭƻŀŘ ¢ƻƻƭέ ƻŦŦŜǊŜŘ ƻƴƭȅ нн Řŀǘŀ ŎŀǘŜƎƻǊƛŜǎΣ ŎƻƳǇŀǊŜŘ ǘƻ ǘƘŜ рт ŎŀǘŜƎƻǊƛŜǎ Ƙŀǎ 

delivered by to us in July 2011. More than 40.000 users have made an access request at this time. 

 

Č FB-I has continued to lie to more than 40.000 users. 

Č FB-I tried to make more than 40.000 users believe that only 38% of the previously disclosed data 

categories existed. 

 

 

Conclusion ς CŀŎŜōƻƻƪΩǎ /ǊŜŘƛōƛƭƛǘȅ ǊŜƭŀǘƛƴg to Access Requests 
Given this record there is no reason why we would possibly believe the current claims by FB-I that it 

discloses all information. After misusing the trust of users it is now upon FB-I to demonstrate by the use 

of solid evidence that every little bit of information that falls under the right to access is disclosed.  

 

Č There is no reason to believe claims by FB-I on the existence of certain data categories without 

solid proof, given this history of false claims and deliberate lies. 

Č We hereby ask the ODPC to disclose all evidence, arguments and files that were produced in 

relation to the existence of data categories on FB-LΩǎ ǎŜǊǾŜǊǎ ŀƴŘ ǘƘŜ ǉǳŜǎǘƛƻƴ ǿƘŜǘƘŜǊ ǘƘŜȅ 

ŎƻƴǎǘƛǘǳǘŜ άǇŜǊǎƻƴŀƭ Řŀǘŀέ ƻǊ ƴƻǘΦ 
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C. άSelf-Serviceέ Approach 
 

FB-I has taken a verȅ άŘƛŦŦŜǊŜƴǘέ approach in relation to the response to access requests. Instead of 

ǎǳǇǇƭȅƛƴƎ ǘƘŜ ǳǎŜǊǎΩ ǿƛǘƘ ŀ ŎƻǇȅ ƻŦ ǘƘŜ Ǌŀǿ ŘŀǘŀΣ ǿƘƛŎƘ ƛǎ ǘƘŜ ǎǘŀƴŘŀǊŘ ǇǊƻŎŜŘǳǊŜΣ ǘƘŜ h5t/ Ƙŀǎ ƎƛǾŜƴ 

FB-I excessive amounts of time (more than one year, instead of 40 days uƴŘŜǊ ǘƘŜ ƭŀǿύ ǘƻ ŘŜǾŜƭƻǇ άǎŜƭŦ-

ǎŜǊǾƛŎŜ ǘƻƻƭǎέ ǘƘŀǘ ǎƘƻǳƭŘ ŀƭƭƻǿ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ŀƭƭ Řŀǘŀ ǘƘŀǘ ƛǎ ŎƻǾŜǊŜŘ ōȅ ǘƘŜ ǊƛƎƘǘ ǘƻ ŀŎŎŜǎǎΦ ²Ŝ ƘŀǾŜ 

been very critical of this approach, since these tools replaced the standard response. 

We would not have criticized this approach as ŀƴ άŀŘŘƛǘƛƻƴŀƭέ ŦŜŀǘǳǊŜ ŦƻǊ ǳǎŜǊǎ ǘƘŀǘ Řƻ ƴƻǘ ǿŀƴǘ ǘƻ Ǝƻ 

ǘƘǊƻǳƎƘ ǘƘŜ ǘǊƻǳōƭŜ ƻŦ ƳŀƪƛƴƎ ŀ ŦƻǊƳŀƭ ǊŜǉǳŜǎǘ ŀƴŘ ǿŀƴǘ ǘƻ ŀǾƻƛŘ ǘƘŜ LǊƛǎƘ άŀŎŎŜǎǎ ǊŜǉǳŜǎǘ ŦŜŜέ ƻŦ  

ϵ сΦорΣ ōǳǘ ǿŜ Ŏŀƴƴƻǘ ǎŜŜ Ƙƻǿ ǎǳŎƘ ŀ ǘƻƻƭ Ŏŀƴ ǊŜǇƭŀŎŜ ŀ ŦƻǊƳŀƭ ǊŜǎǇƻƴǎŜ ǘƻ ŀƴ ŀŎŎŜǎǎ ǊŜǉǳŜǎǘΦ 

 

In relation to the timeframe FB-I has added the last bits (EFIX data) to the tool in October 2012, so more 

than a year after the initial complaints, about 1,5 years after the initial requests and 4 months after the 

July 2012 deadline that was agreed on in the first report, which was published in December 2011. 

 

Download Tool(s) ς Access 
²Ŝ ŀǊŜ ƴƻǘ ƻǇǇƻǎƛƴƎ ŀ άŘƻǿƴƭƻŀŘ ǘƻƻƭέ ŀǎ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ƻǊ ŀƭǘŜǊƴŀǘƛǾŜ ƻǇǘƛƻƴ ŦƻǊ ǳǎŜǊǎ ǘƻ ƎŜǘ ǘƘŜƛǊ Řŀǘŀ 

in an unbureaucratic way and without costs. The tool is very hard to fiƴŘΥ hƴ άŀŎŎƻǳƴǘ ǎŜǘǘƛƴƎέ ǇŀƎŜ C.-I 

has not placed a link in line with other text, but in a gray small (8 pixel) text at the bottom of the page.  
 

 
{ŎǊŜŜƴǎƘƻǘΥ [ƛǘǘƭŜ ƎǊŀȅ ƭƛƴƪ ǘƻ ǘƘŜ άŘƻǿƴƭƻŀŘ ǘƻƻƭέ 

 


